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DEFINITION OF TERMS

Energy Reliability vs Energy Resiliency

Energy Reliability - Energy reliability is the ability of a power Energy Resiliency - refers to the ability and quality that
system to withstand instability, uncontrolled events, cascading enables energy systems to withstand extreme natural
failures, or unanticipated loss of system components. and man-made disasters, and to recover and return to

normal conditions in a timely and efficient manner, and
“‘Reliable energy is the result of energy infrastructure that can to build back better, thereby securing a stable energy
withstand and quickly recover from typical disruptions” supply to society and reducing negative impacts on

human lives and economic activities from energy supply
Source: US Department of Energy - Office of Energy Efficiency & disruption.

Renewable Energy
Source: APEC Energy Resiliency Principle

Energy Reliability Energy Resiliency
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ENERGY RESILIENCY POLICY

Department Circular No. DC2018-01-0001

Adoption of Energy Resiliency in the Planning And Programming of the Energy Sector to Mitigate
Potential Impacts of Disasters
Signed by DOE Secretary: 17 January 2018

Published in: The Manila Times and The Philippine Star
Date Published: 27 January 2018 https://prod-cms.doe.gov.ph//documents/d/guest/dc2018-01-0001

Promotes the mainstreaming of disaster risk reduction programs in planning and investment to ensure the continuous delivery and
strengthening of the existing energy infrastructure

Department Circular No. DC2022-06-0028

Supplementing Department Circular No. DC2018-01-0001 on the Energy Resiliency Planning and
Programming of the Energy Sector and on Task Force on Energy Resiliency (TFER) Functions and Structure
to Mitigate Impacts of Disasters

Signed by DOE Secretary: 24 June 2022
Published in: BusinessWorld and Daily Tribune
Date Published: 12 August 2022 https://prod-cms.doe.gov.ph//documents/d/guest/dc2022-06-0028

Advances disaster risk reduction, enhances the conduct of Resiliency Compliance Plan (RCP) assessment and contingency planning,
upgrades disaster response protocols and coordination measures, and strengthens the organizational structure of the Task Force on Energy
Resiliency

Department Circular No. DC2025-01-0001

Institutionalizing the Energy Sector Cybersecurity and Cyber Resilience Framework

Signed by DOE Secretary: 23 January 2025
Published in: BusinessWorld and Daily Tribune
Date Published: 10 February 2025 https://prod-cms.doe.gov.ph//documents/d/guest/dc2025-01-0001-pdf

This policy establishes a comprehensive cybersecurity and cyber resilience framework for the Philippine energy sector, ensuring the
protection of critical energy infrastructure from cyber threats. The framework aligns with national laws, global standards, and emerging digital
transformation needs in the energy industry.

Department of Energy
Empowering the Filipino




SECTION 2:
Energy Resiliency Guiding Principles

Develop and adapt to evolving resiliency
standards for energy facilities to ensure timely
recovery and minimal damage and losses
through reconstruction and rehabilitation of
energy infrastructures aligned with the Build
Back Better principle.

Incorporate disaster prevention and mitigation
strategies and measures based on science and risk-
based information to reduce risks and vulnerabilities
and increase structural integrity of energy
infrastructures to withstand adverse weather
conditions and disruptive events;

) NEW ¢

Formulate comprehensive, flexible, and
effective policies aimed to promote energy
resiliency investment and increase financial
response capacity of energy companies to
recover from the effects of natural and human-
induced disasters through disaster risk
financing, insurance and funding, and provide
financial security and protection from future
effects and impact of disasters to the energy
infrastructures;

Implement damage assessments,
provide reliable and risk-based
information, and execute timely,
organized and coordinated response
actions to immediately and/or
temporarily restore energy supply in
disaster-stricken areas

Guiding
Principles

Develop and improve preparedness measures,
operational and coordination mechanisms as

) NEW

Develop awards and recognition for the best well as strengthen organizational capacities and
practices of energy industry stakeholders that 03 04 practices to mitigate disaster effects and ensure
promote innovative solutions and compliance on expeditious restoration of energy supply during

resiliency plans and programs; and in the aftermath of disruptive events;

General Policies and Principles are aligned with the DRRM Framework



SECTION 4:
Resiliencvy Compliance Plan Cateqgories

Refers to the enhancement of structural integrity —>Cyber Resilience

and reliability of systems through physical
construction and application of structural
measures and engineering techniques based on
risk assessments.

Refers to the capability to maintain critical IT and OT
operations during cyber incidents through governance,
identification, protection, detection, response, and
recovery, leveraging Cyber Resilience Scorecard, grounded
in the Cybersecurity Assessment Framework (CAF), to
evaluate and enhance safeguards for data and
infrastructure integrity.

Systems+—

Refers to the administrative directives,
organizations, operational skills and capacity
building, policies and guidelines to implement
strategies.

RCP I TP
cANEGORTES Rehabilitation & Recovery

Refers to rehabilitation and improvement of
facilities, livelihood and living conditions of
affected communities based on Build Back Better
principles

YEERK Disaster Risk Financing
& Insurance

Refers to the comprehensive and effective
financial planning and mechanism to increase
financial response capacity of agencies/ private

—>Response

Refers to the provision of emergency services and
public assistance during or immediately after a

companies against impact of natural and human- disaster.

induced disasters by minimizing contingent Refers to the identification and procurement of essential inventory items
liabilities and expedite response, recovery, and and equipment beforehand and placement in strategic and resilient
rehabilitation measures. locations, and maintaining of reserves or the minimum inventory level in

compliance to the Minimum Inventory Requirement (MIR) for oil supply.




Task Force on Energy Resiliency (TFER)

v Automatically activated during times of disasters

NDRRMOC (command Center)/

Logistics and Response Clusters

Responsible Officer: DOE Secretary
Chairperson: DOE Undersecretary

Head Secretariat: DOE EPPB e T - DOE
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SECTION 7:

EXPANSION OF TFER FUNCTIONS AND ORGANIZATION

«
5

PREPAREDNESS

The TFER shall perform the following functions in addition to the @ outlined functions under Section 7.2 of DC2018-01-0001:

Formulates and adopts comprehensive and risk-based energy resiliency policies, strategies, plans
and programs responsive to the NDRRM Plan priority areas, long-term goals and objectives.

Conducts vulnerability and risk assessment of energy systems and develops a harmonized exposure

map, risk information and other geospatial information of energy facilities for the planning process
needs of the energy sector.

Develops appropriate mechanisms and strategies on disaster risk financing and insurance policies
and programs.

Promotes innovative solutions and shares the best practices on energy resiliency

Develops and conducts organizational capacity building programs/initiatives to strengthen disaster
preparedness.

Conducts policy research activities with policy recommendations and regulatory
measures/interventions that would be beneficial on the promotion of energy resiliency and for the
attainment of the functions of TFER.

Develops harmonized disaster preparedness and response plans, protocols, and manuals of
operations of the energy sector.

Promotes energy resiliency of critical infrastructure such as but are not limited to hospitals, water
systems, telecommunication, transportation facilities, schools, data hubs, financial services, energy
facilities, food hubs, military camps and other vital government facilities.

Develops and implements a harmonized National Oil Contingency Plan (NOCP) that would address
vulnerabilities and threats to the oil supply chains stemming from both local and international
uncertainties and ensures the continuous, adequate and stable supply of petroleum in the country.

Establishes a link and coordinated response among its members for the continuous monitoring,
mobilization and deployment of the Quick Restoration Teams, or other task forces and/or response
teams that the DOE and its members would organize, during disasters and emergencies.

l"" Department of Energy

& Empowering the Filipino

Develops a harmonized disaster reporting tool and protocol for ease and timely reporting of
critical and relevant information during and after the disaster events.

TFER shall be the primary organization activated during disasters, calamities or disruptions
caused by natural or human-induced hazards and performs the appropriate disaster response
measures

TFER to provide disaster response equipment as necessary to immediately address the
temporary power supply issues of communities, facilities, and other critical infrastructures
affected by natural and human-induced disasters.

TFER, through the Secretariat, shall closely coordinate with the NDRRMC Logistics and
Response Clusters and other relevant agencies to perform the function under Section 7.1.9.

Participate in the conduct of Post-Disaster Needs Assessment (PDNA) of the NDRRMC.

The disaster response of TFER, upon recommendation to the Chairperson, shall be
deactivated when the threats to energy supply and services in the country has been adequately
addressed, and the supply of power and petroleum products of the country have been “normalized”.

Develops and adopts appropriate energy resiliency standards on the construction, retrofitting
and rehabilitation to increase disaster resilience of energy infrastructure systems based on the
BUILD BACK BETTER principle.

Expansion of TFER Functions & Organization
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DISASTER PREVENTION
AND MITIGATION

1 Outcome 4: Standardized energy resilience
assessment framework and methodology

1 Outcome 5: Incorporated and adopted energy
resiliency planning and programming by the energy
sector industry participants and stakeholders

-1 Outcome 6: Organized collection, retrieval,
processing, and data management of energy
resilience-related data and information

) Outcome 7: Incorporated disaster prevention and
mitigation strategies and measures based on science
and risk-based information to reduce risks and
vulnerabilities

) Outcome 8: Increased structural integrity and
resilience of power system and oil and gas supply
chain and infrastructures to withstand or minimize
adverse effects of climate change, hazards and
disruptive events

) Outcome 9: Formulated comprehensive, flexible, and
effective policies aimed to promote energy resiliency
investment and increased financial response capacity
of energy companies to recover from the effects of
natural and human-induced disasters

)
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Climate change adaptive and resilient energy infrastructures and systems for an enhanced energy security.

Transform into a climate-proof and resilient infrastructure and systems to withstand, reduce the impact, recover faster, and
Build Back Better against evolving hazards and threats to sustain the socio-economic development of the country

-

[ Outcome 1: Adopted Energy Resiliency Policies

 Outcome 2: Established sectoral targets with clear goals, objectives, and action plans on Energy Resiliency
[ Outcome 3: Developed awards and recognition for the best practices of energy industry stakeholders that promote innovative solutions and compliance to resiliency

plans and programs

DISASTER PREPAREDNESS

O Outcome 10: Developed and improved preparedness
measures, operational and coordination mechanisms
as well as strengthened organizational capacities and
practices to mitigate disaster effects and ensure
expeditious restoration of energy supply during and
in the aftermath of disruptive events

O Outcome 11: Equipped and trained workforce to
ensure continuous and quality public service and/or
business continuity

O Outcome 12: Established and strengthened
partnerships with concerned international
organizations, government agencies, energy industry
participants, academe, NGOs including development
partners, to adopt and implement the energy
resiliency policies, plans, programs and protocols

SECURITY: PREVENT, PROTECT, PREPARE AND RESPOND

-

DISASTER RESPONSE
AND EARLY RECOVERY

1 Outcome 13: Implemented damage assessments
and provided reliable and risk-based information for
the expeditious restoration of energy supply after a
disaster or disruptive event

1 Outcome 14: Developed and implemented a
harmonized response plan, protocol, and manual of
operations of the energy sector to immediately
restore power supply and ensure sufficient supply
of oil and gas in disaster-stricken areas

-

DISASTER REHABILITATION
AND RECOVERY

1 Outcome 15: Developed and adapted to evolving
resiliency standards for energy facilities and
systems to ensure timely recovery and minimal
damage and losses through reconstruction and
rehabilitation of energy infrastructures aligned with
the “Build Back Better” principle

1 Outcome 16: Developed and implemented
rehabilitation and recovery plans and programs for
damaged energy facilities aligned with the “Build
Back Better” principle

) Outcome 17: Improved regulatory support on cost
recovery mechanisms and energy resiliency
investments

CYBERSECURITY: GOVERN, IDENTIFY, PROTECT, DETECT, RESPOND AND RECOVER

O Outcome 18: Increased coordination and cooperation of international, national, regional security agencies and other concerned entities to strengthen the security, cybersecurity, & protection of energy resources, infrastructures & systems
O Outcome 19: Increased preparedness measures, organized monitoring, and coordinated response actions for the conduct of the elections

CLIMATE CHANGE EFFECTS, NATURAL HAZARDS AND HUMAN-INDUCED HAZARDS



Energy Resilience Scorecard

PURPOSE An assessment tool that determines the status of energy resiliency by measuring the
ability of an organization or facility to prepare, withstand, and recover from disruptions

due to natural or human-induced disasters.

EXPECTED » Increased resiliency of the power system; climate resilience
» Lesser and shorter power interruption after a disaster/crisis/emergency

ol ppele] ) | = > Swiftrecovery of the affected and disaster-stricken communities; sustainable

development
DIRECT i v Al ’l 7:;
‘9 : A Tfansca . . BRIDGING POWER & PROGRESS '
BENEFICARIES it NGCP WESM/IEMOP  PSALM  MERALCO

J \ All power suppliers and service provides particularly the
/// ﬂﬂw*] PIMPA distribution utilities (DUs), privately-owned, electric
A e cooperatives (ECs), Local Government Unit Owned, and the
PHILRECA PEPOA RESA PIPPA power generation companies, upstream and downstream
companies.

STAKEHOLDER

SUPPORT




Energy Resilience Scorecard

TOTAL: 181 Questions

Goal: Transform into an energy-resilient and climate- 28 Questions

proof energy infrastructure and systems to withstand,

reduce the impact, recover faster, and Build Back Better STREII\III(;Ii‘ﬁ{Ellz\IING
against evolving hazards and threats to sustain socio-
INFRASTRUCTURE

economic development 10.00

44 t. 9.00

Outcome 1: Reduced frequency of power interruptions PILLAR 7: CYBER
: 720 PILLAR 2: SYSTEMS

Outcome 2: Reduced duration of power interruptions

Outcome 3: Climate-resilient and cyber-resilient RESILIENCE Egz 2

infrastructures and systems - 4ioo =

Outcome 4: Lower rehabilitation and recovery costs 2 00 |

Outcome 5: Lower electricity rate in the long run 2.00

[/]]]
PILLAR 6: [ ) PILLAR 3 - DISASTER
REHABILITATION \ RISK FINANCING &
AND RECOVERY A INSURANCE

PILILAR 4 -

PILLAR 5: RESPONSE STOCKPILING

Rationale: The farther the points are from the center, the more resilient the energy
infrastructure is.

Resilienci Level

4-7 (Intermediate)
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Rizal Drive Corner 34th St.,
Bonifacio Global City, Taguig City
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