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Is Operational resilience relevant from supervisory

perspective?

Banks facing an increasingly complex environment

* Pressure on banks to reduce costs and increase
efficiency

* Rapid technological innovation, acceleration of
digital initiatives

* Extension of value chains to 3rd parties, including
cloud computing

* Increasing number and complexity of cyber-
attacks, to institutions and 3rd party service
providers

&

EUROPEAN CENTRAL BANK

BANKING SUPERVISION

Operational resilience identified as an
SSM Supervisory priority, with special
focus on:

- IT/Cyber risk
- 3" party dependencies

https://www.bankingsupervision.europa.eu/banking/priorities/html/ss

m.supervisory priorities202312~al15d5d36ab.en.html

But, are we well equipped to
address this priority?
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The regulatory background

From To

* CRD Art 74.1: “Institutions shall have robust
governance arrangements, which include a
clear organisational structure with well-
defined, transparent and consistent lines of
responsibility, effective processes to identify,
manage, monitor and report the risks they are
or might be exposed to, adequate internal DO RA
control mechanisms, ... and practices that are
consistent with and promote sound and
effective risk management.”

e EBA Guidelines

https://www.eba.europa.eu/guidelines-ict-and-security-risk-
management
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The reqgular collection of information

From To

FINREP/COREP IT Risk Questionnaire (ITRQ)

|-|: 17.00.a - Operational risk: Losses and recoveries by business lines and event types In the last ye:
* Annual data collection with ~500 data points

Collumans .
Event types + ~150 narratives/comments
BUSINESS DISRUPTION
it * Taxonomy:
e 5risk level sub-categories
Number of events (new events) [0010 . .
Gross loss amount (new events) : * 10 risk control sub-categories
Murmber of events subject to 0030 ]:
loss adjusimenis PY 1 1 1
T e Risk indicators
VRS in inds .
T T ~ * Self assessment of the risk controls
Sum of the five largest losses [0060] \
Total direct boss recovery [oc7o
Total recovery from insurance
and othar risk transfer nogn
mechanisms https://www.bankingsupervision.europa.eu/banking/srep/2023/html/ssm.srep IT

RQ2023.en.pdf?33f661a04a090ac130dela5f1c518d87
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The risk analysis

* Risk analysis performed annually based on
the information collected in the ITRQ:

* Analysis of the evolution of the risk in
the sector

* ldentification of supervisory priorities
and focus areas

 Benchmarking and identification of
outliers

https://www.bankingsupervision.europa.eu/press/publications/newsletter/
2023/html/ssm.nl231115.en.html
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Successful cyberattacks

Overview of IT outsourcing expenses
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Supervisory methodologies & tools

Off-site activities Cyber-resilience stress test

* Operational resilience as part of the SREP  Tested entities are presented with a common severe
* Deep dives on specific risks but plausible cyber-related scenario which disrupts
* Targeted/thematic reviews their core banking system.

* Regular workshops with the banks  Tested entities identify and report the impact and

consequences of such scenario in their organisation.

* Tested entities report how they would respond to and
recover from that scenario, including the activation of
emergency procedures, contingency plans and

* On-site campaigns ultimately the restoration of normal operations.

On-site activities
* On-site inspections

* Supervisors can assess the operational capacity of the
tested entities to cope with the scenario.

ince, Competitivenes
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Crisis management

* Collection of cyber-related intelligence

* Reporting framework on IT related
incidents

1. The Sl impacted by a significant cyber incident
reports to the SSM according to the relevant

framework within 2 hours

N 2. The report is received by the Cyber
é Incidents Team (CIT), stored in database

and sent to the JST

3. JST with the support of the CIT classifies the
incident (“Non-significant”, "Significant” or

"Major®)

&
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* In case of major incident, activation of
crisis processes

« Coordination with other authorities
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Conclusions

* It is possible to bring IT Risk supervision to a similar level as any other
risk

- Main challenge: availability of resources with the right
expertise/knowledge

* More to come in the near future:
» TLPT as supervisory tool
« Oversight framework for critical 3" party providers
* New regulation for Artificial intelligence
* Better cross-authority coordination in the EU (EU-SCIIF)

& @WORLDBANKGROUP
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Background

“the financial sector’s increasing reliance on CTPs, including but not limited to cloud service providers (CSPs),
could increase UK financial stability risks in the absence of greater direct regulatory oversight of the resilience of

the services they provided.

Bank of England, Financial Policy Committee (FPC). Financial Policy Summary and Record, October 2022

“Financial institutions rely on third-party service providers for a range of services, some of which support their
critical operations. These dependencies have grown in recent years as part of the digitalisation of the financial
services sector and can bring multiple benefits to financial institutions including flexibility, innovation and improved
operational resilience. However, if not properly managed, disruption to critical services or service providers could

pose risks to financial institutions and, in some cases, financial stability.”

Financial Stability Board, ‘Enhancing Third-Party Risk Management and Oversight: A toolkit for financial

institutions and financial authorities - Consultative document’, June 2023

OFFICIAL-GREEN 3




Designation of CTPs

« s312L of the Financial Services and Markets Act 2000 (‘FSMA') (as amended by FSMA 2023) enables HMT to
designate (by secondary legislation) persons who provide services to UK financial services firms and FMIs as CTPs if
HMT is satisfied that “a failure in, or disruption to, the provision of those services ... could threaten the stability
of, or confidence in, the UK financial system.”

« “In practice, designation will generally follow a recommendation from the regulators”.
«  When considering whether to designate a third party as a CTP, HMT will need to have regard to:

« the materiality of the services which that third party provides to firms; and

« the number and type of firms/FMIs which use a third party.
«  HMT must take representations from potential CTPs and may consult others with an interest.
« The Bank/PRA and FCA's combined, evolving thinking is set out in the published consultation paper.

« See Explanatory Notes to FSMA 2023, paras. 186-188

OFFICIAL-GREEN




PRA/Bank/FCA statutory powers to oversee CIPs
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Power to make
rules (s312M)

Power of

Information

gathering &

investigation
(s312P)

Disciplinary

— measures

(s312Q-R)

[ direction (s312N)

— The regulators may make rules to impose duties on CTPs in connection with their provision of services to firms/FMIs.

The regulators may direct CTPs to do or refrain from actions specified in the direction as it appears necessary for the purpose of
advancing their objectives.

The power to require information reasonably required by the regulators (s165 FSMA) is extended to CTPs.

Power to order skilled persons reviews (s166 FSMA) extended to CTPs.

Power to appoint investigators if circumstances suggest a person may have contravened requirements (s168 FSMA) extended to
CTPs.

Power of censure if a relevant regulator considers the CTP has contravened requirements.

Subject services provided by the CTP to conditions or limitations.

Prohibit the CTP from entering into arrangements with or continuing to provide services to regulated firms/FMIs.

Prohibit regulated firms/FMIs from entering into arrangements to receive or continuing to receive services from the CTP.

OFFICIAL-GREEN




Consultation Paper 26/23 - Policy (l)

A A
l. Joined up regulatory approach Il. CTP Fundamental Rules
» Single approach to CTP oversight between  Propose a set of Fundamental Rules would
regulators, apply to all services a CTP provides to firms
+ CTP regime implementation framework, and FMIs in light of feedback to the DP.
« Methodology for designation Fundamental Integrity
recommendations to HMT, Rules

Due skill, care & diligence
« QOperating model for funding, resourcing and

Prudence
governance.

Effective risk management systems
Responsible & effective organisation
Deal with regulators openly & cooperatively

OFFICIAL-GREEN




Consultation Paper 26/23 - Policy (ll)
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lll. Operational Risk and Resilience Requirements

 Propose a second, more granular set of rules would apply to CTPs’ material services only.

Where possible, aligned to existing international principles and incorporating lessons learned from recent incidents.
« Both operational and financial risks considered.

: 3. Dependency &
2. Risk .
1. Governance = supply chain risk
management
management
8. Termination of - . 4. Technology &
services Material Services cyber resilience
7. Incident . 5. Change
— 6. Mgpp”’]g —
management management

OFFICIAL-GREEN




1. Governance

Single Point of Contact for
regulators

Clear roles and responsibilities
at all levels of staff

Effective OR&R approach to
enable recovery and adapt to
disruptions

Appropriate review and
approval of information
provided to regulators

5. Change management

Ensure the resilience of any
change to a material services

Minimise risk of any change
resulting in undue disruption

Appropriate risk-assessment
prior to implementation

2. Risk management

Identify and monitor risks on
ongoing basis

Effective processes for risk
management

Update processes to reflect
learning and emerging risks

6. Mapping

Identify and document the

e resources required to maintain

material services

|ldentify and document
interconnections and
interdependencies between
resources

]
Consultation Paper 26/23 - Policy (ll)

3. Dependency & supply 4. Technology & cyber

chain risk

Manage risks to supply chain
that affect material services

7. Incident management

Appropriate measures to
recover from incidents and
minimize impact

Set a maximum tolerable level
of disruption to the service

Maintain and test an incident
management playbook
Collaborate with financial

e sector incident response
frameworks

OFFICIAL-GREEN

resilience

Implement appropriate
technology and cyber risk
management and operational
resilience measures

e Testing resilience regularly

e Reflect lessons learned

Processes that convey relevant
e and timely information for risk
management

8. Termination of
services

Appropriate transitional
e measures in event of
termination of services

Ensured easy access,
e recovery and return of
data/assets to customers
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Consultation Paper 26/23 - Policy (lil)
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IV. Information gathering and testing

* Propose to consult on rules and expectations including,
« general information requirements,
» self-assessments of compliance,
« upon-request requirements to share information.

* Propose that a CTP would be required to share a summary of self-assessments with its firm/FMI
customers.

OFFICIAL-GREEN




]
Consultation Paper 26/23 - Policy (lil)

Annual / regular assurance and information gathering

Submit first self-assessment within 3 . . e
: : Regular scenario testing of ability to . . . .
months of designation : . : Financial sector incident
confinue providing material

& : i . management playbook testing and
o services within maximum tolerable :
annual self-assessments within 12 reporting results to regulators

months after last submission level of disruption

Ad hoc assurance and information gathering

Information on request under s312P FSMA Skilled person reviews under s166(3) FSMA

« CTPs would be required in some cases to appropriately share their assurance and testing
information with their firms and FMI customers to ensure they can comply with their
regulatory obligations.




Consultation Paper 26/23 - Policy (1V)
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V. Incident notifications

_ Relevant incidents to be Other incidents requiring
* Propose new requirements for nofified to regulators nofification
CTPs to notify the regulators and, S )
] Y Material civil proceedings or
IN SOMe CasSes, their firm/FMI alternative dispute resolution
. ) Actual or potential serious
clients separately of certain events. disruption to the delivery of

Criminal proceedings

material services

Disciplinary measures or sanctions

Financial difficulty such as a
Actual or potential serious and restructuring plan or insolvency
adverse impact on assets relating

or belonging to the CTP’s firm or FMI . :
customers Actual or potential serious and

adverse impact on CTP’s ability to
meet its regulatory obligations

OFFICIAL-GREEN 11




Incident noftification (a) - relevant incidents & phased

notifications
* Relevant incident: a single or series of linked events that actually or has the potential to:

Seriously and adversely impact the

Seriously disrupt delivery of availability, authenticity, integrity, Seriously and adversely impact the

material service(s| confidentiality of data relating to CTP’s ability to meet its obligations
the firms or FMIs which the CTP has under the regulators’ rules
access fo
\ i J

* Phased notification process: a CTP must submit an initial notification to the regulators and its
firm and FMI customers without undue delay after determining that it has experienced a relevant
incident, and subsequent notifications as the incident develops or is resolved.

Initial notifications Infermediate nofifications Final notifications

contain high level details of the Incligis iechnieel Lpeeies o describe root cause analyses

. further developments of the
relevant incident - and lessons learned
relevant incident




Incident notification (b) —information to be submitted to firm/FMI
customers and regulators

Incident Information Submitted To
Firm And FMI Customers

Initial notification

Incident details

Incident cause(s)

Additional Information Submitted
To Regulators

Names and number of firms and
FMIs affected

Responsible person contact details

Details of compromised, lost or
corrupted assets

Details of other notified regulators
or authorities

Material services affected

Intermediate notification*

Details of complexity and threat
actor for cyber attacks

Recovery time and measures
taken

Final notification

Information on potential impact to
UK financial stability

Vulnerability exposure and risk of
similar incidents at other CTPs

Root causes and lessons learned

*The frequency, detail and timing of submission of intermediate notifications should balance the
competing needs of regulators, and relevant firms and FMIs, to be updated on the incident, and
the CTP to prioritise response measures.

OFFICIAL-GREEN




Next steps

e Consultation ended 15 March 2024.

* Forthcoming:
* Final policy (expected H2 2024)
* Implementation from when HM Treasury makes its initial designations

OFFICIAL-GREEN
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Annex: International Workstreams

« CTP policy fits in with work by other international stakeholders

Financial Stability Board
« Third-Party Risk Work Stream (TPRWS) published toolkit on overseeing reliance on critical service providers, December 2023.

Basel Committee on Banking Supervision
» Operational Resilience Group updating 2005 paper on ‘Outsourcing in Financial Services’.

International Association of Insurance Supervisors

» Operational Resilience Taskforce published Issues Paper on concept of operational resilience, including a section on outsourcing and critical third
parties, October 2023.

G7 Cyber Experts
* Published revised ‘Fundamental Elements for Third-Party Cyber Risk Management for the Financial Sector’, 2022.

EU
* Level 2-3 measures on Digital Operational Resilience Act (DORA).

OFFICIAL-GREEN
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= NBG — Risk based supervision

1 Concentrating on material risks

] Future-oriented approach

1 Dialogue with regulated financial institutions
1 Coordination of micro and macro-prudential
) Consistency, compliance and compatibility

] Effective use of internal resources

bodoemzammb ghmzbyemo 60b30
National Bank of Georgia 3
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Overview of regulations

1 Cybersecurity Management Framework for commercial banks — approved 2019

Information systems and cybersecurity management audit guideline for commercial

banks — approved 2022

Guideline for the Use of the Cloud Outsourcing Services by the Financial Organizations —

approved 2023

1 Cybersecurity management framework for micro banks — approved 2023

Registry of information and cybersecurity requirements for digital banks — 2023

1 The information sharing requirements for operational risk events — approved 2022

LOJOONZIMML YOOI 63630 WORLD BANKGROUP
National Bank of Georgia 4 ance, Competitiveness & Innovatio
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= We as Cyber Risk Supervisors

O Within the Supervisory function

O Under the Specialized Risks Department

a

a
d
d

On-site and off-site supervision
Thematic reviews
Product reviews

Providing banking supervision with relevant

and actual assessment results

Contact with relevant interested parties

Logoemzgmmb ghmzgbymo 00630
National Bank of Georgia 5

Processes

Technology

&
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= Supervised entities

Under the direct supervision:
1 14 Bank — 3 of them systemic;

1 3 neo banks — under restricted conditions

to start operations;

1 2 applicants for licensing as micro banks.

bodoemzammb ghmzbyemo 60b30
National Bank of Georgia

Under the indirect supervision:

a

U O O O

MFOs;

Credit information bureau;
Credit platformes;

Open banking applicants;

payment providers, virtual asset providers —

under the Digital onboarding process.
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= Key observations

J Context matters

1 Solid risk management as an enabler for
the effective information/cybersecurity,

resilience and continues improvement

1 Effectiveness of security controls —
integration of security into the product

development

1 3 lines of defense — workforce and skills gap

bodoemzammb ghmzbyemo 60b30
National Bank of Georgia

1 Timely detection and prevention of security

incidents
- Third party risks
1 Audit quality
1 FinTech development — opportunities and risks

J Phishing
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