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What is the challenge in Armenia (I would say globally as well)?

Dangerous cocktail of:
e Strong innovation in the digital space (including cloud, Al)
* Strong competition and, therefore, fear of missing out in the financial sector

* Lack of country-level policy and infrastructure (i.e. cloud policy, secure digital
identity, cybersecurity standards)
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As a result: strong incentives to cut corners and worry about problems later.



Country-level initiatives to lay strong foundation: three pillars

e Secure digital identity to be eIDAS 2.0 compliant (company created by banks and
telecommunication companies)

e Unified country-level computer emergency response team (CERT) and law on
cybersecurity clarifying critical infrastructure and related standards

* Data exchange standards for the main country-level data registries (e.g. population
registry) and law on public information



Supervision: first, we tried to understand the status quo ...

4 Bank survey via adapted ECB template in the context of Business Model Sustainability.
Key market trends include:
v improving Mobile Banking and expanding online services;
v" investing in AI/ML, cloud-based solutions and back-office automation tools (i.e., CRM and
BPM systems).
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Self assessment on IT and information security processes in the banks:

v Identified existing gaps, assessing risk exposure;
v Pinpointed areas that warrant further supervisory attention.
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4 Inventory of outsourced functions and service delegations within the banking system to
assess third-party risks:

v Identified critical outsourced activities in banking sector;
v’ Identified concentrations in banking sector.
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...and got a long laundry list

Challenges
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Limited board awareness of operational resilience as a strategic
risk
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Insufficient governance processes for digitalization initiatives

Legacy IT systems and outdated architecture

Fragmented cyber response capabilities

Inconsistent third-party and outsourcing risk oversight
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Incomplete BCP integration with actual operations




We reprioritized supervisory agenda and emphasized capacity building
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Next steps
%—J__Iﬂ Defining Operational resilience as one of the key Supervisory Priorities
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Dedicated Division for Operational Risk Assessment

New methodology focusing on Assessment of the significant Operational
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Risks
:%: Clear on site and off site Risk assessment Procedures
=
Ti@iT Capacity building in Central bank and in the Financial Sector

= Developing methodology based on ECB’s digitalization assessment
= criteria and academic research focusing on strategic planning, execution
and monitoring




Green shoots: structuring the conversation matters
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Results
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Banks have started to define their Digitalization and IT Strategies

Banks started strengthening IT Audit capabilities
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Banks have started replacing outdated and unsupported IT systems as
part of their modernization efforts

Banks Are Conducting More Comprehensive Third-Party Risk
Assessments
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Strengthened Business Continuity Plans and Testing Practices
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Some banks developed their KPIls based on our survey’s glossary
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One bank created a Digitalization Committee




Definition of done in the medium run
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Goals
Adoption of Operational resilience frameworks by Banks in line with best

\ practices
@ Ensure banks maintain updated, resilient IT architectures
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9 Ensure enhanced internal control on third-party risk
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:E:: Fully integrated BCP/BCM in enterprise risk management
e
%’E Ensure Operational resilience is treated as a board-level risk priority

@ Enhanced Governance and Oversight functions around Digitalization




New regulatory framework
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Capital
requirements
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Reporting

Third-party risk
management

Governance
requirements

Cybersecurity
standards

Information
sharing

Moving from basic approach to standardized approach based on actual losses

High level fraud reporting will be replaced by incident and loss reporting
differentiated by materiality

From outsourcing to comprehensive third-party risk management based on
criticality and focus on concentration risks

Setting mandatory requirements for change management and strong guidance
on operation risk governance

Revision of technical standards with an emphasis on cloud “hygiene”

Cyberthreat intelligence and information sharing with the national CERT




Thank you



