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Precise Testing Solution Pvt. Ltd (PTS)

Precise Testing Solution Pvt. Ltd is a private limited company based in
Noida, Uttar Pradesh, India.

Precise Testing Solution is working towards becoming a leading quality
services provider for Testing and QC/QA for all types of domains and
applications.

Introduction

PTS is committed to deliver best-in-class quality control assurance and
software testing Solutions to our clients. Using proven testing
methodologies and industry’s best practices. We help companies to
optimize the quality, performance and availability of their applications.
The wide range of testing Solutions that we offer, give organizations a
fast start in developing and deploying software of the highest quality
while reducing the risks, costs and time associated with it.

PTS is ISO 9001:2008 and 27001:2013 Certified and has already
served 400+ customers and having completed40,000 hours of testing.
We have discovered more than 2,40,000 bugs in various applications.

We are empaneled vendor of STQC government of India and we are
under process of emplacement of Indian Computer Emergency Response
Team (ICERT).We have certified, specialized and experienced testers for
all types of testing. We have close to 100% project success ratio and 60%
returned customer.

Our focused customers are Government and Defence.

B-5, Second Floor, Sector 64 Noida (UP)201301 | Precise Testing Solution Pvt. Ltd
M- +91-8447088848 USA- +1 -7183128801




Control Page

Reporter ID PTS-STQC-2021/PT/AS-006
Report Type Final Report
Date 15/01/2021

Document Type

Audit Report

Client Name

Maharashtra Knowledge Corporation Ltd.

Client Address

MKCL Seawood BO, Plot No. 30, Sector 42-A,
Nerul,Navi Mumbai 400706 , Maharashtra,
INDIA.

Type of Audit

Security Audit

Project Name/ID

Assam Skill Development Mission

Test Environment

https://sdmms-stqc.mkcl.org/

Production Environment

https://www.skillmissionassam.org/

Test Method

Manual

Reference Document/Base Document

OWASP 10 Vulnerabilities

Audit Start Date 15/01/2021
Audit End Date 16/03/2021
Compliance Date 17/03/2021
Prepared By Bhim Bhadur

Review By

Mr. Vikash Kumar

Approve By

Mr.Vikash Kumar

B-5, Second Floor, Sector 64 Noida (UP)201301 | Precise Testing Solution Pvt. Ltd
M- +91-8447088848 USA- +1 -7183128801



https://www.skillmissionassam.org/

Disclaimer

This report has been issued based upon our work at during 15-01-2021 to 16-
03-2021 and compliance on 17-03-2021. The scope of work was to conduct
functional audit.

The report prepared for the period prescribed in the report as an account of
work allocated by Government of Assam Skill Development Mission to Precise
Testing Solution Pvt. Ltd. (herein after referred as "PTS"). Though all efforts
have been made to ensure the accuracy of the content in this Report, the same
should not be construed as a statement of law, Policy or used for any legal
purposes. Assam Skill Development Mission advised to verify/check any
information with the relevant Authorities(s), and to obtain any appropriate
professional advice before acting on the information provided in the report.

Links in the form of recommendation as mentioned in the report if any, are
provided for reference and further reading only. PTS is not responsible for the
contents or reliability of linked websites and does not necessarily endorse the
view expressed within them.

Details mentioned in the report to be considered as “Confidential” and caution
to maintain the material to be accurately and to be used in a derogatory
manner or in a misleading context. Wherever the material is being published
or issued to others, the source must be prominently acknowledge. The terms
and conditions shall be governed by and construed in accordance with the
Indian laws. Any dispute arising under these terms and conditions shall be
subject to the exclusive jurisdiction of the courts of India Noida.
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Objective of Audit

Security Testing For Skill Development Mission Management Website.

Scope of Audit

W on

3. Scope of work: You are expected to carry out an assessment on basis of below scope:

No Question

Application Details 1

1 What is the application used for? Anything special
about the architecture? (eg. Tiered application, Citrix
based, Wireless GPRS, Mainframe, Embedded System)

Tiered Application

2 What are the different types of user roles for the
application?

Are there different privileges/roles for users in the
application?

Department User 1,Department User
2,Department User 3,Assessing Body,
Assessing  Body  User, TP SPMU
,Department Executive, Sub Department,
Sub  Department User, Department
Executive 2,File Lead Supervisor,
PMAPM, MD,AMD,RM  Reports, System
Admin, Organization ,Knowledge Partner,
Regional Manager, Learner, applicant, Joint
Venture Administrator, Authorised Learning
Centre, Authorised Learning Centre,
Accountant, RLC,LLC

Yes

3 What sensitive data is handled by the application?

Which users handle this data?

User password, mobile number, adhaar
card, Pan card, Voter Id

System User

4 URL of the application for Development and/or

Test and/or Staging and/or Production Server

Will be informed once setup is ready

5 Mo. of business/application modules

26

Technologies the application makes use of (e.g. J2EE/
DOT NET / PHP f WebSphere etc.), python

Backend : Node JS, Java for Reporting
Front end: Angular IS
Database : MYSQL

Approximate number of pages in the application.

400-500 Pages

Mo. of dynamic pages in the application.

400-500 Pages

Approach &Methodology

1. Document Referred

OWASP top 10 Venerability and OWASP top 10 checklist

2. Standard & Guideline

International Professional Practices framework (PPF)

3. Methodology
e Understanding the requirement

e Preparation of checklist/Test Case for sample audit bases on requirement,

understanding of documents under reference, and auditor’s judgment
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e Verification of parameters

e Execution of test cases for assumed output and making note of the exception
e Process verification by interview and other supporting document

e Observation and noting

e Discussion/Interaction with Maharashtra Knowledge Corporation Ltd.

e Conclusion

Introduction

Assam Skill Development Mission is registered under Society Act in 2015 and is working under newly
created Skill, Employment & Entrepreneurship Department, Govt. of Assam with the visions of
capacity building of unemployed youth and to deliver quality skill training leading to meaningful
employment to stimulate economy of the state. The Mission started its functioning from January,
2017 as:

e An apex body of all skill initiatives in the state to achieve skilling target of 1.50 lakhs youths
in ayear.

e To provide quality skill training for gainful employment of educated unemployed youth.

e To encourage development of entrepreneurs in different sectors.

e To implement central sponsored skilling schemes in the state.

Risk Classification

This document is an exception-bases report highlighting the control weakness and potential
improvement area with risk levels assigned. The risk level assigned are as follows depending on the
impact and occurrence. The risk are assigned as per below table.

Control Importance Impact
Metrics Severity Priority
Critical HIGH HIGH
Medium LOW HIGH
Medium HIGH LOW
Low/Minor LOW LOW

Audit Environment

The Assam Skill Development Mission to undertake security Audit of Assam Skill Development
Mission V1.0 application with a view to check the resilience of the application.

We have tested application as per defined OWASP top 10 Venerability and OWASP top 10 checklist.
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Observation Summery

S.N Risk Category (Functional & | No. Of Observation Open Observation
Security Testing)

1 High 1 0

2 Medium 8 0

3 Low /Minor 8 0
Total 17

Conclusion

We have closely worked with the team Maharashtra Knowledge Corporation Ltd. and checked each
and every application Functionality related with Assam Skill Development Mission. We have
performed the evaluation of functionality, system process and domain application of Assam Skill
Development Mission software, which includes integrity and confidentiality of information and
further ensure compliance to regulatory and corporate security. We have covered all the scope of
work, which also includes in SRS of We have checked the functionality as per the provided process as
per prevailing standard available as on date.

During testing of Assam Skill Development Mission V 1.0, we have found some bugs which is
mention in above “Observation Summery” and all bugs are fixed by development team, now
application functional flow working fine and don’t have any major bugs.

Following functionality were audited

Application audit for Security Standard

Implementation carried out as per User manual and defined standard

Verification of the reports provided in the application including Number of generated,
updated, downloaded etc.

Assam SKill Development Mission Security Testing Environment

S.N Main Functionality Environment

1 https://sdmms-stqc.mkcl.org/ DEMO
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Security Testing Observation:

The Open Web Application Security Project (OWASP) is a 501(c)(3) worldwide not-for-
profit charitable organization focused on improving the security of software. Our mission is
to make software security visible, so that individuals and organizations worldwide can make
informed decisions about the true software security risks.

We will test based on OWASP recommendations.

BUG ID 1: SQL Injection
Severity: High

Description: Due to the requirement for dynamic content of today's web applications, many
rely on a database backend to store data that will be called upon and processed by the web
application (or other programs). Web applications retrieve data from the database by using
Structured Query Language (SQL) queries.

Reference 1d(s):
@ OWASP Top 10 — A1:2017-Injection
® CWE-89
Vulnerable Point(s):
1. https://sdmms-stqc.mkcl.org/#/candidateSearchFacility/14/166
Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
Open browser
Open burpsuite
Open Assam skil development webiste
login as — username: maanyaj, password: test#123
Open the following url in browser
https://sdmms-stqc.mkcl.org/#/candidateSearchFacility/14/166

akrwnh e

6. Put the sgl injection as 1orl=1-- into search bar
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https://sdmms-stqc.mkcl.org/#/candidateSearchFacility/14/166

<« c @ IO B httpsi//sdmms-stqe.mkd.org/#/candidateSearchFacility/14/166

e Getting Started @ Nessus

Welcome To ASDM =

A noe®Mm =

= oo

- Assessment
Management Candidate Search

+ Attendance
Management Note!!l

«, Batch Management Search Candidates based on:
L

» First Name
2 Candidate  First Name and Last Name
Management + Full Mame

» Candidate ID

‘ Content Munugement N
= Candidate ID Proof Number

& Course Management
10 =
Dashboard-MIS

Document
Management

[

# Employment
Management

Entity Management

[

= Finance Management ra Knowledge Corporation Limited (MKCL)

7. And click search

Go Cancel < | >\

Request

Raw | Params | Headers | Hex

Target: https:/isdmms-stgc.mkel.org f ®

Response

Raw | Headers | Hex | Render

Accept-Encoding: gzip, deflate

Content-Type: application/jsan;charset=utf-8

Authorization: Bearer
eyl0exAI0IKY1QILCIhbGeiOIUzIINIJA.ey)sb2dpbleaZ0lkljo 1 MjgZNjUsImIhd CIBMTYxW TiyiMz Oz
NSwiZxhwljoxNIExMQxNDM 1fQ. dedvI00kZHgF 7ztMAS-1zd 1SyDMdV-1Qc0YEapoEYDQ
Content-Length: 74

Origin: https://sdmms-stqc.mkcl.org

Connection: close

Referer: https:fsdmms-stgc.mkel.org/

Coakie:
loadFilterParams=%7B%22pageSize%22%3A10%2C%22currentPage%22%342%2C%22module
10%22%3A%2214%22%2C%22subModuleld%22%3A%22 156%22%2C%2 Xilter 1 %22%3A13567
%2C%22filter1Value22%3A1748%2C%22filter2%22%3Anull%2C% 2 2ilter2Value % 22% 34null%
2C%22filter3%22%3Anull% 2C% 2 2filker3Value% 22% 3Anull %70,
Autharization=%22ey.)0eXAICIJKV1 QILCIhbGeiOUZITMIG eydsb2dpblesZIkjo TMjg 2N Usimihd
CIBMTY M ThyMz QzNSwiZ<hwljoxNExMiCxNDM1fQ.dedvi00kZHgF 7ztMAS-1zd 1 SyDMdV-IQcOYEa
poEYDQ%22

r‘postParam“:{“searched\/a\ue“:"1 ar 1=1--" |pageSize"10,"currentPage": 13}

| |H'I'I'Pp’1 1200 0K !
ate: Thu, an 2021 12:06:34 GMT

T

Content-Type: text/html, charset=utf-8

cache-contral: no-cache

vary: accept-encaoding

strict-transpart-security max-age=7200; preload, always;
ServerMKCLServer

Connection: close

Caontent-Length: 370

{"status":"success",""objArr":[{"candidateld":1,"certName":"MAMATA KUMARI
RAY","fatherName":"DASHRATH
RAY","dob":"05/01/2000","gender:"FEMALE","sector":"Tourism &
Hospitality",""course':"Food & Beverages Service
(Steward)","candidateStatus™:"COMPLETED","¢centerCode':2058,"centerNam
e":"Amity Education Services Pvt Ltd
(24812017)","sNo":1}]," totalltems "1, "currentPage":1}

|

@ |T‘ |T| |T| Type a search term 0 matches

-
v

@ \T| \T‘ |T‘ Type a search term, 0 matches

8. As we can see the response in brupsuite after putting sql injection in search bar, an
SQL injection occurs when a value originating from the client's request is used within
a SQL query without prior sanitisation. This could allow cyber-criminals to execute
arbitrary SQL code and steal data or use the additional functionality of the database
server to take control of more server components.
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<> C @ |® & htipsy//sdmms-stqe.mkd.org/#/candidateSearchFacility/14/166 | (RN R ] ImmemMm =

e Getting Started @ MNessus

.\
sle maai
Welcome ToASDM = St yai)
7 Assessment
Management Candidate Search

Attendance
Management Total Candidates : 1 Page:1

- Batch Management
~

Management
b Content Management ondidate Candidate Father Date of Gender Sector Course Candidate  Center Center Actions
id Name Name Birth Status Code Name
1=} Course Muncgement (caﬂﬂxﬂp
Mnme)
n= Dashboard-mMIS
H
E Dosument MAMATA Food & EdAml?‘
ucation
Management DASHRATH Tourism &  Beverages
1 KUMARI 05/01/2000  FEMALE o ) COMPLETED 2058 Servicos VIEW
a Employment RAY RAY Hospitality (;QNICZ) Pyt Ltd
awar
Management (243,’2017)
£ Entity Management < >
= Finance Management .
9. As we can see the user information bx |nject|ng sgl |n!ect|on
&« & o |® & https://sdmms-stqcmkd.org/#/candidateFul View/1 | mweaoe@®Mm =

@ Getting Started (2 Messus

oomei{ ooy

Welcome To ASDM

‘/ Assessment

Management
]_— TR Candidate Id: 1
Management
First Name : MAMATA
«, Batch Management
e
. Middle Name : KUMARI
2 Candidate
e e Last Namo : RAY
| Centent Management
Candidate Name : MAMATA KUMARI RAY
g Course Management
Date of Birth (dd/mm/yyyy) 05/01/2000
s Dashboard-MIS
=
B Document
Management
e Proof :
& Employment he
-l \
Management ey &
s .t
£ Entity Management
. Marital Status : SINGLE
[z finance Management i

Solution: The only proven method to prevent against SQL injection attacks while still
maintaining full application functionality is to use parameterized queries (also known as
prepared statements). When utilising this method of querying the database, any value
supplied by the client will be handled as a string value rather than part of the SQL query.

Additionally, when utilising parameterized queries, the database engine will automatically
check to make sure the string being used matches that of the column. For example, the
database engine will check that the user supplied input is an integer if the database column is
configured to contain integers.
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BUG SEVERITY: MEDIUM
BUG ID 2: Parameter Tampering Attack
Severiyt: Medium

Description: The Web Parameter Tampering attack is based on the manipulation of
parameters exchanged between client and server in order to modify

application data, such as user credentials and permissions, price and quantity of products, etc.
Usually, this information is stored in cookies, hidden form fields,

or URL Query Strings, and is used to increase application functionality and control.

Reference 1d(s):
@ OWASP Top 10 (2017): A5-Broken Access Control
@® CWE-472

Vulnerable Point(s):
1. https://sdmms-stgc.mkcl.org/#/woms/workflowliststep/27/122/23

Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
Open mozilla firefox
Open burpsuite
Open Asam skill development website
Enter credentals as usernam: maanyaj, password: test#123
open the following url and start intercepting

ok~ wpn e

https://sdmms-stqc.mkcl.org/#/woms/workflowliststep/27/122/23
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https://sdmms-stqc.mkcl.org/#/woms/workflowliststep/27/122/23

C & © & nttpsy//sdmms-stqe.mkel.org/#/woms/workflowliststep/27/122/23 Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenyz =

Burp Project Intruder Repeater Window Help

[ Dashboard | Target Intruder | Repeater T Sequencer | Decoder | Comparer TExtender Tijett options Iuser options ]

1% [2x (3% |4x|5x(6x]|7x |[8x

Assessment
Management

Go Cancal < >|v Target: httpsisdmms-stqc.mkelorg 27 @

est Response

List Of Step

. Attendance
Raw | Params | Headers | Hex Raw | Headers | Hex | Renger
Management

POST /nw/wons/appl/vl/WonsServer/workflowlist/step

L HMTE/L.L t00 K
HTTR/1.1 P Dace: Wed, 20 Jan 2021 07:40:43 GHT
@, BatchManagement Host: sdmms-stqe.mkel.org Content-Type: text/html; charset=utf-g
. User-Agent: Mozilla/s 0 (Windows NT 6.1; Wingd: cache-control: no-cache
" wE4; rvi84.0) GeckosT irefox/8d. vary: accspt-sncoding
1 84.0) Ceclro/2010010L Firefox/84.0 v P ding
2 Candidate Accept: application/son, text/plain, */* STrict-fransport-security:mak-ages
Management Accept-Language: en-US,en;q=0.5 preload; always;

Accept-Encoding: gzip, deflats Server:MECLSsrver

Content-Type: applicacion/json;charset=ucf-8
. Content Management Authorization: Bearsr ontent-Length: 29845
[ 7 ) SNo Name o

eyI0eXAI0iIFV1iLCThbGeidiTIUZTINITS eyTsh?,

1EI30lMig0NTys InlhdC IEMTY=MTEx O THI My wi ZxhwljoxNI ExH {"objRrr": [{" Id":272, " -
Course Management I gM0GSziDan ] g TENuMA N4 § aBwdgasy :23, "stepTd":5, "displayName" : "Start", "displa
1 Start oA yOrder":100, "fromDate": "06/06/2013
Concent-Length: &9 00:00: 00", "tabate": "31/03/2021
Dashboard-MIS Origin: https://sdmms-stge.mkel.org 11:59:59", "enabled" :1, "startStep":1, "endStep
2 Declare Address Details(A0) DNT: 1 »"skippable”: 0, "skipEvent":nu
Connection: close "systemEvent":null, "split":0
B Document Referar: hetps://sdums-stoe.mkel org/ +TC Reqistration(Damain
Cookie: Skilling)
Manageinent 3 Declare Course(A0) Authorization=$22eyd0eXAi0iJKVLQiLCTRbGEi0LI IV ILNL 2013", "stepName": "Start”, "stepURL":
79 eyTsh2dpblxvZ0LTioll] gONTgs TnlhdCTENTYxMTExOTHD t"', "datal”:null, "data2" :null, "data3":
& Employment MywiZ¥hwlioxli ExlTH3NEYz £0. gHOGSziDan_ERBnDEN atad”:null, "data5":null, "data6” :aull,
a4 Declare Infrastructure And Associate With  FprTaTBImuhai4s aFwdgaawdis 22 snull, "canBeDeletedAtThisStep': 0, "sNo": 1, "en
Management bledFlag: - Yes', startStepFlag" . "Tes"  "ends
{"postParam": {"moduleld": "27" "subMaduleld": 1220 " tepFlag": "No", "deciderFlag": "No" , "skippableF
=] Invoice Management 5 Declare Trainer And Associate With Coursef [Z2#£ew1d": "22" 1] lw“:“N""’”E’Etmﬂ:"“:”N"""‘“u":a ":E'i:l
B 1273, 123, "step:
L "-32, "displayName": "Declare Address L
» login Management . . . ) v Details(RO)", "displayOrder”: 200, "fromDate": " v
= 9 9 6 Declare Equipment List And Associate With e — T
@ ) omces | @ [ () (2] [ | 0=
s Master Management ;
. . Done 30,108 bytes | 390 milis
L 7 Declare Intake And Associate With Course(;
Q Ongoing Batch
Inspection 8 Declare Bank Details(A0) 06/06/2018 00:00:00 31/03/2021 :59:59
== Placement
== 9 Upload Documents(AQ) 06/06/2018 00:00:00 31/03/20211:59:59
Management
. s s Show hidden icons
« c o © @ https/fsdmms-stgcmkd.org/#/woms/workflowliststep/27/122/23 W Burp Suite onal v2.0.11beta - Temporary Project - licensed ¥ =
Burp Project Intruder Repeater Window Help
[ Dashboard | Target | 7ro | ntrucer | Repeater | Seauencer | Decoder | comparer | Extender | Project options | User options |
1 x| 2 % 3 x 5 x 8 x |7 x |8 x 9
Assessment — —
Go cancel <|r > v Target: httpsJisdmme-stge.mkelorg 7
Management Lo L ©)
Request Response
Attendance
. Raw | Params | Headers | Hex Headers Render
Management
[POST A HTTP/Ll.1 200 OK |A
/nw/wons /app L /vl /WomsServer fuork £lowlist /step - Date: Wed, 20 dan 2021 07:43:53 GMT
Batch Management TITT7 I T Type: text/html; charset=utf-8
Host: sdums-stqe ukel org carhe-control: no-cache
- N User-igent: Mozilla/5.0 (Windows NT E.1; Wingd; vary: accept-encoding
Candidate %E4; rv:84 0) Gecko/20100101 Firefox/84.0 strict-transporc-securicyimar-age
Management Accept: application/jsen, text/plain, */* preload; always;
Accept-Language: en-US,en;q=0.5 Server:MKCLSarver
Accept-Encoding: gzip, deflate Connection: close
Content Management Content-Type: application/json;charsetsucf-g
Authorization: Bearer
&yJ0eXA101JKV1QiLCInbGei0iJIUZIIN1IS. eydshIdphlx {"objArr": [{ "workflowStepId": 314, "workflowId": 2
Course Management vZ01¥Ti0lM)gONTgs TnlhdC TEMT YT Bx 0 TH Mywi Z¥hwT o 4, "stepTd":5, "displayName": "Start", "displayOrde
*NIExMTNEMzY=£0. gM0QS=iDam_ELBEnDSMCpvY gTENulhdll4 r":100, "fromDate": "06/06/201%
. SaEwdgaawlh 00:00:00" oDate": "31/10/201%8
Dashboard-MIS Content-Length: &5 00:00:00", "enabled”: 1, "startStep":1, "endStep”: 0
Origin: heeps://sdums-scqe.mkel. org . "skippable": 0, "skipEvent":null, "is
. DNT: 1 'systemEvent ":mull, "split":1, "workflo
Document Commection: close
N'C”'ch\'ﬂc?”t Refafax: https://sdmms-stqe.mkel. org/
Cookrie:
Authorization=| ey J0eXAi0iJEVIQiLCIhbGeididIUT
Employment 1Ni79. eyTsb2dphlxvZ0L1rT3 0 1M gONTgs Tnlhdc TENTTRHT
) B0 THMEMywi Z¥hw] j oxITi ExMTHENz Y2 £0. gM0QSziDam_EhEn
Management DEMCPYTgTBIUMAAN4S aBwdqaawlis deciderFlag": "No", "skippableFlag": "No® , "systamF
lag":"Ne", 6 "active":falsel, | "workflowStepId":315
Invoice Management dv:n27v, subNoduleTd”: "123 'stepId":32, "displayName": "Dac
are Ad
- Details(AD)", "displayOrder’: 200, "fromData’:"06/ [
LOgVH"I N‘lOFUgCHWDHt v 06/2018 0 0:00", "toDate":"31/10/2018 v
Q@ 0 matches @ < - > | |24 45 matches
Master Management Done 30,273 bytes | 260 milis

Ongoing Batch
Inspection

Placement
Management
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7. Right click and click on show response in browser.

&« Cc @ © & nttpsy/sdmms-stgcmkd.org/#/woms/warkflowliststep/27/122/23 B Burp Suite ional v2.0.11beta - Temporary Project - licensed to surfeny FolFE]

Burp Project Intruder Repeater Windew Help

Dashboard | Target | Froxy | intruder | Repeater TSequencer Decoder | Comparer Tb«ander IPm]amnmmns I User options ]

GRS Go >|v Target: https:/sdmms-stac.mkelorg 7 (2)
Management
Request Response
Attendance
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
Management
POST a 1 200 0K Y
/nw/wons/appl/vl/VonsServer fwork flowlist/step r Jan 2021 07:43:53 GHT
Batch Management HITP/1.1 : texe/html; charsst=ucf-g )
Host: sdmms-stqe.mkel.org cache-control: no-cache
. User-Agent: Mozilla/S.0 (Vindows NT &.1; Windd; vary: accept-encoding
Candlidate %E4; rv:84.0) Ceclro/20l00101 Firefox/84.0 strict-transport-securityimax-age=7200;
Management Accept: application/ison, text/plain, */* preload; always;
Accept-Language: en-US,en;q=0. & Sexrver:MECLEerver
Accept-Encoding: gzip, deflate Connection: close
Content Management Content-Type: application, ent-Length: 30010
Authorization: Bearsr =
eyI0eXAi01IRVLAiLCIRbGein Send to Intruder Cirll ‘workflowStepTd" 314, "workflowld" :2
Course Management VEOLk130lMig0iTys InlhdCIE Send to Repeater CtrkR 5, "displayName": "Start", "displayOrde
RN ExHTM3M=Yz £0. gHOQSziDay 100, "frombate ': "06/06/2018
SaBwdgaawli Tl DI . :"31/10/2018
Dashboard-MIS Content-Length: &3 Send to Comparer :1, "startStep":1, "endStep":0
Origin: httpsi//sdums-stal g4 necoder :0, "skippable":0, "skipEvent " :mull, "is
DNT: 1 ,"systemEvent " :null, "split":1, "workflo
Document Connection: close onse in br "AO Registration(BID}
Management §ef]arer: neeps://sdums st Request in browser $"Sart!, "stepURL':'wonsStart!,
oolrie: :
Authorization=32leylOe}Ail EIIETEE
Employment 1NiJ9. eyTsbldpbkxvI0lkIjo Change request method
E30 THOMyori 2301 § 0.1 ExHTIC
Management DEMCpUTGTENUMhIT Saudgaa e .
Copy URL 4 'workflowStepId":
Invoice Management {"postParan®: { "moduleld": Copy as curl command brkfLowTa": 24, :32, "displayName" : "Dec
", workflowId":"24"} Address
Copy to file

200, "fromDate": "06/ |
31/10/2018 v

O 0 | | R ) =] 2 45 matches

Save entire history

Paste from file

Login Management

Master Management

Done Pastz URL as request #0.272 pytes | 260 mils

. Add to site ma

Ongeing Batch 2
= =
Inspection URL-encode as you type
Placement . )
Management Paste. Cirkv
Management
[
&« c & I © &n [ Q, Search noee®

{"ub_]Arr" [{"workflowStepld"-314['workflow
0", "enabled":1,"startStep”1

-5,"displayName":"Start","displayOrder":100."fromDate" " 06/0: ’2018 00:00-00","toDate":"31/10/2018
sk.\ppable“ 0, ”slupE(enl" nulL' ISS} stem”:0,

ledFlag":"Yes" "startStepFlag" " Yes","endStepFlag"-"No", "decider]

"RTT)\
E "data6"null,"data7" null," canBeDeleted AfThisStep”-0,"sNo":2, "enabledFlag":"Yes",
'rhspla)ﬂrdﬁ" 300 "fromDate™"06/06/2018 (0-00: 00" "toDate"-"31/10/2018

System™:0, null,"split™.0,"workflo "AO 1ion(RTD) 2018","step! "Course

{"\\.misﬂowStepld“ 316, "vmrlcﬂm\.ld" 2, "Stfplﬂ“
00:00:00","enabled":1,"startStep":0,"end Step”:0. "decider”

‘skippable”:0."skipEvent”:nulL"

List . "stepURL":"cemsCourseList","datal"" “PREDEF]NFD SECTOR_NO","data2"-"NO" "data3"-"SECTOR_CATEGORY_ NO","data4"-"2" "data5"-null "data6"-null "data7"-nnll "canBeDeleted At ThisStep”-0,"sNo" 3, "enabledFlag"-" Yes" "startStepF| _
Dedam Infr And Associate With Course(AQ)", "dlspla) Order":400,"fromDate"-"06/06/2018 00:00:00" "toDate""31/10/2018 1
"skipEvent”:null "isSystem™:0, mnull,"split":0,"workflo "AQ ion(RTD) 2018",

nfrastructure” "data™ "INSTANCE" "data3"-"1,2" "data4"-"INSTANCE_ASSOCIATION" "data5"-" ASSOCTATION_MANDATORY' data6" "D()NOT PERSIST_INSTANCE_GROUP","data7":"(
Declare Trainer And Associate With Course(AQ)" "d1sp1av'0rder“ 500,"fromDate":"06/06/2018 00:00:00","toDate":"31/10/2018

."skippable”-0. ”slupE\em" null "isSystem™:0,’ mnull,"split":0,"workflo "AQ ion(RTD) 2018","step: ~"HR

"ASSOCIATION MANDATORY","data6":"DONOT ] PERSIS " INSTANCE_GROUP","data7":"COURSE_CHECK'

Declare Eqmpment List And Associate With Cnu(se(AO)” "cl1sp1av'0rder" 600,"fromDate":"06/06/2018 00:00:00","toDate":"31/10/2018
"-0,"skipEvent":null "isSystem™:0, mnull,"split":0,"workflo "AO ion(RTD) 2018",
s(epU'R.L" msEqmpmmﬂ.m" "datal "-null,"data2"-null,"data3"-null,"data4"-null,"datas” null,"data6” null,"data7” null "canBeDeleted AtThisStep”-0,"sNo":6, "enabledFlag"." Yes", "No","endStepFlag":"No","deciderFlag""No","
play "Declare Intake And Associate With Course(AO)","displayOrder”:700,"fromDate":"06/06/2018 00:00:00" "toDate""31/10/ ‘2018

S ,"sk.\ppable“ 0,"skipEvent™ null "isSystem™:0,’ mull,"split":0,"workflo "AO ion(RTD) 2018",
epURL": "cems]lntakehs(" ”da'al":”PREDEFl'N'ED TA.RGET NO","data2"."NO","data3"."STOP", "dam" null,"datas" null, "dat.aﬁ” null, ”dat.a?" null, ”canBeDeldedAl’ThlsStep" 0 "sNo":7, "enabledFng" "Yes","startStepFlag":"No","endStepFla

null"is! stem” 0, null,"splif O 'workflo: "AOR
"data4" null,"data5" null, " data6" null"data’ 11,"canBeDeleted AtThisStep":0," sNe
22, "workflowld":24,"stepld":38," displayName":"Upload Documents(AQ)","displayOrder":900," fromDats 06/2018 00:00:00","toDate"-"31/1
‘endStep":0."decider":0, "skippable”-0,"skipE vent":null "isSystem":0. mull,"split":0,"workflo "AO R
N B pURL""cemsDocumentsList”,"datal”:"cems _loa_agreementeopy”,"data2” null,"data3” null,"data4" null,"datas” null,"data6"null,"data7" null,"canBeDeleted At ThisStep":0,"sNo" 9, "enabledFlag":" Yes","startStepF]
{"\mrkﬂowstepld“ 374, "wnﬂd]m\ld" 24, "stepld"=43," displayName": "Payment","displayOrder":910," fromDate":" 06/06/2018 00:00:00","toDate"-"31/10/2018

" "enabl Ste ‘endStep":0."decider” ible"-0,"skipE vent" null "isSystem”:0,’ mull,"split":0,"workflo "AO Registration(RTD)
" "stepURL"" paymentCenterList","datal 2" "data3"-null," data4" -null," data$" null"data6":null"data7":null"canBeDeleted At ThisStep":0,"sNo": 10, "enabledFlag" " Yes" "startStepFlag":"No","endStepFlag"
kflowld":24,"stepld":32," displayName": "'\-mf) Address Details(DMT)","displayOrder":1200," fromDate":"06/06/2018 00:00:00","toDate":"31/10/2018
‘endStep":0."decider":1,"skippable”-0,"skipE vent" null "isSystem":0,’ mull,"split":0,"workflo "AO Registration(RTD)
2018", "s‘:pName” 'Address”."stepURL":"cemsCenterAddressList","datal "-"PREDEFINED_DISTRICT_YES"."data2":"PARENT_1""data3"nulL."data4"-nulL"data5" :ull," data6" null,"data7":null,"canBeDeleted AfThisStep":0. "sNo": 11, "enabledFlag'
{"workflowStepld":324, "workflowld":24, "stepld":32," displayName":"Correct Address Details(A0)","displayOrder':1230,"fromDate":"06/06/2018 00:00:00","toDate":
00:00:00" "enabled":1."startStep":0,"endStep™:0, "decider" 0, "skippable”-0," skipEvent" :null "isSystem™:0, null,"split":0,"workflo "AO“
2018"."stepName"" Address". ”stepU'RU‘ "cunsCenlﬁAdd{essLﬁt" "datal":".

lo","endStepFlag""No","deciderFlag":"

"data'.’” null,"canBeDeletedAtThisStep":0,"sNo":12,"enabledFlag

E ”slapE(ent" null "isSystem":0, null,"split":0, "workflo
."PREDEFEN'ED DISTRICT YES","data2" "PARENT_1"."data3":null."data4" -null."data3" null."data6"
Course Infrastructure Association(By DMT)","displayOrder":1300,"fromDate":"06/06/2018 00:00:00°
3] null,"split™:0,"workflo :"AQ Registration(RTD) 2018"

_"data4":"INSTANCE_ ASSDCI_ATION" data5" ”ASSDCIAT[ON M.ANDATORY" “dalaﬁ” "DONOT PERS[ST INSTANCE_GROUP" "data7":"(

1,"data7" null,"canBeDeleted At ThisStep”:0,"sNo":13,"enabledFlag
Date":"31/10/2018

y “null"split"0,"workflo A0 Resistration(RTD) 018" 5

"data4":"INSTANCE_ASSOCIATION" "data5":"ASSOCIATION_MANDATORY"."data6"-"DONOT_PERSIST_INSTANCE_GROUP" "data7"
e-verify sre And Course Infrastructure Association(By DMT)',"display Order"-1360,"fromDate"."06/06/2018 00.00:00","oDate""31/10/2018

skippable"0,"skipEvent" null "isSystem":0, null"split"0, "workflo “"AQ Registration(RTD) 2018" "stepName"-"Infrastructure

“Infrastructure” "data2" "INSTANCE"."data3"-"12" "data4"-'INSTANCE_ASSOCTATION" "data5"-"ASSOCTATION_MANDATORY" " data6"-"DONOT_PERSIST_INSTANCE_GROUP" "data?":m ~

. B

Solution:
The forms on the site should have some built-in protection
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2. Using regex to limit or validate data

3. Server-side validation compared with all inputs
4. Avoid unwanted or hidden data

5. Don’t allow interception

BUG ID 3: Sensitive Information Disclosure (MITM)
Severity: Medium

Description: Cyberattack where a malicious actor inserts him/herself into a conversation
between

two parties, impersonates both parties and gains access to information that the two parties
were trying to send to each other. A man-in-the-middle attack allows a malicious actor to
intercept, send and receive data meant for someone else, or not meant to be sent at all,
without either outside party knowing until it istoo late. Man-in-the-middle attacks can be
abbreviated in many ways, including MITM, MitM,

Reference 1d(s):
@ OWASP Top 10 (2017): A3 - Sensitive Data Exposure
® CWE-311
@® WASC-13

Vulnerable Point(s):

1. htpps://stgc.mkcl.org/nw/moms/appl/vl/MomsServer/sudbmoduleformconfig

Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
Open mozilla firefox
Open burpsuite
Open Asam skill development website
Enter credentals as usernam: maanyaj, password: test#123
open the following url and start intercepting
6 htpps://stqc.mkcl.org/nw/moms/appl/vl/MomsServer/sudbmoduleformconfig

ok wnE
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Go Cancel < |v > |
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | Render

Target: https://sdmms-stqc.mkcl.org / @

[EoST inwimomsiapp v 1MomsServerisubmoduleformeonfigiget HTTRI1.1 K HTTF/1.1 200 OK

Haost: sdmms-stqc.mkel.org Date: Thu, 21 Jan 2021 10:24:05 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; «G4; rv.84.0) Content-Type: text’html; charset=utf-8 il

Gecko/20100101 Firefox/84 0 cache-control: no-cache

Accept applicationjsan, text/plain, *™ vary. accept-encaoding

Accept-Language: en-US en;g=0.5 strict-transport-security:max-age=7200; preload; always;

Accept-Encoding: gzip, deflate Server MKCLServer

Content-Type: application/json;charset=utf-8 Cannection: close

Autharization: Bearer Cantent-Length: 22425

eyJlexAiCUKY1QILCIhbGeiOilluzI 1 NiJ9. eyJsb2dpbleaZ0lkjo T Mjg 2NjUsImihd

CIBMTYxMTIyiMzQzNSwiZ<hwljoxMjExMQxNDM1fQ . dedvI00kZHgF TztMAS-Iz {"objArr':[{"formConfigld™477,"roleld" 36, "subModuleld':100,"roleName':"Accountant”,"subMod

d1SyDMdY-IQcOYEapoEYDQ uleName";"View TC

Content-Length: 80 Details","loginld":null,"loginName:null,"sNo":1},{ formConfigld":741,"roleld":88,"subModuleld™:

Crigin: https:/sdmms-stgec mkcl.org 100,"roleName":"AMD","subModuleName";'View TC

Connection: clase Details","loginld":null,"loginName":null,"sNo":2},{ formConfigld":736,"roleld":88,"subModuleld":

Referer: https://sdmms-stgc.mkclorg/ 181,"roleName":"AMD","subModuleName":"Jobs","loginld":null,"loginName":null,"sNo":3},{"for

Coakie mConfigld™:742,"roleld":90,"subModuleld™:100," " roleName":"AMD 2","subModuleName":" View

loadFilterParams=%7B%22pageSize%22%3A10%2C% 22 currentPage%22%3 TC

A2%2C%22moduleld%22%3A%2214%22%2C%22subModuleld%22%3A%22 Details","loginld':null,"loginName':null,"sNo"4},{ formConfigld*:737,"roleld":90,"subModuleld":

156%22%2C %2 2filter1%622%3A13567% 2C% 2 Xilter 1Value%22%3A1748%2C & 181."roleName":"AMD .

0DV IAr DD 03 10D Y Filbar T\ /ah 104770 A 14T VAT TFilar 0477067 | 20 teubhMadulablama" lobe' Maginld null "loginhl oyl Vehla 5 S farmC anfiald-477 Yralal | !
0 matches @ lij u u Type a searci 0 matches

22,688 bytes | 204 millis

7. As we can see by just clicking on Submit button the burp intercept and showing all

user sensitive information without user input.

& Assamn Skill Development! B} Burp Suite Professional v2.0.11beta - Temporary Project - licensed to By Jas302n — O x I
&« e o Burp Project Intruder Repeater Window Help
@ Getting Started () Nes [ Dashboard ITarget T Proxy I Intruder I Repeater T Sequencer I Decoder T Comparer T Extender T Project options T User options
1% |2x|3x|4x|5x|6x |7 = [jBwal9=|__ Scan -
Welcome To ASD - Send to Intruder Ctrl+l
Go Cancel < | > | Send to Repeater Ctr+R Target: https://sdmms-stqc.mkel.org / ®
Send to Sequencer
Assessment
v Management Request Send to Comparer
Raw | Params | Headers | Hex Send to Decoder x | Render
_-[ Attendance Accept-Encoding gzip, deflate Show response in browser 2
e Bt Content-Type: application/jsanjfharset=utf-8 Request in browser > 10:09:19 GMT )
Authorization: Bearer Engagement tools ¥ | charset=uti-8
@, Batch Manage N
~ eyJ0eXAIONKVT QILCIhbGLiOWIUzZITNIJE eyJsb2dpblovZ0lkljol  Change request method =
. Condidate | CBMTYXMTMZCZNSWZwox\IEXMQHDMIFQ d=4M00Kd  Ghange body encoding
- d1SyDMdV-1Qc0YEapoEYDQ Copy URL max-age=7200; preload; always;
Management | content Length: 363 % : c
Origin: https://sdmms-stqc.mkel.org 0Py as curl commar
s ContentMand - ion: close Copy to file
3 o Referer: https://sdmms-stqc.mkel.org/ Paste from file
= CLEESIVanCS Coakie: Save item cationld:3070,"centerCourseAssociationld":234,"
R loadFilterParams=%7B%22pageSize%22%3A10%2C%22cwUrT| Save entire history ers Media Pvt. Ltd
= A2%2C%22moduleld%22%3A%2214%22%2C%2 2subModulel Paste URL as request tnerCode™"AS192700183100", " entityEmail":'"™","e
156%22%2C%22filter1%22%3A13567%2C%22fiter 1Value %2 ct'":"Baksa","block":"BASKA","courseCategoryNa
By Document foionfie 0050003 An0I%2C% 2 2iter2Valueth22%3 AN | A9 10 Site map
Management | Anyl1%2C%22fiter3Value%22%3Anull %70, Convert sel * a"™"Healthcare","courseName";"General Duty
uthorization="%22ey.J0exXAICIJKY 1 QILCIhb G CUIUZITNIIG & URL-encode as you type ITraining™"No","startDate™:"20/01/2020","endDat
f3 Employment \kumMJ; NJUs\m\hdc\hMTYxMT\yM7@7NSwnmhwuaxNJExMJo c Ciley Pt™60,"scheme™:"Placement Linked State Funded |y
Cut Ctrl+X
Management ——
g @ search Ctri+C J Type rm 0 matches
. i Ctri+v
g FtityManage 13,414 bytes | 775 millis
— Message editor documentation
E Finance Management Burp Repeater documentation .

B-5, Second Floor, Sector 64 Noida (UP)201301 | Precise Testing Solution Pvt. Ltd

M- +91-8447088848 USA- +1 -7183128801




e w @ @® K

« ¢ o

@ Getting Started 3 Nessus

sdmms-stqc.mkd.org/n ams/app1/v1/WamsServi

{"objArr":[ {"targetAllocationld":3070,"centerCourseAssociationld":234. "entityName": "Indianeers Media Pvt. Ltd

(195/2017)"."entityPartnerCode":"AS192700183100"." entityEmail™:""."entityMobile":""."district"-"Baksa","block" :"BASKA" "courseCategoryName":"Domain

Skilling" "sectorName":"Healthcare" "courseName":"General Duty Assistant” "residentialTraining”:"No" "startDate":"20/01/2020" "endDate"-"21/05/2020" "target"-60."scheme":"Placement

Linked State Funded Scheme","fundingEntityName":"ASDM","subFundingEntityName" :null,"parentlevel I Name":"Indianeers Media Pvit. Ltd","parentLevel2Name" null,"sNo":1},
{"targetAllocationld":2260."centerCourseAssociation]ld": 843, "entityName":"KGM Imigration & Educational Consultant Pvt Ltd.

(439/2018)"."entityPartnerCode":"AS192800187400" " entityEmail™:""_"entityMobile":"","district"-"Baksa". "block":"BARAMA" " courseCategoryName":"Domain

Skilling" "sectorName":"Tourism & Hospitality","courseMame"-"Front Office Associate","residential Training"-"No" "startDate"-"17/07/2019" "endDate"-"30

/01/2020" "target":60,"scheme":"Placement Linked State Funded Scheme","fundingEntityName":"ASDM","subFundingEntityName" null,"parentl evel IName":"KGM Immigration &

Educational Consultants Pvt Ltd."." parentL evel?Name":null."sNo":2}. { "targetAllocationld":1627." centerCourseAssociationId":82. "entityName":"Dreams N.G.O

(440/2018)" "entityPartnerCode":"AS5192900187700"." entityEmail™:""_"entityMobile"-"","district""Baksa", "block":"TAMULPUR"."courseCategoryName":"Domain

Skilling""sectorName":"Electronics”,"courseName":"Field Technician Networking and Storage","residential Training":"No","startDate""03/06/2019" "endDate":" 15

/10/2019" "target":30,"scheme":"Placement Linked State Funded Scheme","fundingEntityName":"ASDM","subFundingEntityName" null,"parentLevel 1 Name":"Dreams

N.G.O"."parentLevel2Name":null."sNo":3}.{"targetAllocationld":722."centerCourseAssociationld":82, "entityName":"Dreams N.G.O

(440/2018)" "entityPartnerCode":"AS5192900187700"." entityEmail™:""_"entityMobile"-"","district""Baksa", "block":"TAMULPUR"."courseCategoryName":"Domain

Skilling""sectorName":"Electronics”,"courseName":"Field Technician Networking and Storage”,"residential Tramning":"No","startDate":"21/02/2019" "endDate":"30

/07/2019","target":30,"scheme":"Placement Linked State Funded Scheme","fundingEntityName":" ASDM"_"subFundingEntityName" null. "parentLevel IName":"Dreams

N.G.O"."parentLevel2Name":null."sNo":4}.{"targetAllocationld":3483."centerCourse Associationld":94. "entityName":"NEDS TECHNICAL INSTITUTE

(441/2018)" "entityPartnerCode":"AS193000187800"." entityEmail™:""_"entityMobile"-"","district""Baksa", "block":"TAMULPUR". "courseCategoryName":"Domain
Skilling""sectorName":"Electronics”,"courseName":"Field Technician Networking and Storage”,"residential Traming":"No","startDate" " 11/12/2020" "endDate":"13

/05/2021","target":25,"scheme" :"Placement Linked State Funded Scheme","fundingEntityName":"ASDM","subFundingEntityName" null."parentl evelIlName":"NEDS TECHNICAL

INSTITUTE"."parentl evel2Name":null."sNo":5}. {"targetAllocationld": 749, "centerCourseAssociationld":94. " entityName":"NEDS TECHNICAL INSTITUTE

(441/2018)" "entityPartnerCode":"AS193000187800"." entityEmail™:""_"entityMobile"-"","district""Baksa", "block":"TAMULPUR". "courseCategoryName":"Domain
Skilling""sectorName":"Electronics”,"courseName":"Field Technician Networking and Storage”,"residential Tramning":"No","startDate":"25/02/2019" "endDate":"30

/07/2019" "target":30,"scheme":"Placement Linked State Funded Scheme","fundingEntityName":"ASDM","subFundingEntityName" null, "parentl evellName":"NEDS TECHNICAL

INSTITUTE"."parentl evel2Name":null."sNo":6}. { "targetAllocationld": 748, "centerCourseAssociationld":94. " entityName":"NEDS TECHNICAL INSTITUTE

(441/2018)" "entityPartnerCode":"AS193000187800"." entityEmail™:""_"entityMobile"-"","district""Baksa", "block":"TAMULPUR". "courseCategoryName":"Domain
Skilling""sectorName":"Electronics”,"courseName":"Field Technician Networking and Storage”,"residential Tramning":"No","startDate":"25/02/2019" "endDate":"30

/07/2019" "target":30,"scheme":"Placement Linked State Funded Scheme","fundingEntityName":"ASDM","subFundingEntityName" null, "parentl evellName":"NEDS TECHNICAL
INSTITUTE"."parentl evel2Name":null."sNo":7}. { "targetAllocationld": 566, "centerCourseAssociationld":3 1. "entityName":"NEDS TECHNICAL INSTITUTE
(453/2018)"."entityPartnerCode":"AS193100187800" " entityEmail™:""."entityMobile"-"","district"-"Baksa", "block":"PUB NALBARI"."courseCategoryName":"Domain
Skilling""sectorName":"Electronics”,"courseName":"Field Technician Networking and Storage”,"residential Training":"No", "startDate" " 14/02/2019" "endDate":"05
/03/2020","target":20,"scheme":"Placement Linked State Funded Scheme","fundingEntityName":"ASDM","subFundingEntityName" null, "parentl evellName":"NEDS TECHNICAL

INSTITUTE", "parentLevel2Name":null."sNo":8}. { "targetAllocationld":97 1ati entityName":"NEDS TECHNICAL INSTITUTE
4 titvP rCo 931001878 itvEm wk"- =Cateo i

en orvN

T+ N o eM =

< c @ I@ & https://sdmms-stgcmkel.org/nw/moms/app1 A MomsServer/submoduleformce

@ Getting Started (5 Nessus

{"objArr":[{"formConfigld":477."roleld":36."subModuleld":100."roleName":" Accountant”."subModuleName":"View TC Details"_"loginld":null."loginName" null. "sNo":1}.
{"formConfigld":741,"roleld":88,"subModuleld": 100, "roleName":"AMD", "subModuleName":"View TC Details","loginld" null "loginName":null,"sNo":2},
{"formConfigld":736,"roleld":88,"subModuleld": 181, "roleName":"AMD"."subModuleName":"Jobs","loginld" :null "loginName" null, "sNo":3},
{"formConfigld": 742 "roleld":90."subModuleld":100. "roleName":"AMD 2" "subModuleName":"View TC Details"."loginld"-null "loginName":mull."sNo":4}.
{"formConfigld":737,"roleld":90,"subModuleld": 181, "roleName":"AMD 2","subModuleName":"Jobs","loginld" :null "loginName" :null,"sNo":5},
{"formConfigld":177."roleld":57."subModuleld":100. "roleNam 0"."subModuleName":"View TC Details”,"loginld":null."loginName":null."sNo":6}.
{"formConfigld":738,"roleld":87."subModuleld": 181, "roleName":"APM-Finance" "subModuleName":"Jobs","loginld " null "loginName"-null "sNo": 7},
{"formConfigld":743,"roleld":87,"subModuleld": 100, "roleName":"APM-Finance","subModuleName":"View TC Details","loginld" :null,"loginName" null."sNo":8},
{"formConfigld":576."roleld":60."subModuleld":181. "roleNam: andidate”."subModuleName":"Jobs"."loginld":null "loginName" -null."sNo™":9}.
{"formConfigld":135,"roleld":73,"subMeoduleld": 100, "roleName":"Department User 1","subModuleName":"View TC
Details"."loginld" null."loginName" null."sNo":10}]."totalltems":37. "currentPage":1. "status " "success”. "roleArr":[ { "roleld":36."roleName" :"Accountant” }. { "roleld ":88."roleName":"AMD"},
{"roleld"-90."roleName":"AMD 2"}_{"roleld":57_"roleName":"AOQ"}.{"roleld"-87."roleName"-"APM-Finance"}_{"roleld":76."roleName"-"Assessing Body"}.
{"roleld":77,"roleName":" Assessng Body User"},{"roleld":52,"roleName":"CallCenter" }.{"roleld":60,"roleName":"Candidate" },{ "roleld":72,"roleName":"Corporation" },
{"roleld"-1."roleName":"Department"}_{"roleld":79."roleName":"Department Executive”}_{"roleld":82."roleName":"Department Executive 2"}_{"roleld":73."roleName":"Department User
1"}.{"roleld":74,"roleName":"Department User 2"} {"roleld":75_"roleName":"Department User 3"}_{"roleld":70,"roleName":"Directorate"}, {"roleld":8."roleName":"DPMT"},
{"roleld":58,"roleName":"Employer"},{"roleld":7,"roleName":"File Lead" }.{"roleld":83,"roleName":"File Supervisor"}.{ roleld":10,"roleName":"Joint Venture Admimistrator"},
{"roleld"-66."roleName":"Knowledge Partner"}_{"roleld":89."roleName":"MD"}_{"roleld":63."roleName":"Organization" }.{"roleld":86."roleName":"PM-Finance" }.
{"roleld":42."roleName":"RM"}.{"roleld":63,"roleName":"RM Reports" }.{ "roleld":4."roleName":"SDC"}.{"roleld":59. "roleName":"SISA" } .{ "roleld": 71, "roleName":"Society" }.
{"roleld":78,"roleName":"SPMU"}.{"roleld":83. "roleName":"SSC"}.{ "roleld":84."roleName":"SSC User 1"}.{"roleld":80."roleName":"Sub Department"}.{"roleld":81."roleName":"Sub
Department User"},{"roleld":64_"roleName":"System Admin"}_{"roleld":2 "roleName":"Training Partner"}]."subModuleArr":[{"subModuleName":"AMD Creation","subModuleld": 185},
{"subModuleName":"APM Creation","subModuleId":184}, {"subModuleName":" Assessment","subModuleld": 133}, {"subModuleName":" Attendance Monitoring
Daashboard"."subModuleld":165}.{"subModuleName":"Attendance(New)"."subModuleld":128}_{"subModuleName":" Attendance-Report"."subModuleld"-70}.
{"subModuleName"-"Bank"_"subModuleld":107},{"subModuleName":"Bank Access"."subModuleld":108}.{"subModuleName"-"Batch Inspection Access”,"subModuleld"-178},
{"subModuleName":"Batch Released”,"subModuleld":151},{"subModuleName":"Batch(New)","subModuleld":127} . {"subModuleName":"Batch-Academic"."subModuleld":176}.
{"subModuleName"-"Batch-Access"."subModuleld":58}. {"subModuleName"-"Batch-Candidate Preference”."subModuleld":31}.{"subModuleName":"Batch-Master Batch"."subModuleld":29}_
{"subModuleName":"Batch-Master Category"."subModuleld" 28}, {"subModuleName":"Batch-Start Date","subModuleld":39}, {"subModuleName":"Candidate
Allocation”."subModuleld":170}. {"subModuleName": "Candidate Bank Update”."subModuleld":163}.{"subModuleName":"Candidate Legacy Data","subModuleld":156}.
{"subModuleName"-"Candidate Mobilisation" "subModuleId":55} ,{"subModuleName™:"Candidate Search” "subModuleld"-166}.{"subModuleName":"Capacity Building"."subModuleld":96},
{"subModuleName":"Center List Report"."subModuleId":152}, {"subModuleName":"Change Password","subModuleld":67}.{"subModuleName":"Content-Downloads","subModuleld":62}.
{"subModuleName"-"Course Access"."subModuleld":168}.{"subModuleName":"Course Config Access"."subModuleld":169}.{"subModuleName":"Course Subscription”."subModuleld"-98}.
{"subModuleName":"Course-Configuration","subModuleld":38} . {"subModuleName":"Course-Course”,"subModuleld":37}, { "subModuleName":"Dashboard-Access”, "subModuleld": 157},
{"subModuleName":"Dashboard-MIS"."subModuleld":158}.{"subModuleName":"DDUGKY Registration”,"subModuleld":123}, {"subModuleName":"Department
Creation”."subModuleId"-148}_{"subModuleName":"Department User Creation”."subModuleld"-149}_{"subModuleName"-"Disabled Center"."subModuleId":1647} .
"snh e e "snh eNan "snhMox eN an hMadule

"snhMod

Solution: Both types of data should be protected. When thinking about data in transit, one
way to

protect it on a website is by having an SSL certificate. SSL is the acronym for Secure Sockets
Layer. It is the standard security technology for establishing an encrypted link between a web
server and a browser. SSL certificates help protect the integrity of the data in transit between
the host (web server or firewall) and the client (web browser).
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BUG ID 4: Vulnerable JS Library
Seveiryt: Medium

Description: The identified library jquery, version 1.11.2 is vulnerable.
Reference 1d(s):

@® CVE-2020-11023
@® CVE-2020-11022
@® CVE-2015-9251
@® WASC-829
Vulnerable Point(s):
1. wvulnerable js library
Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
1. Open browser
2. Open burpsuite
3. Start intercepting the following url

https://sdmms-stqc.mkcl.org/js/app.3c83760e04525f8942d8.bundle.js

m Cance < Target: https://sdmms-stgc.mkcl.org / @
a== =

Request Response =
prey B \n  Actions v [l Faw Fender \n Actions ¥ z
1 [6ET wewps: /7 sdnons-suqe micl org/ s/ app 3c82760c04525£6942d8 bundle 352 | : =
TEaATeheh ITce AR E0T RITE/ T.T 3]
Mosillaf/S.0 (Windows T 10.0; WinEd; x6%; rv 82.0) Gecko/ 20100101 6'

E]

*/ funcvionimedule, exporvs, _ webpack_requize ) [

r _ WEEPACK_MMD_DEFINE_ARRAY_, _ WEBPACE_AMD_DEFINE_BESULT _;
* WEBPACK VAE INJECTION */ (functien(module] {

1== Symbol protot:

i = h_toSt:ing,
3 = h_hasOwnProperty,
P

1 match

i (€)= seort 0 matches ®{§} &[> jqueryvian2
4. Send request to repeater and click go

5. In response shows that jquery version 1.11.2 is vulnerable.

6. Reference link: Jquery Jquery version 1.11.2 : Security vulnerabilities
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https://sdmms-stqc.mkcl.org/js/app.3c83760e04525f8942d8.bundle.js
https://www.cvedetails.com/vulnerability-list/vendor_id-6538/product_id-11031/version_id-286366/Jquery-Jquery-1.11.2.html

(cvedetails.com)

&« @] () | ] https://www.cvedetails.com/vulnerability-list/vendor_id-6538/product_id-11031/version_id-286366/Iquery-Iquery... 1@ | = z

: —
CVE Details —(
The ultimate security vulnerability datasource —

Vulnerability Feads & WidgetsN®" [EGIGARE: Rkl

Imu_ery_ » Jquery » 1.11.2 : Security Vulnerabilities

Cpe Name:cpe /2 jquery jquery:1.11.2
€VSS Scor 2245676838
ding CVE Number Ascending CVSS Score Descending  Mumber OF Exploits Descending

ts Downlo =
# CVEID EID | #of Exploits | Vulnerability Type(s) PublishDate  Update Date  Score Gained Access Level | Access | Complexity | Authentication | Conf.  Integ. | dwail

1 CVE-2019-11358 Xss 2019-04-19 2015-06-12 4.3 None Remote Medium Mot required MNone Partial MNone
sckdrap CMS, and other products, mishandles jQuery.sxtend(trus, £}, ...} becauss of Objsct prototyps pollution. IF an unsanitizsd scurcs chjsct contsined an snumsrzdle

iz
::: -

2016-01-18  2015-06-10 4.3

attacks when a cross-domain Ajax request is performed

ences

vss

View CVE :

(=]
Solution: Please upgrade to the latest version of jquery.

BUG ID 5: Weak Lockout Mechanism
Severity: Medium

Description: Account lockout mechanisms require a balance between protecting accounts
from

unauthorized access and protecting users from being denied authorized access. Accounts are
typicallylocked after 3 to 5 unsuccessful attempts and can only be unlocked after a

predetermined period of time,via a self-service unlock mechanism, or intervention by an
administrator.

Reference 1d(s):
@ OWASP Top 10 (2017): A62- Broken Authentication
® CWE-1216
® WASC-15

Vulnerable Point(s):

1. https://sdmmes-stgc.mkcl.org/#/ds/login
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https://www.cvedetails.com/vulnerability-list/vendor_id-6538/product_id-11031/version_id-286366/Jquery-Jquery-1.11.2.html

Proof of Concept(PoC):

@ Proof of Concept of Vulnerable Point Number 1
1. Open the Web Application using main URL https://sdmms-stqc.mkcl.org
2. Login with user id as maanyaj and put the invalid password and repeat it 7-8 times

& C ] o] https://sdmms-stqc.mkel.org/#/ds/login L s = :

ERROR x
Authentication Failed(incorrect Password-SLoginVs-VUBP30)

ERROR =
Authentication Falled(Incomect Password-SLoginVs-VUBP30)

Assam Skill Development Mission

maanyaj ERROR x
Authentication Failed(incorrect Password-SLoginVs-VUBP30)

ERROR =
Password is case sensitive Authentication Failed(incorrect Password-SLoginVs-VUBP30)

Forgot Password? Forgot Usemame?
Generate Candidate Login ERROR

Authentication Failed(incorrect Password-SLoginVs-VUBP30)
LOGIN

x

ERROR *
Authentioation Falled(incorrect Password-SLoginVs-VUBP30)

ERROR *

HELP
Authentication Failed(incorrect Password-SLoginVs-VUBP30)

Helpdesk Phone Number : 7086 951 951

Helpdesk Emil : asdmitmis@gmail cem
ERROR x

Authentication Failed(incorrect Password-SLoginVs-VUBP30)

Knewledge Framework Provider: Moharashitre Knewledgs Corporation Limited (MKCL)

Solution: Apply account unlock mechanisms depending on the risk level. In order from
lowest to highest assurance,need to apply Time-based lockout and unlock. Self-service
unlock (sends unlock email to registered emailaddress). Manual administrator unlock.
Manual administrator unlock with positive user identification.

BUG ID 6: Clear Text Transmission Of Credentials
Severity: Medium

Description: Applications transmit passwords and username over unencrypted connections,
making them vulnerable to interception. To exploit this vulnerability, an attacker must be
suitably positioned to eavesdrop on the victim's network traffic. Vulnerabilities that result in
the disclosure of users' passwords can result in compromises that are extremely difficult to
investigate due to obscured audit trails. Even if the application itself only handles non-
sensitive information, exposing passwords puts users who have re-used their password
elsewhere at risk.

Reference 1d(s):

@ OWASP Top 10 (2017): A6 - Security Misconfiguration
® CWE-319, 310
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https://sdmms-stqc.mkcl.org/

Vulnerable Point(s):

1. https://sdmms-stgc.mkcl.org/#/ds/login

Proof of Concept(PoC):

@ Proof of Concept of Vulnerable Point Number 1

Open burpsuite

P ownE

5. Then start intercepting in the burpsuite

- & Assam Skill Development Mis: X [IEe Salnn

Open mozilla firefox browser

<« C @ |© & o hitpsy//sdmms-stqcmkd.org/#/ds/login

Please Wait!

Open the following url - https://sdmms-stqc.mkcl.org/#/ds/login
Enter credentials as username: suprityd, password; test#123

WY Burp Suite Professional v2.0beta - Temporary Project - Deepanshu Gupta - O X

Burp Project intruder Repeater Window Help

[ Repester | sequencer | Decoder | Comparer | Extender |  Projectopions | Useropons |
Dashboard Froxy T Target T Intruder

_[ ntercapt T HTTP history IWebSnckEB history | Options

&/ 1) Requestto https:i/sdmms-stac.mkcl.org:443 [43.241.35.184]
Forward | Drop. | | iterceptison | Action | e s < @
Raw | Params | Headers | Hex

L

se
https://sdmms-stqe mrel orgl

[
B
l“q?aram“ S {"loginName": "Suprityd", "password": "test§173"}, "postParam’: {"requestParamMode”: "PL
IN'}}

Solution: Applications should use transport-level encryption (SSL or TLS) to protect all
sensitive communications passing between the client and the server. Communications that
should be protected include the login mechanism and related functionality, and any functions
where sensitive data can be accessed or privileged actions can be performed. These areas
should employ their own session handling mechanism, and the session tokens used should
never be transmitted over unencrypted communications.If HTTP cookies are used for
transmitting session tokens, then the secure flag should be set to prevent ransmission over

clear-text HTTP.

BUG ID 7: Insufficient Session Expiration

Severity: Medium
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https://sdmms-stqc.mkcl.org/#/ds/login
https://sdmms-stqc.mkcl.org/#/ds/login

Description: The application does not timeout inactive sessions within an appropriate
amount of time. Once an individual session is established, it remains active for an extended
period of time. This allows user sessions to remain valid longer than necessary leaving them
open to attacks.

Reference 1d(s):
® CWE-613
Vulnerable Point(s):
1. session timeout

2.
Proof of Concept(PoC):

@ Proof of Concept of Vulnerable Point Number 1
1. Open browser

< C ® (3 https://sdmms-stqc.mkdl.org/#/loms/home/36/158 e v s
maanyaj (maanyaj)
WelcomeToOASDM = System Admin
< Assessment
Management 1149 A A
141 P H m i
111 | =
Hopalienddnca CENTERS — BATCHES CANDIDATES INVOICES ‘jf
Management

Batch Management

¢

Candidate

Management TARGETS

Content Management

Course Management Scheme Wise Targets

n b P

5 NN Target Aliocated [N Target Used
Dashboard-MIS 120000

Document
Management 100000

m

Employment
Management 80000

- 1]

20+ Entity Management
[} 60000

G Finance Management

Fund Management

13:10
28-01-2021

L A O Tlds ENG Es

2. Open Asam skill development website

3. Enter credentals as usernam: maanyaj, password: test#123we have login at 13:10 and
minimize the window for 20 min and then refresh the website it show that applicaton
doest not have session time out mechanism
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& C @ 5 https://sdmms-stqc.mkcl.org/#/loms/home/36/158 8 = S

e

& Assessment
Management 1141

)

- Attendance CENTERS —_ BATCHES m CANDIDATES INVOICES

Management

Batch Management

@

Candidate

Management ~

TARGETS

Content Management

Course Management Scheme Wise Targets

BN Target Allocated [N Target Used

m o F

Dashboard-MIS 120000

Document
Management 100000

m

Employment
Management 80000

<

Entity Management

3

60000

Finance Management

@

Fund Management

" 13:36
£OA DRl N 5 U

Solution: Terminate a user’s session on the server after an organization-defined period of
inactivity appropriate for the application’s level of sensitivity.

BUG ID 8: Arbitrary File Downloading
Severity: Medium

Description: If the web application doesn’t check the file name required by the user, any
malicious user can exploit this vulnerability to download sensitive files from the server. Limit
user from viewing or downloading files, a malicious user may attempt to view or download
any file from your server. Attackers may construct malicious requests to download sensitive
files from the server, and further embed website webshell files to control the website server
host.

Reference 1d(s):
@ OWASP Top 10 (2017): A6 — Security Misconfiguration
@® CWE-494
® WASC-14

Vulnerable Point(s):
1. https://sdmms-stqc.mkcl.org/theme/fonts/fontawesome-webfont.woff2
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Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
1. Open browser
2. Open the following url on browser

https://sdmms-stqc.mkcl.org/theme/fonts/fontawesome-webfont.woff2

& C @Ihttps:.’,"sdmm5—stqc.mkcl.nrg_:theme;‘fnmts_ﬁfo|‘tax-\.‘esome-webfcnt.wcffl‘ I ® & & X B e Error

@  https://sdmms-stqc.mkel.org/theme/fonts/fontawesome-webfont.woff2

Q  https://sdmms-stgc.mkel.org/theme/fonts/fontawesome-webfont.woff2 - Google Search

Assam Skill Development Mission

Password is case sensitive

Forgot Password? Forgot Username?

Generate Candidate Login

Always open files of this type

Show in folder

L1 fontawesome-w...woff2| Show all

Solution: Update the plug-in you are using to the latest version. Delete the file with the
vulnerability if it is no longer being used. Ensure that the application server is never running
with root privileges. Restrict the privileges to a limited user account.

BUG ID 9: Clear Text Transmission Of PAN/Aadhar/\oter ID Number
Severity: Medium

Description: The web application sends the request over to the server in cleartext. If an
attacker

manages to steal the clear plain text, they could perform various types of cyber attacks
against the user to whom the plain text. For example, an attacker could impersonate the
victim user, and perform activities in their name. This could adversely affect the victim

Reference 1d(s):
@ OWASP Top 10 2017: A3 (Sensitive Data Exposure)
® CWE-311
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https://sdmms-stqc.mkcl.org/theme/fonts/fontawesome-webfont.woff2

@® WASC-50

Vulnerable Point(s):

1. https://sdmms-stgc.mkcl.org/#/candidateContactUpdate

Proof of Concept(PoC):

@ Proof of Concept of Vulnerable Point Number 1

1. Open mozilla firefox browser
2. Open burpsuite

3. Start intercepting the following url after entering the adhar or pan number

4
e hesarm Skill Devel £ = 8
Burp Project Intruder Repeater Window Help % Assam Skill Development Missic. X +
Extender Project options User options Attack Surface D¢ & C A Notsecure | sdmms-stgc.mkcl.org w » e H
Dashboard Target Proxy Intruder Rep
ntercept HTTP history WebSockets history Options
Log of out-of-scope Pro: ffic ig

/ P; Request to https://sdmms-stqc.mkcl.org:443 [43.241.36.184]
| Forward || Drop | Intercept is on | Action H Open Browser ‘
Sl Raw \n Actions v
1 POST /nw/loms/appl/vl/LomsServer/candidateAllDetails/getDetailsByUuid HE| Please Wait!
2 Host: sdmms-stge.mkel. org
2 Connection: close
4 Content-Length: &8
5 Accept: application/json, text/plain, */*
& User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.34
7 Content-Type: application/json;charsst=UTF-8
2 Origin: https://sdmms-stge.mkel. org
9 Sec-Fetch-8ite: same-origin
10 Sec-Fetch-Mode: cors
11 Sec-Fetch-Dest: empty
12 referer: https://sdmms-stqe.mkel.org/
12 Accept-Enceding: gzip, deflate
14 Accept-Language: en-GE, en-US;q=0.9, en;q=0.8
15 Cookie: loadFilterParams=%7B%ICpageSize’22%341082C3%2 currentPagedlli3Al i s oMOONIE 0SS oS SATC D IS CD S oo SUDMOOUIEIOS o SSASC S ITBES oo 50

17 {
"postParam”: {
ohd s
I "candidateIdNumber™: "8843039340985430893403" |

}
}

https://sdmms-stqc.mkcl.org/#/candidateContactUpdate

Soultion:Encrypt the request before transmitting it to the server
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BUG SEVERITY: LOW

BUG ID 10: X-Frame-Options Header Not Set
Seveiryt: Low

Description: The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to perform MIME-
sniffing on the response body, potentially causing the response body to be interpreted and
displayed as a content type other than the declared content type. Current (early 2014) and
legacy versions of Firefox will use the declared content type (if one is set), rather than
performing MIME-sniffing.
Reference 1d(s):

@® CWE-16

@® WASC-15

Vulnerable Point(s):
1. https://sdmms-stgc.mkcl.org
Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
1. Open Burpsuite
2. Open Browser
3. Start Intercept The Following url
https://sdmms-stqc.mkcl.org

4. The Following Response shows that content-type-options header is missing

“) 2 C . ’ o Tl ®
@ Getting Started &) Nessus Burp Project Intruder Repeater Window Help
[ Dashboard TTarget I Proxy I Intruder I Repeater I Sequencer T Decoder T Comparer I Extender I Project options I User options ]
1 <]
Go | Target: https://sdmms-stqc.mkel.org / @
eques
Raw | Headers | Hex Raw | Headers IHex HTML TRender }
CET/HTTP/.1 & HTTP/1.1 200 OK 5
|Host sdmms-stgc mkel.org | Date: Thu, 28 Jan 2021 05:13:02 GMT
User-Agent: Mozilla/5. 0 (Windaws NT 10.0; Win84; x64: rv:84 0) Content-Type: text/html
Gecko/20100101 Firefox/84.0 Vary. Accept-Encoding
Accept Expires: Thu, 28 Jan 2021 05:13:01 GMT
text/html applicationfshtmi+xml applicationfml;q=0 9 imagefwebp **q=0 Cache-Control: no-cache
8 strict-transport-security:max-age=7200; preload; always;
Accept-Language: en-US en;q=0.5 Server MKCLServer
Accept-Encoding: gzip, deflate Cannection: clase
Connection: close Content-Length: 4320
Upgrade-Insecure-Requests: 1
<html lang="en"=
<head>
<title=Assam Skill Development Mission(ASDM)</title>
<meta http-equiv="content-type"
F content="text/html;charset=UTF- F
@ < + > | | Type a search term 0 match @ .< +. I> Tvr term Netwark
| | | | Type a search tern JEEELES ‘ J l ‘ g e Internet access
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Solution: Ensure that the application/web server sets the Content-Type header appropriately,
and that it sets the X-Content-Type-Options header to 'nosniff' for all web pages. If possible,
ensure that the end user uses a standards-compliant and modern web browser that does not
perform MIME-sniffing at all, or that can be directed by the web application/web server to

not Eerform MIME-sniffing.

BUG ID 11: X-XSS-Protection header is not defined
Severity: Low

Description: The HTTP 'X-XSS-Protection' response header is a feature of modern browsers
that allows websites to control their XSS auditors.The server is not configured to return a 'X-
XSS-Protection' header which means that any pages on this website could be at risk of a
Cross-Site Scripting (XSS) attack

Reference 1d(s):

@ OWASP Top 10 (2017): A6 - Security Misconfiguration
@® CWE-16

Vulnerable Point(s):
1. XSS protection header not defined

Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
1. Open browser
2. Open brupsuite
3. Start Intercepting the following url
https://sdmms-stqc.mkcl.org
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= [m]
X

New Tab x +
X @® sdmms-stgemkel.org b+ d A B ;|

Burp Project Intruder Repeater Window Help

Dashboard Target Prox Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

1 = .

B - Target: hitps://sdmms-stqcmkelorg &7 (2)
O== =

Request Response =

Pretty JEEE \n  Actions v Raw Render \n  Actions v

HITF/ 1.1 200 0K
Dave: Thu, 25 Jan 2021 08:41:15 GMT
e teat/heml

HO123dSNI

12 <!DOCTYPE html>
12 <html lang="en">
€heads

1 ing .
12 Accept-Language: =n-6B,en-US;q=0.%,en;q=0.8 < =
16 < p- & b en ="t ext/ homl ; charsew=UTF-8" />

@{6}4;”3“ Search | 0 matches @{5}‘ é r) Search, 0 matches
4. In Burp-suit Response there is no x-xss protection header not enabled

Solution: Configure your web server to include an 'X-XSS-Protection' header with a value of
'1; mode=block’ on all pages.

BUG ID 12: X-Frame-Options Header Not Set

Severity: Low

Description: X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

Reference 1d(s):
@® CWE-16
@® WASC-15

Vulnerable Point(s):
1. https://sdmms-stgc.mkcl.org
Proof of Concept(PoC):

@ Proof of Concept of Vulnerable Point Number 1
1. Open burpsuite
2. Open browser

3. Start intercepting the following url
https://sdmms-stgc.mkcl.org
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Target: https//sdmms-stqcmkclorg 7 (7)

Request Response

MG Raw Render \n  Actions v

1 HTTP/1.1 200 0K

2 Date: Thw, 28 Jan 2071 08:41:18 GMT
e: text/he

EECN \n  Actions v

equesta: L
a/5.0 (Windows NT 10.0; Winfd; x€4) AppleWebKit/537.26 (KNTML, 1ike
o) Chreme/G7.0.4230.35 Safazif527.36

P

icavion/shomltxml ,appl icavion/xml ;q=0.9, image/ avif , image/webp, image/ apng., *
n/signed-exchange ;v=b3;q=0_9

1 P deflave
12 Accept-Language: en-GB,en-U8,q=0.6,en;q=0.5
: n( ASDH)

Skill Development Missio
~type” content="text/html

suz, keywords" />

tial-scale=1.0, maximum-scale=l.

=UMECLY />

HOLJ3AdSNI

charset=UTF-8" />

Vmaps/ api/ 33 Tkey=Alza3yBp00jc InRVD sT AR [EHb SnrvCo TS 40aTKE ">

Fo T o N I (IR

Solution: Most modern Web browsers support the X-Frame-Options HTTP header. Ensure
it's set on all web pages returned by your site (if you expect the page to be framed only by
pages on your server (e.g. it's part of a FRAMESET) then you'll want to use SAMEORIGIN,
otherwise if you never expect the page to be framed, you should use DENY. ALLOW-FROM

allows specific websites to frame the web page in supported web browser)

BUG ID 13: Cross-Domain JavaScript Source File Inclusion

Severity: Low

Description: The page includes one or more script files from a third-party domain.

Reference 1d(s):

@ CWE-829
@® WASC-15

Vulnerable Point(s):
1. https://sdmms-stgc.mkcl.org

Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
1. Open browser
2. Open burpsuite
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3. Start intercepting the following url
4. Send to repeater and click go

==l - < Target: https://sdmms-stqcmkelorg 7 (7)

a== =
Request Response =

Prett \n  Actions v Raw Render n  Actions v
= i
s

TUinEd; wE4; v B2.0) Gecks/20100101

5.com/ cxs7Eamil y=Roboto: 200italic,400ital ic,200,400,500,700,800"

@@‘EHEH Search 0 matches ®<§}‘E”j‘ https 2 matches

4,667 bytes | 194 millis

Done

Solution: Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application.

BUG ID 14: Browser Back Button Vulnerability

Severity: Low

Description: The web application is leaking sensitive information through the web browser’s
history. An attacker could steal this sensitive information using just the back button of the
web browser, The back, forward and refresh buttons of the browser can be used to steal the
password of a previous user, the back and forward buttons on the browser make use of this
history to display the pages that the user visited recently

Reference 1d(s):

@ OWASP Top 10 2017: A2 (Broken Authentication)
@ CWE-525, 287
® WASC-47

Vulnerable Point(s):

1. Browser Cache Weakness
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Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
Open mozilla firefox
Open burpsuite
Open Asam skill development website
Enter credentals as usernam: maanyaj, password: test#123.
As User Dashboard is loaded or shown with appropriate user detail

If user wants to exit or quiet from application he will have to follow the Logout
process as Logout option is also available.

7. As we can see the Back button is enabled or showing, we just press on Back button to
check that session / Browser cache weakness vulnerability.

& O @ I & https;//sdmms-stqc.mkel.org/#/moms/downloads/21 ‘rill Q ¥ ¥~ 53

ok owdE

Downloads

SNo Document Name Version Download Document Uploaded On

Provider: a Knowledge Corporation Limited (MKCL)

8. After press Back button on browser the application back the all request without any
browser cache expire or no authentication required.
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< O @ & https//sdmms-stqc.mkel.org/#/ds/login Q ¥ = e

Assam Skill Development Mission

Password is case sensitive

Forgot Password? Forgot Username?

Generate Candidate Login

HELP

Helpdesk Phone Number : 7066 951 951

Knowledge Framework Provider: Maharashtra Knowiedge Corporation Limited (MKCL) Ikl el soadrnaiamamat aom

Solution: Make sure that the web page is always delivered over HTTPS.
@ Use proper session management including session cookies/token/authentication.
@ Set the Cache-control header with the “must-revalidate” attribute. This indicates that
the browser should not use the information that is cached for that particular request—
response pair.

BUG ID 15: Cross Site Scripting Weakness (Reflected in JSON Response)
Severity: Low
Description: Application is refelecting xss the payload injection in json response

Reference 1d(s):
® CWE-79

Vulnerable Point(s):
1. https://sdmms-stgc.mkcl.org/nw/nsdc/appl/v1/NSDCServer/nsdc/report

Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
1. Open burpsuite
2. Open mozilla firefox
3. start intercepting the following url
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4. We put the xss payload in filter and its we can see the response the payload injection
we put that is reflecting

Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp Project  Intruder Repeater  Window Help

Dashboard Target Prowy Intruder Repeater Sequencer Decoder Camparer Extender Project aptions User aptions.
1% 2% 3 x
[ send | v Target: hitpsffsdmms. sige.mhelorg 7 (7)
== =
In Actiens v Raw n o Acions v =
https: //sdnns-stqc.nkel . ora/nw/nede fappl/v1/NSDCServer fnsde frepart HTTR/L. 1 | | 'IH'I'TD-", 1 200 0K | -
T RESpoSLIvE FerETE— =T 2021 15:16:36 GMT q
-Length: 243 3 Content-Type: spplication/ison; charsct=utf-8 o
4 Accept: application/ison, text/plain, */¢ 4 Content-Length: 141 -
5 Authorizatilon: Bearer eyJOeXA1OLIKVIO0ILCIhbGC1O1JIUZILNLIS, ey)sh2dpbkxvZ0LkIiolMzExMzgsInlhe 5 cache-comtral: no-cache
& User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x64) AppleWebKit/537.36 (KHTML, like Cecke) & strict-transport-security:max-age=7200; preload; always
7 Content-Type: application/json;charset=UTF-8 Server!MKCLServer
8 Origin: https://sdmms-stgc.nkcl.org & Connection: Keep-alive
9 Sec-Fetch-Site: same-origin 9 Keep-Alive: timeout=15, max=100
10 Sec-Fetch-Mode: cors 10
11 Sec-Fetch-Dest: enpty 11 {
17 Ref cnkel . orgs vstatus®:error”
1 1=0.3 "message”:"Tnternsl Server Error(No Search Criteris Found fith Td:<script=alert(1):</scrip |
14 ¢ J0& WAL 0L JKVIOLLCIhbGe 101 ITUR TIML 19, ey Jsb2dpbk ruZ0L ki o1MzExMzosTn
15 arg
1¢
17 {
“postParan”:{
‘pageSize®:16,
‘currentPage” :
“filtera:null,
“filterd4value®:null
1
r
OEEIIE omatches ()40} (€[] | sea Ofmatches

Solution: Use xss protection header option to sanatize input value

BUG ID 16: Embedded Open Type File Download
Severity: Low

Description: Application is allowing to download the Eot file form server, If the web
application doesn’t check the file name required by the user, any malicious user can exploit
this vulnerability to download sensitive files from the server. Limit user from viewing or
downloading files, a malicious user may attempt to view or download any file from your
server. Attackers may construct malicious requests to download sensitive files from the
server, and further embed website webshell files to control the website server host.

Reference 1d(s):

@ OWASP Top 10 (2017): A6 — Security Misconfiguration
@ CWE-494
® WASC-14

Vulnerable Point(s):

1. https://sdmms-stgc.mkcl.org/theme/fonts/glyphicons-halflings-regular.eot
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Proof of Concept(PoC):

@ Proof of Concept of Vulnerable Point Number 1

1. Open mozilla firefox browser

2. Open the followng url in browser
https://sdmms-stqc.mkcl.org/theme/fonts/glyphicons-halflings-regular.eot

| @ NewTab x + Burp Suite Professional v2020,12.1 - Temporary Project - licensed to By Jas302n

c I@ e A e D T e Burp Project Intruder Repeater Window Help

Sequencer Decoder Comparer Extender Project options
Dashboard Target Prox Intruder
ntercept HTTP history WebSockets history Options

Re-enable

/ h| Request to https://sb-ssl.google.ccom:443 [142.250.183.46]

\ Forward H Drop Action Open Browser
Pretty \n Actions ¥

1 POST /safebrowsing/clientreport/download?key=dummytcken HTTE/1.1l
2 Host: sb-ssl.google.com

2 Connection: close

4 Content-Length: 475

5 Content-Type: application/octet-stream
& 8ec-Fetch-8ite: none

7 8ec-Fetch-Mode: no-cors

£ 8ec-Fetch-Dest: empty

Chrome/B87.0.4280.88 Safari/537.36

10 Accept-Encoding: gzip, deflate
11 Cookie: NID=

14 I_https // sdmms-stge.mkel. org/ thems/ fonts/glyphicons-halflings-regular. sot'|
_____

15| eM” }0#8A101500£08 r¢>=0; dm-00 "

User optiol

Repeater

9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé&4; =64) AppleWshKit/537.36 (EHTML, like Gescko)

208=Qivccohl4lNECI7h1lWalp-WEWS4MNkiEKE end L2 GULRWVS X ORPDERNS S0NTpoRLhXTEp 9R7 €7 AskDvRk I RN- VI
NEMJINE Zg- f9640c-jvewlcrpagDkRIMERTRymi j¥4gwopl013]qZRrGtosVESBiyp3_SiubzEafIPVsT sEE

& Ahttps:// sdmma-stqc. mkcl. org/ Chemes fonts/glyphicons-halflings-regular, ot 127.0.0.1""L
7 Hhttps://sdmms-stge.mkel. org/theme/ fonts/glyphicons-halflings-regular. eot*0J%glyphicons-halt

0 matche

O glyphicons- A @@K-H-)H Search

————— - T——— T = T T em— R e |

Solution:
Configure the web application to not to downlaod any arbitary file and eot file(s) from client
side.

BUG ID 17: Mixed content
Severity: Low

Description: The response is loaded over HTTPS, but loads other resources over an
unencrypted connection. The following "passive” resource is loaded over HTTP. An attacker
able to modify traffic could influence the application's appearance and behavior

The application loads pages over HTTPS that load other resources over unencrypted
connections. An attacker suitably positioned to view a legitimate user's network traffic could
record and monitor their interactions with these resources, which may indirectly disclose
information about the user's activity on the application itself. Furthermore, an attacker able to
modify traffic could alter these resources and potentially influence the application's
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appearance and behavior. Due to these concerns, users' web browsers may automatically
display warnings and disable affected components of the page. As a result, this vulnerability
currently has more of an impact on usability than security.

Reference 1d(s):
@® CWE-16

Vulnerable Point(s):
1. https://sdmms-stgc.mkcl.org/js/app.3c83760e04525f8942d8.bundle.js

Proof of Concept(PoC):
@ Proof of Concept of Vulnerable Point Number 1
1. Open browser
2. Open burpsuite
3. Open the following url

https://sdmms-stqc.mkcl.org/js/app.3c83760e04525f8942d8.bundle.js
4. Start intercepting wih burpsuite

m Cance Target: https://sdmms-stqc.mkcl.org /@
a==

HITE/T. 1T

Z Host: sdums-stqe.mkel.org __|F8 desanE . .

- . 46304 * work right: The browser will fetch from the URL with th

2 Connection: close

4 User—Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88
Safari/537.36

5 Accept: */*

& Sec-Fetch-Site: same-origin

Request Response
Pretty liEN"l \n Actions v Pretty IiE\UM Fender \n  Actions v E
72}
1 - 2 - - . 1 to < T Egaescription -
1 EET /3 .3cB3760204525£8942d8 . bundle. js?4badTehehl3ce3dhTE0L : . . o . . .
pET /3s/aps.3c : Unc_e.Jsiohadiehen See ] * Using Angular markup liks '((hashl]’ in a ‘sre’ attribu | [
=
[=]
_

e literal
* text "{lhash}}’ until Angular replaces the expression i

nside
* “{{hash}} . The 'ngSrc’ directive solves this problem.
-

* The buggy way to write it:

7 Sec-Fetch-Mode: no-cors -
o s * html
8 Sec-Fetch-Dest: script .
9 Referer: https://sdmms-stge.mkel. org R .
L 1, i A 1 u/ <img src="http://www.gravatar.com/avatar/|{hash}}" alt="Desc
10 Accept-Encoding: gzip, deflate ) .
11 Accept-Language: en-GE, en-US;q=0.9, en;q=0.8 PN

-
* The corrsct way to writs it:
* "7 "html

<img ng-sre="http://www.gravatar.com/avatar/{{hash}}" alt="D
escription” />
- NN

@@:HE”EH Search | 0 matches @{é} E E g src:"http:j,r‘wwwgravatar(cm/avatar{ 1 match

Done 6,596,844 bytes | 1,691 millis

5. Right click send repeater click send

Solution:
Ensure that all external resources the page references are loaded using HTTPS.

Note: If any changes required in report or in testing, please let us know within 7 days of
final report submitting, after 7 days, we will consider, it will auto accept no changes
required.
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