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Precise Testing Solution Private Ltd.

C.N-PTS-STQC-2021/PT/AS-006

Date: 17/March/2021

Web Application Security Audit (Safe to Host) Certificate

Organization Name: Maharashtra Knowledge Corporation Ltd.
Application Name and Version: Assam Skill Development Mission (V 1.0)
Tested Application URL: https://sdmms-stqc.mkcl.org/
Production URL: https://www.skillmissionassam.org/
Security Testing Date: 15-January-2021 to 16-March-2021
Audited By: Bhim Bhadur

We,Precise Testing Solution Pvt. Itd. is empanelled with Standardization ,Testing and Quality
Certification (STQC) as one of the information Technology Test Laboratory (lITL) for eGovernence.
We have completed security testing of the Assam Skill Development Mission (V 1.0) on the
base on OWASP Top 10 Recommendation

S.N | Web Application Vulnerability | Observation Remarks
: ; Injection No Issues N/A
2 Broken Authentication and No Issues N/A
Session Management
3 Sensitive Data Exposure No Issues N/A
4 Broken Access Control No Issues N/A
S Security Misconfiguration No Issues N/A
6 Cross-Site Scripting No Issues N/A
7 Insufficient Attack protection No Issues N/A
8 Cross-Site Request Forgery No Issues N/A
9 Using Components With Known No Issues N/A
Vulnerabilities
10 Underprotected APIs No Issues N/A
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Recommendation:

1. The application must be hosted with limited privileges of read and Script
Execution permission

2. On unauthorized activity, there should be auto session kill policy or session
reset policy

3. On regular basis, need to add or update software patch on server and
supporting infrastructure.

Conclusion: Assam Skill Development Mission (V 1.0) is free from OWASP Top 10
Application Security Risks - 2017 and meet above STQC Criteria. Application is safe to
Host

Note: Certificate is Valid until for Max one Year when no any additional changes in the
dynamic content and code level changes are carried out.
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