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What is a 
signature
anyway?

This functional view is equally 

valid for paper and electronic 

signatures.



Electronic Signature

Digital Signature

“

What is an 
electronic
signature?
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Use cases of 
e-signatures

Government procurement

Real estate

Payroll

P2P payment



Signatures are
all around us

Sample use case: 
Online loan application



Sources of trust
People

Process

Technology



People

Process

Technology

Trust framework

• Set standards

• Balance security and usability

• Clarify roles and responsibilities

• Promote adoption

• Risk-based levels of assurance

• Flexible to allow innovation

• Technology neutral



Levels of assurance in practice
The example of the European eIDAS regulation.

Signer identity none Signer can be identified Signer can be identified

Data integrity none
Modifications after 
signing detectable

Modifications after 
signing detectable

User onboarding none none
Identity verification done 
face to face

Technology none none Digital certificate (PKI)

Certificate issuer none none
Audited for compliance 
with rigorous standards

Signing device none none
High security device 
from approved list



Trust Framework
•

Mutual recognition

•

•

•

Legal effect

Legal Framework





Identity none

Attribution none

Endorsement none

Integrity

Hashing ensures that the 
content of a document has not 
been modified after signing.

Nonrepudiation

Verifiable timestamps ensure 
that the signer cannot deny 
having previously signed a 
document.

The role of PKI



What is a PKI?
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Use cases of 
e-signatures

Government procurement

Real estate

Payroll

P2P payment



Signatures are
all around us

Sample use case: 
Online loan application



Christopher Tullis
Program Officer, ID4D

Thank you.
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