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What is the technology?
Rainforest Connection (RFCx) uses their ‘Guardian System’ to help protect 
forests and wildlife from illegal logging and poaching. Unlike visual-based 
tracking systems (such as drones or satellites), the RFCx approach relies 
on acoustic sensors that monitor the ecosystem soundscape at selected 
locations, generating real-time data on deforestation and poaching activity 
and enabling real-time interventions. Part of this system is the Guardian 
hardware, a solar-powered acoustic streaming device that is placed 
in tree-top canopies, with a highly sensitive external microphone that 
captures all ambient sound within 3 km2, depending on the source of the 
sound. The “Guardians” upload a continuous recording of the surrounding 
environment’s soundscape, transmitting the audio to the cloud for further 
analysis. The data-powered alert system uses irtificial Intelligence (AI) 
and machine learning to deliver rapid insights into what transpires in vast 
forest ecosystems, identify potentially harmful behavior, and help rangers 
on the ground pinpoint and stop damaging activities as they occur.

A specialized configuration of solar panels, designed to capitalize on 
the thin and short-lived bands of sunlight that penetrate tree canopies, 
weatherproof enclosure, and custom power circuitry boards and battery 
packs provide power to the Guardians to operate 24 hours per day. There 
is an external directional antenna to connect them to the nearest network. 
It is possible to connect additional sensors to Guardians, which also have 
satellite-connection capabilities for regions in which the cell network is 
not present. These devices can run AI models on the edge and send alerts 
in real time via satellite in the most remote parts of the world.

Each Guardian runs a collection of services responsible for gathering, 
caching, and transmitting audio data continuously during daylight hours 
and at night, depending on project requirements. Furthermore, the 
application program interface (API) gives access to the audio files to verify 
the detection and allows downloading of the data as a .csv file, which 
Excel and other end-user programs can open. 

What are the current applications  
of the technology? 
Rainforest Connection was launched in 2013 and has deployed its 
technology in 22 locations at the time of this survey. In Brazil, RFCx initiated 
one of their first proofs of concept by monitoring an indigenous tribe’s vast 
reserve. Sound/alerts and patterns of activity helped the tribe to monitor, 
protect, and support the defending of their land from illegal logging.  

Rainforest Connection

Hardware devices 
gathering sounds 
of the surrounding 
environment via 
acoustic sensors 
and combining these 
bio-acoustics with 
machine learning to 
determine threats 
and send out real-
time alerts. 
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Spy in the treetops: a microphone, 
antenna, and mini-computer, powered 
by solar panels. Source: ©RFCx
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With alerts for the illegal activities generated 24/7, the forest defenders 
are provided a trove of data to guide the interventions against illegal 
activities on their land (RFCx, n.d.). In Africa, RFCx was able to demonstrate 
on a test basis that monitoring and one key road that is used by poachers 
could enable the protection of a large area of rainforest. The organization 
was able to show patterns of activity related to poaching and vehicles in 
the protected area after dark and during the weekends.

How is this technology  
reducing poaching? 
The RFCx system helps local partners recognize patterns of activity 
related to poaching, such as alerts for cars, trucks and motorcycles used 
by poachers, gunshots, or barking dogs in key protected areas. This in turn 
facilitates the allocation of limited manpower to target key days and times 
each month when poaching activities are shown to be very high. Especially 
in remote and vast areas, where rangers can only patrol a fraction of it 
at a time, the Guardian devices are a tremendous assistance to pinpoint 
locations under threat and guide law enforcement deployment. This holds 
true not only for wildlife, but also for reducing illegal deforestation. 

About the Project/Organization
Rainforest Connection is a California-based nonprofit technology 
organization in the United States, which has created the world’s first 
scalable, real-time monitoring system for protecting against illegal logging 
and studying remote ecosystems and biodiversity. The team has deployed 
their RFCx Guardian System and RFCx Biodiversity Monitoring system in 
tree canopies and in natural environments. 

RFCx also developed a mobile app for users to listen to live audio streams 
from the rainforest in Peru, Ecuador, and beyond. RFCx technology is 
advancing through a comprehensive biodiversity monitoring program 
that allows local partners to measure progress of wildlife restoration and 
recovery through principles of adaptive management.

Additional Resources
•	 Turning Sound into Action: Made Possible by Arm (2021)

•	 Pattern Matching Results Saved as Validated Species (2021)

•	 Rainforest Connection: Protecting Indonesia’s Forests through Threat 

Response (2021)

•	 The spy tech that listens out for illegal logging (2021)
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Websites and 
Social Media 
Rainforest Connection

https://rfcx.org/

Twitter: @RainforestCx

Rainforest Connection 

YouTube Channel

Rainforest Connection 

– Facebook Page

Rainforest 

Connection® Player – 

Google Play Store

Guardian listening 
stations installed in 
tree canopies across 
22 countries including 
Indonesia, Ecuador, Peru 
and Brazil. Source: ©RFCx

With the recent launch of Rainforest 
Connection® Arbimon, users can upload 
and analyze an unlimited amount of 
audio from your AudioMoth and other 
devices. Source: ©RFCx

The Visualizer is an intuitive viewer 
to review spectrograms, listen to 
recordings, and annotate audio.  
Source: ©RFCx

https://play.google.com/store/apps/details?id=org.rfcx.android.stream&hl=en&gl=US
https://rfcx.org/
http://@RainforestCx
https://www.youtube.com/channel/UCaD3OqOk2pPDvm-rmgyaQlg
https://www.youtube.com/channel/UCaD3OqOk2pPDvm-rmgyaQlg
https://www.facebook.com/RainforestCx/
https://www.facebook.com/RainforestCx/
https://play.google.com/store/apps/details?id=org.rfcx.android.stream&hl=en&gl=US
https://play.google.com/store/apps/details?id=org.rfcx.android.stream&hl=en&gl=US
https://play.google.com/store/apps/details?id=org.rfcx.android.stream&hl=en&gl=US
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Rainforest Connection Factsheet
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Poaching, wildlife monitoring, illegal logging, and mining

Multiple species

Protected areas; buffer zones and corridors; community or indigenous 
lands; private reserves online platforms/websites (mobile app) 

Collecting its own data and analyzing/aggregating data from other 
sources

Rangers; NGOs; protected area authorities

Smart phones/tablets; computers/laptops

Audio detection

Data storage platforms/cloud service; cellular network; Wi-Fi; 
electricity; solar panelsl satellite

Artificial intelligence; mobile applications

Variable, depending on project objectives

Several months

Relatively low costs of hardware and installation 

Need basis

As needed, integrated into daily operations

Once every six months to one year

Low capacity (basic technological skills)

Sound library, alerts for illegal activities, species presence 

AI continuously analyzes the data and sends an alert 

Yes, API endpoints are available

			 

Number of projects/ places using this 
technology as of 2021-2022	

Issues addressed

Species focus	

Locations where technology is 
currently implemented in	

Data source	

Current users	

Devices and Technologies Used	

Communication devices	

Detection devices	

Infrastructure	

Compatibility with other technologies	

Setup and Implementation	

Typical size of implementation

Duration from inquiry until set up	

Costs 

Operation	

Frequency of interaction with technology

Days per month for operation/analysis	

Frequency of maintenance	

Necessary expertise	

Outputs	

Generated data	

Frequency of data analysis and reports	

Can output or data be integrated  
into other solutions	


