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Digital transformation underpins strong economic growth, especially in this post-pandemic
world. Digital transformation in the Lao PDR will enable better cross-border trade, cashless
payments, and more efficient and effective public services delivery. Digital technologies
will also open new economic opportunities, through which Laos can achieve its growth
aspirations. Hence, the Lao government is committed to driving economic growth through
the acceleration of the digital economy. The Digital Economy Strategy (2021-2030) and
the National Digital Economy Development Plan (2021-2025) promote productivity
improvements through digital transformation in both public administration and the private
sector.

Laos has already embarked on the journey towards a digital future: more than 98 percent
of the population have access to telecom infrastructures, around one million Lao people
subscribe to mobile banking users, and digital startups are emerging in the capital,
including food delivery, e-commerce, ride-hailing, and so on. To accelerate digital adoption
and transform government processes, a number of e-government applications and
platforms have been developed at all levels of administration, including video conferencing,
messaging and chat applications. During the pandemic, the government introduced the
LaoKYC (Lao Susu) application to manage digital vaccination certificates and passports.
The Khang Panya Lao digital educational platform enabled the government to minimize
learning disruption for 90,000 primary and pre-primary pupils during COVID-19. The
government has also adopted laws and regulations to support the digital economy and is
investing in data centers and cloud infrastructure.

Our ambition for a prosperous Laos in the digital era is aligned with the objectives of the
9th National Socioeconomic Development Plan 2021-2025 and the National Agenda on
Addressing Economic and Financial Difficulties. This includes achieving poverty alleviation,
human resource development, and export diversification. Digital transformation wiill
enhance the overall quality of life of our citizens and the competitiveness of enterprises in
the country, but it requires forward-looking policies and safeguards to ensure that all Lao
people can benefit from digital transformation. The World Bank’s “Positioning the Lao PDR
for a Digital Future” report provides an assessment of our progress so far and identifies
gaps that need a whole-of-government approach to build a robust digital economy. In
line with the report’s findings and recommendations, the Lao government will continue
pursuing its efforts to maximize the benefits of digital technologies for all citizens of the
country.

Dr. Thavisak Manodham

Director General, Digital Government Center
Ministry of Technology and Communications
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The Vision

1. The Government of the Lao PDR has articulated a vision for the digital economy
to grow from the current level of 3 percent to 10 percent of GDP by 2040% Its 10-
year Digital Economy Strategy (2021-2030) and the 5-year National Digital Economy
Development Plan (2021-2025) elaborate on the government’s ambition. The government
is aware that the digital economy is expanding at an unprecedented rate throughout
Southeast Asia and that Laos will need to keep pace. Several neighboring governments
have highlighted digital transformation as a key recovery measure in the post-COVID-19
era. For example, Vietnam issued two key digital transformation documents—National
Digital Transformation Program to 2025, Orientation to 2030, and the National Strategy
on the Fourth Industrial Revolution to 2030—in 2020.

2. To realize this vision, Laos’ digital transformation will need to permeate all
sectors of the economy. Enabling more widespread access to high-speed internet for
the population will allow the use of data-intensive applications to unleash the benefits
of the digital economy. E-commerce platforms will help to generate inclusive growth in
rural areas by lowering barriers to entry for micro-, small and medium enterprises (MSME),
and businesses owned by underrepresented groups. Widely available, reliable, and secure
digital payments will be necessary for the development of the platform economy. Digital
payment services are starting to emerge; a digital transformation will promote broader
access and universal adoption.

3. Laos’ digital transformation will require a strong policy and regulatory foundation
as well as progressive digitalization of government services. This includes regulations
that facilitate digital transactions and protect users of online services, a strong institutional
framework that helps make necessary reforms in a timely and effective manner, and
crucially, strengthening the digital skills of citizens, businesses, and government. Equitable
access to high-quality digital skills will be a prerequisite for equitable and sustainable
development and will be positively correlated with GDP per capita.

Challenges and Opportunities

4. Before the COVID-19 pandemic Laos had one of the fastest growing economies
in the world, averaging growth rates of 7.3 percent from 2009-2019. Despite pandemic
related disruptions Laos still has significant potential for digital transformation. It is a
young nation with a large proportion of digital natives. Digital solutions such as mobile
banking and platforms such as LOCA? and GoTeddy?® are gaining popularity in urban
areas and among younger residents. The government has started to modernize outdated
laws; new laws such as the Law on Electronic Data Protection (2017) and Law on Digital
Signature (2018) reflect the growth of digital services. The government has also committed
to the ASEAN Work Programme on Electronic Commerce (AWPEC) 2017-2025, which will
facilitate cross-border e-commerce in the region and connect Laos to larger markets.

5. But Laos has been behind the curve in many aspects of the digital economy.
Less than half of the population has a mobile broadband subscription, cash rather than
digital payments are the norm, paper archives in government offices are yet to be digitized.
The lack of a government-wide digitalization strategy has created siloed systems and
processes, and the legal and regulatory framework for the digital economy requires further
strengthening particularly in areas of data protection.




6. This report highlights steps that the Government of the Lao PDR can take to
expand the digital economy. Overall recommendations of this report will help the Ministry
of Planning and Investment and Ministry of Technology and Communication (MTC) prioritize
and deepen actions outlined in the 10-year Digital Economy Strategy (2021-2030) and the
5-year National Digital Economy Development Plan (2021-2025). Establishing a steering
committee presided by a ministry such as MTC, in a whole-of-government approach, will be
a critical factor to coordinating national strategic objectives across different line ministries
and government agencies. As follows, each chapter of the report addresses a particular
topic in the digital economy and is intended to support different line ministries in achieving
the national vision. Key findings and recommendations of the report include:

Chapter 3.
Governance and
institutional
setting, legal
and regulatory
framework

For Laos to streamline the development of the
digital economy it needs to establish better
coordination mechanisms such as creating an
intergovernmental steering committee at the
highest level possible.

With digital skills becoming more relevant, the
Ministry of Education and Sport (MOES) and
Ministry of Technology and Communication (MTC)
should establish a working group with a mandate
to develop a masterplan for digital skills.

Laos can strengthen its existing legal framework
that reflects digital maturity and is aligned
with international good practice, especially in
areas such as telecommunications and internet,
cybercrime and cybersecurity, data protection
and consumer protection.

. MTC, MoES

Chapter 4.1
Connectivity

High-speed, high-quality broadband is a pre-
requisite for digital transformation and improving
access to high-speed internet in Laos will require
a combination of regulatory incentives and
investments.

Upgrades of existing cell sites and large-scale
deployments in fiber to the home (FTTH) can
increase the coverage of 4G/LTE population.

Regulations that encourage competition among
a broader mix of market players and facilitate
passive infrastructure sharing, including *“dig
once” policy can be instrumental in improving
citizens’ access to mobile and fixed network
services.

- MTC




Chapter 4.2
Digital Payments

Bank of Lao PDR (BolL) can leverage the
momentum from emerging international trends
such as increased adoption of fast payments,
central bank digital currencies (CBDC), and
integration of payment systems across borders,
to accelerate the adoption of digital payments.

Promotion of innovation and competition in the
market through schemes such as regulatory
sandbox will not only support the development of
the market but also support capacity development
of BoL staff.

Upgrading of the Law on Payment System can
support the development of the market and entry
of new players.

. BolL

Chapter 4.3
Digital Skills

Laos can ensure digital leadership in government
by conducting an in-depth assessment of digital
skills and learning needs of government ministries,
starting with a pilot ministry.

Digital skills training in Technical and Vocational
Education and Training (TVET) and Non-formal
education (NFE) will need to become a key part
of the curricula.

Encouraging the development of channels and
platforms using existing technologies such as
Khang Panya Lao will be beneficial.

- MOES,

- Ministry

- of Labor

- and Social

- Welfare

. (MLSW), MTC

Chapter 4.4
Platform
Economy

Laos should refine its regulatory approach to
platform-based businesses by referencing the
different approaches being taken by US, China
and Europe.

A nationwide assessment of the challenges
and opportunities of platforms could guide
policymakers in formulating policies that can
catalyze the growth of digital firms and digital
entrepreneurship.

Tailored and innovative assistance programs
should be made available to support digital
entrepreneurs and locally grown platforms.

- MTC,

: Ministry of
. Industry and
. Commerce
(MolC)




Chapter 5 MTC
Digital

Government

e Strengthening governance and coordination
mechanisms through an intergovernmental
steering committee as well as a government
enterprise architecture, government-wide data
governance framework and capacity building
and change management plan will be crucial in
the near term.

e e e o o0
e e e o o0

.
.

e e e o o0
e e e o o0

e e e oo
e e e oo

e While LaoCERT is responsible for managing
cybersecurity incidents, the lack of a government-
wide cybersecurity strategy needs to be
addressed.

.
.

.
.

e In the long-run, Laos can consider implementing
user-centric design and incentivizing citizen
engagement in public services.

e e e o o0
e e e o o0

.
.

7. These recommendations set the foundation for an innovative, sustainable, and
more competitive economy as the government seizes the opportunities and momentum
from regional growth and integration.
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8. The analytical framework for the digital economy underpinning this report has
been developed by the World Bank Group and validated by client countries in several
regions including East Asia, South Asia, Africa, and Middle East/North Africa. It focuses on
the key building blocks for the digital economy, viz.

o Digital infrastructure: Access and usage of fixed and mobile broadband and fiber-
optic cables. Access to digital connectivity should be universal and affordable.

« Digital financial services, digital government and identification systems that allow
individuals, businesses, and governments to interact and conduct transactions.

o Digital entrepreneurship: a supportive ecosystem of government regulations and
access to financing.

¢ Digital platforms, including e-commerce and e-government, to drive usage and
foster economic activity.

o Digital skills: creating a pool of digitally skilled workforce will be key to increasing
usage and economic activity.

e Cross-cutting enablers: strong regulatory frameworks that foster competition, a
supportive macroeconomic and business environment, including appropriate tax
policies, and a robust regulatory environment for data protection and cybersecurity
to manage risks.

FRAMEWORK - The Foundational Elements of the Digital Economy

Usage

Digital
Entrepreneurship

Digital Financial
Services

Digital Government
and Identification

@ Digital
Infrastructure

Cross-cutting areas

Digital Platforms

Digital Skills

(¥

« Strong regqulatory framework to foster competition

« Manage risk: data privacy and cyber security
» Supportive macroeconomic and business climate

Source: World Bank, various Digital Economy Assessments



9. The digital economy in Laos is estimated at around 3% of GDP4, with the
expectation that the digital economy will grow to 10% of GDP by 2040. Compared with
the industries that make up the GDP, the digital economy of Laos is close to the size of other
manufacturing sectors and is slightly larger than financial (4.4 percent of GDP in 2020) and
insurance (3.0 percent) activities.® This section provides a snapshot of the digital economy
in Laos and examines various aspects that fuel the digital economy—such as social media
use, mobile and fiber connectivity, quality of connections, the digital startup ecosystem as
well as its enabling environment.
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3.1 Governance and Institutional Setting for Digital
Transformation

10. Effective and transparent governance arrangements are essential if Laos is
to realize the socioeconomic benefits of digital transformation. Digital transformation
requires legal, institutional, technological, and cultural changes across government and
the wider ecosystem. This in turn needs high-level political commitment with effective
institutional leadership and coordination. There is no single way to accomplish this.
Singapore, a regional leader, set up the Smart Nation and Digital Government Office®
(SNDGO) underthe Prime Minister’s office; Malaysia setup the National E-Commerce Council”
(NeCC) comprising various ministries and agencies; and Vietnam set up the E-Commerce
and Digital Economy Agency under the Ministry of Industry. These arrangements have
advantages and disadvantages that need to be considered in the context of a country’s
particular goals, development stage and political economy.

Current State Assessment

11. In Laos, the Ministry of Technology and Communications (MTC) leads the country’s
digital transformation. MTC was created in October 2021 from the merger of the Ministry
of Science and Technology (MST) and Ministry of Posts and Telecommunications (MPT).
It is composed of 15 departments and has oversight functions over key areas including
connectivity, telecommunications, cyber-security, digital government, and innovation. The
Digital Government Center, which is currently part of MTC, started as an e-government
project in 2006 with the goal of increasing the government’s effectiveness and service
delivery through ICT. It has since evolved to offer several digital government services,
including:

e centralization of government computing services,

¢ management and development of administration and service software,

e management and provision of services on centralization of government information,
e training and promotion of e-government.

12. The Lao National Internet Center (LANIC), also under MTC, was established in
2010. Originally it was founded to be an internet exchange point® (IXP) but it has evolved
to take on additional functions such as operating data centers, the government cloud,
and managing the “.la” country code top-level domain (ccTLD). LaoCERT was established
in 2012 and is responsible for handling cybersecurity incidents. Due to their recent
consolidation under MTC there is still overlap between the different entities, which now
have become departments of MTC. Efforts to streamline functions are ongoing. Figure
3.1 summarizes the current institutional structure, the principal government institutions
involved, the governance areas they oversee, and the main policy documents.




Figure 3.1. Laos Digital Transformation As-Is Governance and Policy Framework.
Source: authors.
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13.  Bol has oversight of the national payment system. The Law on Payment Systems
was adopted in 2017. It put forward a strategic approach to payment system reforms,
explicitly including the increased adoption of non-cash payment instruments as one of the
strategic priorities of the country. Bol's Payment System Department (PSD) was formed
in 2018. The mandate of the PSD is broad, spanning from day-to-day payments oversight
and supervision to a proactive role in promoting innovation. Currently the PSD does not
have sufficient capacity to effectively perform the many tasks assigned to it.

14. The Ministry of Industry and Commerce (MolC) and MTC provide oversight of
domestic e-commerce. These entities are actively facilitating the emergence of digital trade
and entrepreneurship, for example through promoting the Decree on E-Commerce adopted
in April 2021. The Decree sets out the regulatory framework for businesses engaged in
e-commerce operations, the procedure and requirements for e-commerce contracts, and
the management of e-commerce activities by the different government ministries. The Laos
ICT Commerce Association (LICA)®, under the purview of MolC is an umbrella association
that groups IT professionals, IT software and hardware companies as well as ISP and
IT-related Human Resource Development companies. LICA was established in 2005, it
currently has more than 40 members, including some banks and all the telcos.

° https://lica.la/en/



15. MTC, the Ministry of Education and Sports (MoES), and the Ministry of Labor
and Social Welfare (MLSW) are the key institutions responsible for the development
of digital skills of the workforce. The 9th National Socio-Economic Development Plan
(NSEDP, 2021-2025) stipulates ICT must be used in teaching and learning for secondary
and tertiary education. MoES is currently developing its own ICT policy under the national
ICT policy, and the Education and Sports Sector Development Plan 2021 to 2025 stipulates
that ICT should be used in teaching and learning processes to improve the quality of
education and meet the need of the labor market. MLSW is set to establish an ICT Center,
with support from the Republic of Korea to train workers in IT skills. MTC operates an
ICT training institute and recently signed an agreement with China Railway Construction
Group Co. Ltd to construct a new building for the ICT training institute. The building will be
equipped with the necessary teaching and learning materials, laboratory equipment and
examination facilities.

16.  The key policy documents guiding digital transformation in Laos are the National
Digital Economy Development Vision 2040 (2021-2040), the 10-year Digital Economy
Strategy (2021-2030) and the 5-year National Digital Economy Development Plan (2021-
2025). The National Digital Economy Development Plan defines digital transformation as
one of seven pillars of the national agenda and foresees the digital economy growing from
3 percent?® to 10 percent of GDP by 2040. It addresses several key policy areas, including:

e The Digital Government Plan,

¢ Digital Payment System Plan,

¢ Human resource digital development plan,

e MSME business promotion and start up development plan,
e Digital Security Plan.

17.  Existing building blocks of the digital governance framework need to be further
strengthened to drive the development of the digital economy. The digital economy
institutional setup demonstrates an acceptable level of development but is fragmented
and uncoordinated operationally. MTC, line ministries and other organizations in the digital
economy ecosystem report are not always informed of each other’s plans and actions.
Not all ministries and provinces have a clear vision for their digital transformation. Several
digital transformation initiatives have been undertaken by central government—but
implementation is slow, primarily due to limited availability of budget and funding. There is
frequent duplication, and actions that are not aligned with the overall strategic approach.
The recent consolidation of functions in MTC for both planning and implementing the
digital strategy provides a basis for strengthening its position as the central driver of digital
transformation.
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18.

Future State and Goals by 2027

As Laos progresses in its digital transformation, the governance structure needs

to be further consolidated. Effective implementation of the digital strategy requires an
appropriate institutional framework, helping institutions to break with the traditional
culture of working in isolation. MTC'’s position as the lead institution of the ecosystem
is key, but better coordination is necessary. Giving priority to co-ordination of planning
and implementation with other entities would be beneficial. Priority areas that should be
addressed include:

strengthening coordination mechanisms, providing a formal institutional forum to
facilitate and promote dialogue among stakeholders, and

strengthening key enablers such as digital payments, digital skills, and cyber
security.

Recommendations

Establish better coordination mechanisms. The ambitious targets set out in the in
the 20-year Vision on Digital Economy Development (2021-2040) can only be met if
the digital economy ecosystem and its co-ordination mechanisms are strengthened.
The government should establish co-ordination mechanisms within two levels,
strategic and operational, to guarantee the appropriate level of performance
and coherent use of digital technologies throughout the economy. Country-wide
strategic decisions should continue to be led by MTC, but it may be useful to create
an intergovernmental steering committee at the highest level possible that involves
all the relevant parties to co-ordinate digital economy initiatives. At the operational
level, better coordination between actors is also necessary. MTC should look for
ways to empower government IT managers to design and implement coordinated
ICT policies.

Establish formal spaces for structured co-ordination with stakeholders in
the digital economy ecosystem. Until now, most links with other stakeholders
have been established in an ad hoc way. The current architecture lacks a formal
institutional forum (an advisory council, for example) to act as an intersectoral forum
that facilitates and promote dialogue with these groups, including private sector,
academia, and civil society, as well as local governments (provincial and district
level), and the legislative and judicial branches. This forum is essential to ensure a
citizen- and demand-driven, inclusive, and participatory approach to development
and implementation of the digital strategy. It would also cement the role of the
government as a platform. Sub-commissions could be created for areas of interest
such as digital government, e-commerce, and electronic payments.

MTC should strengthen the role of LaoCERT!! to develop a country-wide Cyber
Security Strategy. LaoCERT, in collaboration with other government entities and
stakeholders from the private sector and academia, should develop a national cyber
security strategy that implements a whole-of-society approach to cybersecurity
prevention, detection and response. The strategy should lay out how to improve
understanding of cyber risk, how this can drive more effective action on cyber
security and resilience, seek ways to enhance and expand the nation’s cyber skills
at every level, and how to secure critical infrastructure and technologies. National
cybersecurity strategies are used in many countries, including the United Kingdom.*?

11
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e Bol should further strengthen payment system oversight and the PSD should
be adequately staffed. Staff capacity should be increased and diversified through
hiring different profiles, providing training to staff, ensuring their exposure to
international events, and practice on-the-job learning. BoL should develop and
publish a payment system oversight framework and could consider adopting an
oversight manual.

e MoES and MTC should establish a working group, meeting quarterly, with a
mandate to develop a masterplan for digital skills. It should include representatives
from all relevant public stakeholders and development partners. They should also
establish an annual event for sharing updates on the work of the group on digital
skill development. This event should include all relevant ministries and development
partners, as well as concerned institutions, including National University of Laos,
teacher training colleges, Non-Formal Education Development Center, and ICT
Center.

3.2 Legal and Regulatory Framework for Trust,
Security and Usage of Digital Transactions??

Current State Assessment

Telecommunications/Internet Regulation

19. Legal and regulatory enabling measures are needed to support the private sector
to roll out new infrastructure more quickly, both mobile and fixed broadband. An initial
set of regulations has been enacted in response to obligations under the WTO Reference
Paper on Telecommunications. The Law on Telecommunication (Amended) No.09/NA
of December 2011 creates the key regulatory elements for licensing, interconnection,
infrastructure sharing, the allocation of radio frequency, telephone numbers and Internet
domain names, as well as a Telecommunication Development Fund. But the extent and
effectiveness of implementation is not clear, and a further detailed assessment is needed.!*

20. A Telecommunications Regulatory Authority (TRA) has been established in the
Ministry of Communications and Technology (Decree No 109/PM) promulgated on March
27,2017. A Decision establishing the mandate, functions, and responsibilities of TRA has
also been approved (No 1684/MPT of April 5, 2017). TRA is an autonomous department of
MMTC and has authority to gather fees, budget and make decisions, subject to the overall
responsibility of the Minister. The Director General is accountable to the Minister for the
performance of the Authority.

13
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21. TRA is independent from telecom operators. This is guaranteed in article 7.1 which
stipulates that the leadership of the Authority shall not have: “[...] any position or share, not
being an Advisor of or being engaged in operations of any telecommunication businesses.”

22. TRA is organized into six key departments, with subordinate instruments to
support the implementation of the law. The departmental structure largely follows the
approach stipulated in the WTO Reference Paper, and covers Licensing, Competition,
Universal Service Obligation (USO), Industry Development, and Consumer Protection.
Subordinate instruments also largely follow the structure recommended by the WTO,
with regulations on licensing, interconnection, competition, tariffs, numbering and radio
spectrum.

23. A review of the regulatory framework for telecoms/internet infrastructure has
highlighted the following challenges:

e Licensing. The relevant document does not set out sufficient detail about the types
of service providers that are subject to licensing. The authority also only has a short
timeframe to assess and grant a license, and so it is not clear whether the regulation
has met with any implementation difficulties.

e Interconnection. It is not clear how interconnection rates are set.

e Competition management. The definitions of anti-competitive behavior depart
from international best practice. The relationship between the sector-specific
competition law and the generic competition law (the Law of Business Competition)
is not clear.

e Tariffs. The Decision on Determination of Telephone and Internet Fees and Principles
of Sales Promotions regulates prices in detail. This may limit competition, to the
detriment of consumers.

e Universal Service Obligation (USO). There is currently no policy or framework to
operationalize the USO as a possible mechanism to promote services in underserved
or remote areas.

¢ Unregulated areas. No regulations have been developed yet on wholesale access
and infrastructure sharing, number portability, roaming, consumer protection, or
quality of service.

Intermediary Liability for Digital Platforms

24. Rules limiting the liability of intermediaries for the content that flows over their
platforms are fundamental enablers for the growth of these platforms, as well as for the
free flow of data. There is, however, a global debate about how responsible intermediaries
should be for moderating this content, and about the transparency and accountability of
the decision-making processes that support their moderation decisions.

25. Laos does not appear to have a comprehensive legal regime for intermediary
liability. Articles 33-35 and 38 of the Law on e-Transactions articles provide for the
regulation of intermediaries that provide services for the transmission and storage of
electronic documents and data messages, plus related services.'®* Some of these provisions
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are broad and may impact the free flow of data.’® Details on intermediary liability are to
be determined through implementing regulations developed by MTC, which have not been
reviewed. A Decree on Information Management on the Internet was also passed in 20147
but was not available for review.

Digital Transformation of Government and the Economy

26. The digital transformation of government and online service delivery requires
a legal and regulatory environment that enables secure, authenticable electronic
transactions, and facilitates data exchange and interoperability. At the same time,
safeguarding legislation and regulation on data protection, cybercrime and cybersecurity
and consumer protection foster trust in digital transactions. The legal and regulatory
enabling environment for the digital economy should be principles-based and technology-
neutral so that it is sufficiently agile to adapt to technological developments. Implementing
and enforcement entities should be resourced and capable so they can undertake their
functions effectively.

E-commerce and E-transactions

27. The legal framework for e-transactions provides an overarching framework that
helps create trust in both public and private sector online transactions. It does this by
defining the principles, rules and processes for the recognition, management, use, and
inspection of electronic communications.

28. A first-generation legal framework for e-transactions and e-commerce in Laos
has been developed. This comprises the Law on Electronic Transactions (“e-Transactions
Law”) enactedin 2012, the Law on Electronic Signatures (No. 59/NA of 2018), and secondary
legislation including the Decree on Electronic Ecommerce, the Decision on the Electronic
Signature Service (No.1101/MPT of 2020), and the Decision on the Certificate Authority*®
that support the implementation of the e-Transactions Law. The e-Transactions Law
grants legal equivalence between paper-based and electronic communications, contracts,
signatures and records (with limited, reasonable exceptions). It takes a layered approach
to the digital authentication of parties to a transaction by acknowledging the validity of
both basic and secure electronic signatures and is broadly consistent with the UNCITRAL
Model Laws on E-Commerce and E-Signature. A review of this framework has highlighted
the following issues:

e The authentication regime still needs to be operationalized. Particularly since
it does not appear that Laos has implemented a trusted foundational digital
identification system to support secure and reliable authentication and verification
of parties to an online transaction.®

e The Law on Electronic signature and the Decision on Electronic Signature Service.
These define elements of electronic signature certification services and license and
requirements of serviceissuers and providersindetail. Lao has two levels of electronic
signature certification providers.?° The National Root Certificate Authority, the root
certifier, is responsible for providing electronic signature certification services to
certificate authorities. Both public and private entities are eligible to issue digital
certificates if they are licensed by the Ministry of Technology and Communications
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(MTC) and authorized by the National Root Certificate Authority.?! While the legal
framework provides for the creation of a local certificate ecosystem, it is not clear
how many certificate authorities are either registered or operational.

e The Decision on E-Commerce. Decision No. 296/GOV was adopted in April 2021.
It complements the legal framework for e-commerce by setting out the rules for
the registration, operation, and management of activities for businesses engaged
in e-commerce activities. It stipulates requirements for business registration and
sets out the rights and obligations between parties to an e-commerce agreement
conducted on a digital platform, including requirements to provide clear and correct
information about the service provider, price, delivery and condition of the goods,??
and requirements to protect electronic information to prevent their access, usage,
modification, destruction and transfer to third parties, pursuant to rules laid out in
the Law on Electronic Data Protection and relevant regulations.?

29. These provisions are important elements for fostering trust in online transaction
by protecting consumer rights and reducing information asymmetries.?* While the law
does improve the certainty of the enabling environment for e-commerce, requirements for
businesses to be locally incorporated and a lack of rules on cross-border commerce?® might
impede Laos’ “regional and international integration” objectives.?®

Cybercrime and Cybersecurity

30. Laos has a national cybercrime law that defines principles, regulations and
measures aimed at “preventing, combating, curbing and eliminating crime”, and
protecting computerdata and criticalinfrastructure and information and communications
systems through which data flow. This is the Law on Prevention and Combating Cyber
Crime No.61 of 2015 (“Cybercrime Law”). A good practice cybercrime framework effectively
gives teeth to cybersecurity policies, by criminalizing unauthorized activities targeting ICT
and software, including access and misuse of data systems.

31. For typical aspects of cybercrime, the Law aligns with good international practice.
The scope of cybercrimeis typically understood toinclude unauthorized access to a computer
system, unauthorized monitoring, data alternation or deletion, system interference, theft
of computer content, misuse of devices, and offences related to computer content and
function. Articles 8-18 provides clear definitions of several “typical” cybercrimes, including
unauthorized computer access and interception, computer system interference, data and
information forgery, which it criminalizes.
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32. The Cybercrime Law diverges from good practice in terms of definitions and
scope of criminalized activities and procedural elements. It departs from frameworks
such as the Budapest Convention on Cybercrime?” by criminalizing conduct such as
“causing damage via online social media” (article 13). In its current form, the article
criminalizes conduct such as posting computer data on “slandering, blaspheming, [and]
using impolite words”, applying “violence, false, misleading and deceptive information,
“destroying national security, peace, order in society, national culture and fine tradition of
the nation”, and “convening, persuading and encouraging people to resist the government
or separate the national solidarity”. Unlike the provisions referred to above, where the
definition of criminal conduct is clear, the broad wording of article 13 risks the provisions
being interpreted to grant excessive discretion for prosecution. Similarly, article 14 diverges
from good practice by criminalizing the dissemination of all pornography — rather than
focusing on the dissemination of child pornography, as in the Budapest framework.?® A
criminal prosecution under this law can result in a three-year prison sentence, and civil
liability can lead to fines of up to 30 million Kip. Cybercrime laws are a safeguard to foster
trust in a digital economy and society, but these provisions may have a negative effect on
that trust.

33. Neither the Cybercrime Law nor the criminal procedure law appear to include
specific rules on e-evidence.?® Combating cybercrime requires that the legal framework
includes rules on collecting, accessing and preserving the integrity of electronic data
that may be used as evidence. While the Law does require the protection and storage of
information “in good condition” by service providers responsible for data management,°
good practice models mandate specific legislative measures to enable competent
authorities to obtain relevant data expeditiously and, for as long as reasonably necessary
to seek their disclosure, to ensure its integrity is preserved.3!

34. Under the Law on Criminal Procedures, to which the Cybercrime Law refers, a
warrant for search, seizure and arrest can be issued by either a public prosecutor or a
judge,3? which risks undermining the impartiality of the investigation process. Evidence
should be obtained while respecting due process safeguards, including requiring the
investigatory authority to obtain a warrant or court order based on reasonable grounds to
believe that any computer data would be relevant for the investigation or prosecution of an
offense.

35. The Cybercrime Law supports international cooperation, providing for trans-
border access to computer data or to obtain evidence from third parties. This is usually
done through mechanisms including Mutual Legal Assistance (MLA) treaties or agreements.
Articles 35-38 of the Cybercrime Law provide for the applicability of MLA agreements,
but the legal framework would benefit from further specifying how MLA is undertaken in
practice®, to enable the government to effectively coordinate and cooperate with other
countries in combating cybercrime.
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36. The national Computer Emergency Response Team (CERT) is located in MTC.
While some of its functions34, such as developing programs to prevent, monitor and combat
cybercrimes, overseeing, trackingand respondingtoreports of cybercrimes, and undertaking
international cooperation are typically undertaken by CERTSs, other activities the CERT is
legally mandated to undertake, such as the development of strategies and policies and
disseminating relevant laws and regulations, may be more appropriately conducted by a
different entity within MTC that may be more appropriately resourced to undertake such
policy functions. This could also help reduce the overlap in mandates between LaoCERT
and the MTC, which already is legally mandated to undertake a policy and regulatory role.*®
Finally, given the overlap between the functions allocated to the Ministry and its satellite
offices at the provincial and municipal levels, it would be important to establish clear
coordination and reporting channels between them.

37. Some provisions regarding fines for conduct are vague.®” The law seeks
implementation through a “carrot and stick” approach combining incentives for
performance®® with disciplinary measures for violations, including not supplying data or
information “on defined time or period” to the investigation authorities. The time or period
is not defined in the law, which may result in overzealous or discretionary enforcement.

Data Protection

38. The scope of the legal framework for data protection in Laos is broader than
typical data protection law. It is determined by the Law on the Protection of Electronic
Data No. 117/PO of June 23, 2017 (“the Law”) and the Guideline on the Implementation
of the Law on Data Protection No0.2128 of 2018 (“the Guideline”), which supports the
implementation of the Law. This framework covers “electronic data”, which includes
“general data”, which is accessible and disclosable®, and “specific data” that may not be
accessed, used, or disclosed without permission from “data owners”. While “specific data”
includes personal data, it also includes restricted information pursuant to the government
data classification regime.*°

39. The Law does not create a special category of “sensitive” personal data that
would warrant additional safeguards.** Given the broader scope, the law applies to both
individuals (natural persons) and legal entities, both domestic and international. While the
Law includes several of the rights and obligations that are typically included in a good
practice data protection law, such as rights to access, rectification and erasure of data,
obligations to protect and secure the data and prevent access of the data by unauthorized
third parties, there are several divergences from international good practice.*? An issue
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with practical, as well as legal implications, is the fact that the law relies on consent as the
primary lawful basis for processing data. As the number of data transactions increase, and
as certain types of data are used or for certain purposes (service delivery, for example),
it may not be the most appropriate lawful basis and meaningful consent may either be
difficult to obtain in practice. In such instances, relying on safeguarding provisions such
as purpose limitation and other limits on use, as well as data minimization, may be more
appropriate. These provisions do not exist in the current Law.

40. The Law does not create an independent authority mandated to investigate
data breaches, support compliance, and adjudicate disputes. Instead, MTC is responsible
for implementing the law, in coordination with other public sector entities. To support
implementation, MTC published a Guideline on the implementation of data protection,
which provides additional definitions and practical examples to guide application of the
rights and obligations laid out in the Electronic Data Protection Law.

Consumer Protection

41. The Law on Consumer Protection (No. 2 of 30 June 2010) defines the principles and
measures to organize, administrate and inspect and monitor the activities of consumer
protection. Part Il sets out the various aspects of Consumer Protection. Part Il deals with
advertising standards. Part IV deals with the administrative organizations responsible for
consumer protection.®* The law does not make express reference to electronic commerce,
though the Decision on Electronic Commerce of 2021, which includes certain key consumer
protection provisions, does refer to the Law on Consumer Protection.

42. The Consumer Protection Association has been established as a non-profit
organization mandated to provide consultation and advice and protect consumer rights.
It is not clear how active it is in resolving disputes related to e-commerce. Since reports of
breaches of obligations under the consumer protection law appear to be investigated at a
sectoral level, questions around FinTech, digital payments and the obligations of payment
providers are primarily being regulated by BolL's Financial Transaction Department.*

Future State and Goals by 20274

43.  As Laos’ digital maturity increases, there are opportunities to strengthen the
existing legal framework. The government may wish to consider adopting new elements
of the enabling legal/regulatory framework to respond to emerging policy objectives as the
data and digital economy matures. Such areas may include:

e Strengthening and updating the legal regime for Intellectual Property Rights to
enable access to and sharing of private sector data,

e Improving the competition regime for digital and data markets, and

e Strengthening the legal regime to promote access to information, open data and
data portability.
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Recommendations
Telecommunications/Internet

Strengthen the legal framework for promoting public-private sector partnerships.
This will drive new investments and deliver improved outcomes for improving access
to connectivity for users, particularly in high-cost areas.

Cybercrime and Cybersecurity

Improve alignment of substantive provisions (cybercrimes) with international
good practice frameworks. Alignment with (for example) the Budapest Convention
improves robustness of the law and facilitate international cooperation.

Clarify evidentiary rules for the admissibility of electronic evidence. Given the
special characteristics of the data and information collected as part of cybercrime
investigations, this is necessary to ensure their integrity and other concerns.

Improve due process safeguards regarding the obtention of evidence in
cybercrime investigations.

Support proactive efforts to strengthen institutional functions and processes.
This will help prevent and respond to cyberattacks and make it possible for Laos to
participate more effectively in international efforts to combat cybercrime.

Data Protection

Adopt a data protection law of general application. This should be aligned with
international good practice, with specific rules on the rights and obligations for the
collection, processing and use of personal data and a clear regime for cross-border
data transactions.

The lack of data protection legislation beyond the Law on Electronic Data
Protection is a critical gap. It would foster trust in digital government and the
economy.

Consumer Protection

Update the legal regime for consumer protection. It should be expressly applicable
to e-commerce.

Strengthen regulatory capacity and enforcement mechanisms to ensure robust
grievance redress mechanisms



Digital
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4.1 Digital Connectivity

Current State Assessment

44.  This section focuses primarily on supply side constraints and the investment
needs and regulatory reforms to address these. Based on stakeholder interviews
and analysis of other aspects of the digital economy in Laos, issues of internet access,
quality and affordability have significantly limited the update of digital services, including
e-commerce and public service services (e.g. online education and health) particularly in
smaller towns and rural areas.

45.  About 80 percent of the population is now covered by the fastest available
mobile broadband networks (4G/LTE). But coverage does not necessarily equate to
access. Actual 4G/LTE broadband subscriptions in Laos significantly lag other countries in
the region (Figure 4.1). Quality of mobile broadband is improving but varies significantly
within the country. Based on Ookla Speedtest crowdsourced data (February 2022), mobile
broadband performance in Laos is somewhat slower than in Thailand and Vietnam, faster
than in Cambodia, Indonesia, and the Philippines and comparable to Malaysia.

46.  Affordability of mobile broadband remains challenging for many since the lowest
entry-level monthly mobile data package is priced above the ITU-UNESCO affordability
threshold of 2 percent of income per capita.

Figure 4.1. Access to mobile communications in the region, by technology.
Source: Telegeography data January 2022, based on September 2021 actuals.
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47. Fixed broadband penetration remains low in Laos, reaching 8.7 percent of
households. Crowdsourced throughput data shows locally a median throughput of 30
Mbps. Fixed broadband penetration lags far behind Vietnam, Thailand, Malaysia,
Philippines, and Indonesia and is just slightly higher than in Cambodia. This particularly
impacts larger institutional users including banks, larger businesses but also schools and
government offices. Major investments in fixed broadband access infrastructure will be
required. A mass-market fiber optic roll-out will take considerable coordination and effort,
supported by a robust regulatory regime to promote sharing, and ensure cost based
nondiscriminatory access.

48. Quality of fixed broadband service is relatively low. Based on Ookla Speedtest
crowdsourced data (February 2022), fixed broadband performance in Laos is about
30 Mbps which is faster than Cambodia and Indonesia but slower than other regional
benchmark countries.

49.  Affordability of fixed broadband is a concern. Entry-level fixed broadband
packages cost around KIP 140,000 (US$12.26), higher than in Vietnam or Thailand for
slower speeds. The entry level fixed broadband tariff in Laos is much more expensive than
Vietnam and Thailand, but lower than Malaysia, Indonesia, and Philippines. However, the
entry level throughput offered is low at 3 Mbps on Lao telecom and ETL. Only the Unitel
entry level package is 30 Mbps at the same tariff since they changed their FTTH speeds in
September 202146, Higher throughputs, in commonly desirable broadband speeds range of
10-100 Mbps, are very expensive in Laos and likely out of reach for most of the population.

50. International connectivity is well established. There are sufficient fiber optic routes
to neighboring countries. IP Transit tariffs available to the main service providers are in line
with the general trend in the region and not a major barrier.

51. The national fiber optic backbone totals 92,900km. There is some content
localization, with local caches for the main content delivery networks (CDN)s, and a local
internet exchange point (IXP). The local IXP could be strengthened further by making
sure the CDNs connect to the IXP. This would reduce the requirement for international
bandwidth since a large volume of data traffic is transmitted overseas.
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52. Based on the market share of the different mobile operators: Unitel (46.7%), Lao
Telecom (37.9% + 2.6% from TPlus after take-over), ETL (11.2%), the market structure
shows two major mobile operators and one remaining smaller player. These market shares
are fairly typical for competitive markets although there seems to be trend towards a
duopoly.

Future State and Goals by 2027

53. Mobile broadband access can improve significantly. Upgrades of existing cell sites
could bring the 4G/LTE population coverage from 80 percent to more than 95 percent,
and additional cell site roll-out would cover more of the remaining rural areas. This would
require a further investment in rural cell sites, plus investment in rural fiber optic backhaul to
connect more cell sites (towers) to accommodate additional data transmission. Increasing
mobile broadband coverage and access can be done in two steps:

e Upgrade of all current GSM and 3G cell sites to include LTE coverage, including
backhaul capacity upgrades where necessary.

e Build additional cell sites in the remaining 4-5% of the villages without mobile
coverage. These can be small and simple cell sites, potentially powered by solar
cells. Backhaul might be challenging but a mix of microwave links and satellite
backhaul (for example using new very high capacity geostationary or low earth
orbit satellite systems).

54, Fiber to the home (FTTH) fixed broadband investment can reach a much higher
number of homes passed (and connected) by FTTH infrastructure. There are several
factors which make large-scale FTTH deployment beyond the major cities of Laos still
relatively feasible:

e A large number of homes have electricity. That simplifies connection of modems
and equipment but also lowers the cost of the homes passed infrastructure since
the fiber optic cables can be attached to existing utility poles. The Laos Statistical
Information Service* reports that by 2020, 94% of households have been electrified
and 93% of villages are electrified, of which 90 percent connected to the grid. FTTH
deployment along existing utility poles would be possible for up to 90% of the
homes.

e Many villages are “clustered” with many homes close to each other (and not widely
dispersed);

e Many of the 8,416 villages are along corridors (like valleys) which also have fiber
optic backbones, or could benefit from middle mile fiber deployment;

e Cooperation between one of the service providers, Unitel, and the electricity
company, Electricité du Laos (EDL), was recently announced including FTTH, use of
poles and optical ground wire (OPGW)“8,

55. A more detailed analysis would be required to scope this investment gap. However,
if an additional 500,000 homes passed are required at a cost of $200-300/home passed,
then this would require $100 — 150 million for the homes passed infrastructure plus some
additional middle mile fiber along existing power lines to reach currently unconnected
villages. As at least 70-80% of the investment would be in passive infrastructure (e.g.
ducts and associated civil works), making a strong case for a regulatory push for passive
infrastructure sharing.
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Recommendations

Allow and facilitate dedicated wholesale passive infrastructure players such as
tower-sharing companies and fiber-sharing networks using open access. Some
towers are shared between the existing mobile operators and reportedly there is
small-scale activity by China Tower and EdotCo. A large-scale adoption could open
substantial additional funding for the sector.

Consider “dig once” policies that mandate passive infrastructure sharing in all
public works thus lowering the time and cost for telecom providers in installing
fiber. The dig once policy will effectively install an empty conduit in all public works
construction for telecom providers to efficiently install fiber optic cables in the future.

Enable mobile operators to spin off their tower assets. This will free up capital
for further mobile network rollout and modernization. New sources of national
and international funding, with a different risk/return on investment profile, could
potentially be attracted to invest in the tower assets.

Allow active infrastructure sharing for mobile operators, especially radio access
network (RAN) sharing. This would accelerate cost-efficient rural LTE (and beyond)
coverage for the last 20 percent of the population while securing competitive mobile
services even in the more rural and remote areas.

Consider accelerating the assignment of more mobile spectrum to the mobile
network operators. They need more spectrum to provide cost-efficient high-
capacity mobile broadband based on LTE and 5G. Key spectrum bands to consider
are 700 MHz (2x45 MHz), 2.3 GHz (100 MHz), 2.6 GHz (190 MHz) and the 3.3-3.8
or 4GHz.

Accelerate the permitting process for network rollout. This covers rights of
way, passive infrastructure sharing, and construction permits. Streamlining the
permitting process and minimizing any associated fees, taxes, etc. helps to reduce
the deployment costs and speeds up actual deployment time. International good
practice is to make sure any permit for the construction of internet infrastructure is
fully processed within 4 months.

Reconsider regulations that make it difficult for type 2 and type 3 internet
service providers (ISPs) to compete. They can provide competition to the major
ISPs, especially in the rural and border areas. A review of the mandatory connection
of all ISPs to the National Internet Center is also recommended to ensure that this
does not create a bottleneck in terms of costs and rural deployment.

Encourage a broader mix of market players. This includes those focused only on
providing wholesale passive infrastructure such as towers for cell sites and ducts
or poles with fiber optic cables for cell site backhaul and FTTH. This will improve
cost-efficiency and attract funding.

Review price regulations. Under the Decision on “Determination of Telephone
and Internet Fees and Principles of Sales Promotions”, 2744/MPT, 15 September
2016 all tariffs for telecom/internet services are regulated. This potentially restricts
competition and leads to higher prices for end users as providers are unable to offer
promotions/special price packages. More flexibility in pricing would be desirable
given rapid technological developments and to encourage competition.



4.2 Digital Payments

Current State Assessment

Market landscape

56. The market for payments in Laos is largely served by the main commercial banks,
while non-bank service providers have only recently started to emerge. Nineteen banks
in Laos issue payment cards. Most of the main banks offer mobile banking and internet
banking solutions. These are however used mostly by the urban and younger population,
while people in rural and remote areas as well as the older population have more difficulty
accessing digital channels due to lack of access to internet connections and smartphones,
as well as low levels of digital and financial capability. Cash remains the main payment
instrument in Laos, also for e-commerce transactions.*

57. Banque Pour Le Commerce Exterieur Lao (BCEL) is the largest bank in Laos and
plays a critical role in the Lao payments system due to its large number of customers
and volume of transactions. BCEL is state-owned, with 70 percent® of its shares held by
MoF. BCEL has undergone a digital transformation over the last decade and is now offering
its customers a popular mobile banking app, BCEL One. The app includes BCEL OnePay,
allowing users to pay at more than 20,000 merchants®! in Laos by scanning a QR code.
BCEL One has 1 million subscribers and has a daily average of 1 million transactions and
300,000 active users.5?

58. There are two active mobile money providers in Laos, U-Money and M-Money.
U-Money is the main provider of mobile money. U-Money is a product offered by Star
Fintech, a subsidiary of Unitel/Star Telecom Company. There are 1.6 million subscribers of
U-Money, which had 10,000 agents in 148 regions, as of December 2020.53 Transaction
volumes are not yet large and are mostly limited to phone top-ups and, to a lesser
extent, mobile account-to-account transfers within U-Money, and mobile money to bank
account transfers. U-Money offers an app requiring a smartphone but is also available
via Unstructured Supplementary Service Data (USSD) (using text-based messages).
U-Money has established partnerships with banks and financial service providers such as
insurance companies. It aims to extend the reach of financial services to the unserved and
underserved population, including in rural and remote areas.

59. The emergence of other Fintech services in Lao is still nascent. There are three
fintech firms providing payment services, KiwiPay (offering a payment gateway solution for
merchants), and NewPay and LaoPay (which developed a multi-service app also including
payment wallets). The Lao ICT Commerce Association (LICA) has 40 members, including
some banks and all the telcos, but none of the startups has a specific focus on Fintech
as a core business. E-commerce and e-service companies are emerging, including ride
hailing, transportation ticketing and travel booking, and food delivery services. Many of
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these companies report challenges accepting digital payments due to low interoperability
among products and channels, and lack of competitive payment gateway services in the
market. This is particularly challenging for smaller companies. They face cumbersome
processes to integrate bilaterally with multiple banks and payment service providers, and
transaction charges they consider too high for the scale of their business.

Supporting infrastructure

60. BoL significantly improved the payment system infrastructure over the last
few years. In 2020, the Real-Time Gross Settlement (RTGS) System was upgraded to the
current Lao Payment Settlement System (LaPASS), a hybrid system certified with 1SO
20022. LaPASS includes the RTGS system, an Automated Clearing House (ACH), and a
Cheque Clearinghouse. LaPASS is owned and operated by BoL. LaPASS currently has 43
participants (40 commercial banks, MoF, LAPNet Company, and Lao Securities Exchange).
Most participating banks have not yet achieved Straight-Through-Processing and still rely
on manual procedures to submit transactions to RTGS.

61. LAPNet is the main retail payment infrastructure. In April 2019, BoL transferred
the operations of their own Lao ATM pool switching (LAPS) to the Lao National Payment
(LAPNet), newly established for this purpose, and licensed as a payment system operator.
LAPNet is owned by BoL—which holds the largest share—and eight commercial banks.
LAPNetoperatesthe Lao ATM Pool Switching (LAPS) and the Lao Mobile Payment Switching
(LMPS). LAPS allows interoperability of ATMs, while interoperability at the Point-of-Sale is
under development and scheduled to be launched with two banks in Q2 2022. LMPS links
the mobile banking applications of participant banks, supporting interbank transfers, and
it is scheduled to start supporting QR code-initiated payments in Q2 2022. The QR code
feature will complement the standardization of payment QR codes to EMVCo QR standard
as mandated by BoL in 2021. LAPNet settles daily on T+1 in LaPASS RTGS. Currently, 16
banks participate in LAPNet.

62. Interoperability of ATMs is limited. Only 15 banks connected to LAPNet allow
customers of other banks to use their ATMs to check their balance or withdraw cash, and
13 banks allow interbank transfer via LAPNet initiated at their ATMs. The number of ATMs
per 100,000 adults grew from 23.95in 2016 to 27.39 in 2020. At the same time, number of
commercial bank branches grew from 3 to 3.21 per 100,000 adults. The number of agents
of commercial banks increased from 128 in 2016 to 914 in 2020.

Institutional framework

63. In November 2017, Laos approved the Law on Payment System (n. 32/NA), then
revised in 2018 (n. 47/NA). The law formally adopted a strategic approach to payment
system reforms, explicitly including increased adoption of non-cash payment instruments
as one of the country’s strategic priorities. The law defines and sets the requirements for
payment system operators and payment service providers, while also establishing the
rights of users and dispute resolution mechanisms. Lastly, the law assigns and defines BoL
oversight powers over the national payments system.

64. In April 2019, Bol issued a Decision on Retail Payment System (n. 293/Bol). This
decision applies principles established in the Law on Payment System to retail payment
systems, which include payment card networks. The Decision establishes standards for
all relevant stakeholders, including risk management, access, protection of users, and
outsourcing. The Decision details oversight activities by BoL.



65. Another BoL decision covers Systemically Important Payment System (n. 29/
Bol). This Decision covers the RTGS system, the Cheques Clearing House and the ACH.
Standards for Systemically important payment systems (SIPS) are higher than those for
retail payment systems.

66. LaPASS is one of the systematic important payment systems, which BoL operates.
In 2020, BolL issued a Decision on LaPASS (n. 3271/Bol). This Decision implements
standards of BoL Decision n. 29 to LaPASS. It contains operational rules for the working of
the system and the participation of its members.

67. In April 2020, BoL also issued the Decision on Payment Services Provision (n.
288/Bol), which defines inter alia the process for licensing e-money service providers.
This decision categorizes payment service providers into three groups, according to the
scale and impact of their operations:

e Large enterprises. These have extensive market impacts, both domestically and
internationally, and need to apply for an operation license.

e Enterprises with limited impacts on domestic markets. These need to apply for a
certificate.

¢ Enterprises with minorimpacts. These need only to notify BoL of theirincorporation
and operations.

All payment service providers, irrespective of size and impact need to satisfy requirements
for ensuring safety and soundness, as well as user protection. Agents and outsourcing are
also covered.

68. In 2020 BoL issued a Decision on Lao Standardized Quick response code (QR
code) (n. 74/Bol). This Decision defines principles for management and use of the unified
QR Code and contains rules on contents and data of standardized Lao QR Code for
payments for all relevant activities and stakeholders.

69. In 2018, BoL formed a Payment Systems Department (PSD), which is tasked
with payment systems oversight. The mandate of the PSD is broad and has allowed it to
play a significant role in advancing payment system reforms. On the other hand, the PSD is
not yet adequately staffed. Its limited capacity challenges its ability to effectively perform
its many tasks, from day-to-day payments oversight and supervision to a proactive role in
promoting innovation.

70. In April 2021, the government issued the Five-Year Payment System Development
Strategy of Banking-Financial System (2021-2025). BoL is tasked with implementing the
Strategy in coordination with the stakeholders. The Vision expressed in the Strategy is to:

Develop infrastructure, payment systems and payment services of Lao PDR to
link domestically and internationally, promote and support growth of the digital
economy, contribute to monetary policy and maintain financial stability, aimed at
provision of swift, modern, safe and low-cost payment services to the citizens.

Reduction of cash usage and increased adoption of digital payments to support the digital
economy are strong priorities of the strategy.



Future State and Goals by 202754

71. Laos is well positioned to make progress on adoption of digital payments in the
next five years. While many challenges exist, there is momentum for payment system
reforms. BoL, through the newly formed PSD, is actively pursuing the improvements set
forth in the Payment System Development Strategy and stakeholders in the market are
determined to increase the reach and adoption of digital payments. These developments
are given momentum by emerging international trends, including the increased adoption of
fast payments, central bank digital currencies (CBDC), and integration of payment systems
across borders.

72. By 2027, Laos will increase competition and diversity in the market for digital
payment services. Now, the market is still concentrated around the main commercial banks.
Innovative fintech companies are emerging and will introduce new payment products
to serve diverse use cases. Increased competitive pressure on incumbents will increase
acceptance of digital payments, reduce the cost of services, and lead to development of
customer-centric products.

73.  Within the next five years, Laos will further develop the national payments
system infrastructure to increase interoperability. The payment infrastructure will be up
to date, meet the needs of the industry, and observe the relevant international standards.
Participation to the infrastructure will be open and access policies will be fair, open, and
risk based. Where possible, direct access to the infrastructure will be granted to service
providers who need it.

74.  Thedigital and financial capability of end users will be greatly increased by 2027.
Both public and private sector stakeholders will contribute to educating consumers and
work together to increase the familiarity with and trust of the public in digital payments,
including by adopting them for government payments and collections.

75. By 2027, the oversight function of BoL will be strongly established. As it
approaches its first decade of activity, the PSD will be properly staffed and trained and will
possess an adequate and diverse set of skills.

Recommendations

Market landscape

e Bol should actively promote innovation and competition in the market for digital
payments and the emergence of new products and players. BoL is considering
launching a regulatory sandbox. This would be welcome, as it could allow innovators
to test new solutions in a contained environment, minimizing risk. Implemented
correctly, the sandbox could help train BolL staff—they would be tasked with
monitoring users of the sandbox—as well as educating the providers. This would
increase the capacity of the providers on compliance and help them to understand
that the regulator is not just a licensing authority, but also has a responsibility for
ongoing oversight. On the other hand, it is of utmost importance that the sandbox
becomes an enabler, rather than a blocker, of innovation. The process for entering
and exiting the sandbox should be well-defined and streamlined, and only actual
innovations should be offered the opportunity to go through the sandbox, while
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products that fit the existing typology should continue to be allowed to directly
enter the market.

BoL could consider outreach activities to establish a dialogue with potential
entrepreneurs. The oversight function of BoL and the overall regulatory framework
for digital payments were established recently. Potential market entrants may not
have a sufficient understanding of the framework and might find it challenging to
approach the regulator, apply for a license, or even understand the expectations
of payment systems oversight. To this end, BoL could consider outreach and
sensitization activities, including publication on its website of clear and user-friendly
dissemination materials, as well as virtual or in-person workshops.

BoL should create and implement a strategy to increase financial capability
and leverage large volume, recurrent payment streams to advance financial
inclusion.®® Low levels of digital and financial literacy represent a major hurdle to
adoption of digital payments, and so increasing digital and financial capability is a
priority. BoL should adopt a strategic approach and demand the active participation
and investments of bank and non-bank payment service providers in this effort.
BolL—in collaboration with other relevant authorities—should ensure that large
volume, recurrent payment streams such as Government to Person payments, are
fully leveraged to promote financial literacy and the adoption of digital payments,
especially among the low-income population.

Supporting infrastructures

Direct access to LAPNet should be granted on a fair and open basis, including
to non-bank payment service providers. BoL should also review the governance
of LAPNet. LAPNet is currently controlled by the main banks and developed around
their needs. The pricing structure should also be reviewed, as it seems to favor
participants with large transaction volumes. As a critical payment infrastructure,
LAPNet should be accessed fairly to encourage full interoperability in the retail
payment ecosystem.

Laos should develop and broaden acceptance of a fast payment scheme for
instant digital payment transfers. This would provide immediate availability of
funds to the beneficiaries, at little or no cost for the users, on a 24/7 basis. Following
international trends, users should be able to transfer funds instantly from their
account to the account of the payee at little or no cost for the users. A high degree of
interoperability and/or openness would allow users to transfer funds across different
bank and non-bank service providers. The fast payment solution could be built as
much as possible using the existing payment infrastructure. Scheme rules, pricing,
and access policies should be carefully crafted to ensure broad participation, to
quickly scale up acceptance, and to encourage rapid user adoption. BoL should play
a leading role in these efforts, in connection with a possible CBDC.

Institutional framework

The Law on Payment System should be upgraded to reflect market developments
and entry of new players. The Law on Payment System covers all basic issues
concerning payments. However, this law precisely defines instruments and systems
to be regulated. Although the Law permits BoL to add further instruments to those
listed, the lack of more general definitions and principles undermines flexibility of
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regulation. Moreover, the Law does not include provisions on new services such as
initiation and aggregation, though this would be essential for the comprehensive
regulation of electronic and digital payments.

BoL should further strengthen the payment system oversight function. The PSD
should be adequately staffed. Staff capacity should be increased and diversified
through hiring, by providing ongoing training opportunities, by ensuring staff
exposure to international events, and by on-the-job learning. BoL should develop
and publish a payment system oversight framework and could consider adopting
an oversight manual. The oversight framework would articulate the scope and tools
of the oversight activities and expectation of the overseer from participants. The
oversight manual could be a useful tool for staff to refer to in the performance of
their activities, as well as a good way to ensure consistency when new staff join.
BoL should also regularly collect, analyze, and publish payments system statistics.

BoL should establish a National Payments System Forum to promote an active
policy dialogue with all stakeholders. The forum should provide an opportunity
for BoL to engage with stakeholders, and to discuss initiatives to strengthen the
national payments system and digital payments ecosystem. This would catalyze
collaborative efforts to design and implement strategy choices. The role and remit
of the forum should be defined by BoL and should be reflected in specific terms of
reference. The composition of the forum should be as inclusive as possible, and its
participants should represent a broad range of stakeholders (government agencies,
bank and non-bank payment service providers, relevant private sector entities,
payment service users). BoL should act as secretariat of the forum and commit to
advancing initiatives through leadership and action.



4.3 Digital Skills

Current State Assessment

76. Digital skills are interconnected broadly, are complementary, and are foundational
to full participation in today’s technology-intensive societies. UNESCO defines digital
skills as a range of different abilities, many of which are not only skills per se, but a
combination of behaviors, expertise, know-how, work habits, dispositions, character traits,
and critical understandings.®® UNESCO's framework for digital skills defines three subsets
of digital skills. These are basic, intermediate, and advanced skills®” (Figure 4.2).

Figure 4.2. Digital skills subsets. Source: UNESCO (2017).

Level Definition Examples of skills

1. Functional use of digital devices
2. Online communication via email

3. Using software for presentations, basic
spreadsheet, etc.

4. Finding, managing and storing digital
information and content (e.g., social media)

Ability to access and use
Basic digital technologies to
perform basic tasks

Ability to use professional 1. Using professional software for analytics,
software for analysis accounting, project management

Intermediate . ' - . . . -
creation, management, and 2. Digital marketing, social media analytics
design 3. Web design, graphic design

1. Computer programming
2. Cloud computing, network management

3. Artificial intelligence
Ability to perform specialized mcildt] 5

Advanced ICT tasks 4. Data science, big data analytics
5. Cyber security
6. Web development, search engine
optimization
77. Digital skills are critical for economic development, and they positively correlate

with GDP per capita. A comparison of digital skills in Malaysia, Thailand, Cambodia, and
Vietnam found that two-thirds of the employed population hold basic digital occupations,
one-third are in intermediate digital jobs, and less than 3 percent are in highly digital or
advanced occupations (Figure 4.3). There was demand for digital skills in all skill profiles
analyzed.®®
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Figure 4.3. Share of intermediate digital occupations by country’s GDP per capita.
Source: Cunningham et al. 2021, Share of intermediate digital occupations by country’s
GDP per capita. The size of the bubbles represents the employed population in millions:
9.3 for Cambodia, 14.0 for Malaysia, 36.6 for Thailand, and 52.4 for Vietnam.
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78. Digital skills alone are not enough. The same research argues they must be
complemented with cognitive and socioemotional skills or self-organization skills. Digital
skills further require frequent updating due to constant change brought by technological
advancement. Yet many countries experience a widening gap of digital skill inequalities,
both within their societies and when compared to their neighbors. Equitable access to
high quality digital skill education is increasingly becoming a prerequisite for equitable and
sustainable development.

79.  There is little information available on the state and training needs of digital
skills in Laos and no country-wide assessment of digital skills has been conducted to
date. But we know that the country lags its neighbors in digital readiness. The need for
rapid digitalization to cope with the challenges of COVID-19 has “exposed the mass digital
divide in Southeast Asia”.*® But the World Economic Forum’s Network Readiness Index
ranked Laos 108 out of 121 countries for ICT readiness in 2020.

80. There is demand for skills training. A feasibility study on the introduction of online
teaching and learning in non-formal education that focused on Xiengkhouang and Sekong
provinces® finds 87 percent of respondents would be interested in online learning but
said that they would need support to improve their digital skills. The majority (54 percent)
would like to see online vocational skills training. For teachers, 100 percent of non-formal
education (NFE) managers and teachers interviewed stated that they would like to receive
training in proper use of online teaching programs. UNICEF is working on improving digital
skills of current and future teachers through cooperation with BEQUAL and Teacher
Training Colleges (TTCs) as well as digital skills courses hosted on Khang Panya Lao
covering Microsoft Office and remote teaching techniques.
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81. The labor market needs more quantity, quality, and training. A 2019 study
analyzed online job advertisements posted online on Laos' biggest job site, 108Jobs. The
study identified a mismatch in the quantity and quality of labor supplied and demanded;
the failure of technical and vocational education and training to produce workers of the
demanded quality level; and only 7 percent of firms offered professional development
opportunities to their staff.6!

82. There is low employment in ICT and few ICT occupations, though demand is
increasing. The World Bank’s Skills Towards Employability and Productivity (STEP)
household survey in 2016 showed less than 0.5 percent of employment in the ICT sector.
But there is an increased demand for these skills according to the UNDP.52

83. The education system offers a traditional approach to pedagogy and its delivery
methods. Prior to COVID-19, digitalization and digital skills played a minor role in all levels
of education.®® A recent survey by UNESCO on ICT readiness of the Laos education system
found that 78 percent of teachers had never received ICT training. Teachers agreed that
ICT plays a significant role in education, but most had not been encouraged to use ICT in
the classroom.®* A regional UNICEF survey on digital literacy®® in education showed 60
percent saying that they were not learning digital skills in school. Not having access to
technological devices is the biggest challenge of youth in gaining digital literacy throughout
the region.

84. The public sector lacks digital maturity in skills. A regional study of national and
provincial bodies’ digital maturity in late 2021 and early 2022% rated Laos’ country-wide
maturity level on a scale from “digitally nascent” (1) to “innovative” (5). Its average score
was 1.7, with skills and capacity building the lowest scoring of six pillars. The Ministry of
Foreign Affairs and the Ministry of Finance performed better than others.

Future State and Goals by 2027

85. The COVID-19 pandemic kickstarted a move to digitalized teaching and learning
methods. In response to long-lasting school closures, the Ministry of Education and Sports
(MOES) cooperated with UNICEF, the European Union (EU), and the Global Partnership for
Education (GPE) to launch the country’s first digital education platform, Khang Panya Lao
(“treasure chest of wisdom”)?’. It offers digital learning content, including but not limited to
the official curriculum for pre-primary to the completion of upper secondary school (Grade
12). More than 80,000 users in all 18 provinces have registered. According to UNICEF,
this is likely more than 80,000 students as households tend to share one mobile device
amongst several family members.

86. Khang Panya Lao aims to become a digital knowledge management tool for
MoOES. It plans to host teaching and learning materials for Technical and Vocational
Education and Training (TVET), digital literacy, and teacher training courses.
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87. The 9th National Socio-Economic Development Plan, (NSEDP, 2021-2025)
mandates the usage of ICT in teaching and learning for secondary and tertiary
education and mentions the development of digital learning. The NSEDP also includes
references to including teaching and learning of cognitive and socioemotional skills in
primary and higher education. However, the existing policy framework does not clearly
outline a pathway towards improved digital skills of all. There is no ICT or digital education
masterplan in place, and as mentioned above, the new NQF does not include references to
digital skill development. The Ministry of Labor and Social Welfare (MLSW) plans to assess
the existing ICT-related education programs as well as the current and future demand for
digitally skilled occupations in the country (UNDP DMA). This initiative could complement
various donor agencies’ programs on increasing digital skills within the workforce, working
with basic, tertiary, and vocational education providers.

Recommendations

88.  Assess ICT-related education programs to match digitally skilled labor demands.
The MoES and the MLSW will need to ensure that digital skills training in TVET and NFE
are a key part of their curricula. Digital skills training will need to be complemented with
modules on cognitive and socioemotional skills.

89. Continue to strengthen digital learning technologies such as Khang Panya Lao.
Encourage development of channels and platforms for multiple education sub-sectors
rather than the creation of separate systems.

90. Invest in educational institutions. Support the creation of online teaching and
learning materials in Lao and ethnic minority languages as well as pictorial and audio
materials for illiterate and vision impaired learners. Assess existing ICT inventory (PCs,
mobile devices) and budget for fixed broadband or mobile data costs in educational
institutions and assess gaps. Support supply of materials, where possible. Develop a digital
skills framework to guide the representation of digital skills in the NQF, while ensuring
that basic digital skills are part of the overall government strategy (universalization of
basic digital skills). Ensure that there is sufficient investment in digital skill trainings and
certifications of educators and administrators.

91. Conduct an in-depth assessment of the digital skills and learning needs of
government ministries, starting with a pilot ministry. Design professional development
opportunities and certifications in digital skills for public servants and strengthen the
establishment of IT departments in ministries, departments, and provincial agencies.



4.4 Platform Economy

92.  There is no consensus on how best to define the platform economy. The platform
economy is encompassed within the broad digital economy scoping®® (Figure 4.4). It can
be defined as a set of online digital arrangements that facilitate interactions between
two or more distinct but interdependent sets of users, businesses, or individuals, using
the Internet, with data as fuel.®®* The major strength of a platform is its ability to mediate
peer-to-peer services while eliminating intermediaries or trade barriers in the digital
space to facilitate transactions in goods, services, or data. These valuable network effects
distinguish platforms from other business models.

Figure 4.4. Scoping the digital economy.
Source: Statista. 2021. "Share of digital markets in Laos." Accessed April 23, 2022.
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93. Digital platforms are complicated and there are many typologies used in
classifying platforms, such as those based on the type of interactions, revenue source,
business scope, or profit motive. Digital platforms are complicated mixtures of software,
hardware, operations, and networks and there are many typologies used in classifying
platforms. Given that some platforms, especially superplatforms, are multipurpose, they
could belong to several categories at the same time. UNCTAD sorts the platforms into
different layers: (1) a first classification based on the profit orientation (profit- or non-
profit-oriented) and business purpose: e-payment (e.g. PayPal, Alipay), social media (e.g.
Facebook, WeChat), crowdfunding (e.g. Kickstarter) and so on; (2) a second categorization
based on a breakdown of e-commerce platforms: online marketplace (e.g. Alibaba, Shopee,
YesPls), transport & food (e.g. Grab, LOCA, Foodpanda), entertainment (e.g. TikTok, CH3
Plus), search engines (e.g. Google, Baidu), digital labor (e.g. 108Jobs, LinkedIn) and so on.
(UNCTAD 2018)
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94. The global digital platform economy is growing rapidly. Seven out of the ten most
valuable companies in the world use platform-based business models—US-based Apple,
Microsoft, Alphabet, Amazon, and Meta, and China-based Alibaba and Tencent. In 2022,
the combined market capitalization of digital platform companies with a market value of
over $100 million—is estimated at more than $8 trillion.”® Business-to-consumer (B2C)
digital platform revenues were $3.8 trillion in 2019, equivalent to 4.4 percent of world
GDP.”*

95. Avdailable data suggest that the platform economy in Laos is at an early stage.
This offers exciting opportunities to drive economic growth and accelerate development.

o Digital platforms help small and medium-sized businesses. They are 99 percent
of enterprises, and the platform economy helps them to reach new markets, search
for new customers, and transact with them.”2

¢ Platforms enable speedy and cost-effective digitalization of domestic businesses.
This enables them to trade internationally, which contributes to the diversification
of the export base.

96. Digital platforms could transform employment. The International Labor
Organization (ILO) and Lao Statistics Bureau estimated that 1.5 million (82.7 percent) of 1.8
million employed people in the country are in informal employment, and that 73 percent of
men and 87 percent of women self-employed.”® Platforms could help formalize the economy
by improving transparency, simplifying registration processes, easing tax collection, and
providing stronger legal frameworks and social protections for self-employed workers.

97. Digital platforms can support development by helping reduce market frictions
caused by insufficient information, weak institutions, and poor infrastructure. Digital
platforms are easy to use and scale quickly, and this could allow the government to extend
the reach of economic support to underprivileged groups, especially in geographically
disadvantaged areas. Evidence from rural China suggests a positive impact on access to
digital financial services mediated by digital financial literacy.”*

Current State Assessment
Platform Economy Overview in Laos

98. Laos has a weak penetration of online platforms. The country ranked the fourth
lowest in the 2020 Digital Platform Penetration index.”® It was ahead of only Timor-Leste,
Papua New Guinea, and Turkmenistan. There is scope for Laos to develop and implement
nationwide platform strategies as well as learning from neighboring country experiences.

99. Enabling laws need to be strengthened for the digital economy to develop. Laos
introduced a legal framework for the recognition of electronic documents and signatures,
adopted provisions limiting intermediary liability, and has maintained an open regime for
the cross-border flow of data and localization of data centers. There are several areas
where the necessary enabling regulation is yet to be developed and implemented. As an
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example, while the Law on Electronic Signature (2018) is in place, its implementation is still
being developed. Some of these regulations already implemented could also be revised
and modernized to ensure consistency with current trends.

100. Laos has committed to the ASEAN Work Programme on Electronic Commerce
(AWPEC) 2017-2025 to help facilitate cross-border e-commerce in the region. Its
commitment to the e-ASEAN framework was ensured by its careful regulatory framework
development. Nevertheless, its legal instruments are still not being used entirely, especially
fordata privacy and protection of consumers online. A lack of e-commerce data and statistics
makes evidence-based policy impossible. Private enterprises also need e-commerce
statistics to make informed investments and strategic decisions.

101. Enterprises face multiple hurdles to the adoption of digital platforms. Lao business
owners may not have the necessary awareness and knowledge of digital platforms, or
dedicated assistance programs to digitalize.”® Almost half of businesses are not aware
of government support programs and only 16 percent of firms have invested in digital
technologies or new delivery methods associated with lower sales losses in 2021.”” Many
MSMEs struggle to access loans because they lack capital and cannot afford the high
interest rates on offer. Local banks are not incentivized to provide loans to MSMEs, let alone
tech start-ups, and there is no dedicated banking support for businesses wishing to move
online.”®

Sectoral Snapshots in Laos

102. Platform economy activities are new in Laos and there is limited adoption by
either consumers or companies. This section analyzes the sectors in Laos that generate
the most digital revenues (Figure 4.5) and engage most in platform activities.

Figure 4.5. Share of digital markets in Laos.
Source: Statista. 2021. "Share of digital markets in Laos." Accessed April 23, 2022.
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103. The list of the top 30 websites by traffic and mobile applications by popularity
is dominated by search engines, social media, entertainment, and news or discussion
boards.”® Search is dominated by foreign platforms: Google has 96.39 percent, Bing 2.1
percent, Yahoo 0.72 percent, and Baidu 0.27 percent.f® There is only one home-grown
platform featured in the list, BCEL One.

104. Few of the major e-commerce platforms in the region offer to deliver goods or
make services available to consumers. The most used e-commerce platforms operating
in Southeast Asia including Shopee, Lazada (majority-owned by Alibaba), and Tokopedia
are not present in Laos and no e-commerce site is in the top 30 list. Shopee and Lazada
are in the top 30 in Thailand and Vietnam, and Khmer24 and Amazon in Cambodia.??
Local equivalents such as buylao.com, yula.la, and olaa.la do not yet appear to attract
many users, nor have they grown significantly based on the visitor traffic pattern analysis
by Alexa. There are limited home-grown mobile-based online shopping platforms—YesPlIs
and DroppinX—which are among the most used. Each has around 10,000 downloads from
Google Play.

105. There is more engagement with social media and entertainment platforms,
mostly foreign. There are 3.60 million social media users in Laos, 49.1 percent of the total
population. (DataReportal 2021) The market is fully occupied by foreign social media
giants without the presence of locally developed platforms. WhatsApp is the most-used
social media application®?, followed by Facebook, which has 3.4 million users—46.4 percent
of the population. TikTok is third, ahead of YouTube, Messenger, and Instagram. Top
entertainment platforms include CH3 Plus, a video platform developed by a Thai company,
LaoApp (developed by Unitel, a local telecom company), iQiyi (owned by Baidu, China),
WeTV (owned by Tencent, China), Netflix (US-owned), and Garena, a gaming platform
headquartered in Singapore.&

106. Local ride-hailing players are emerging. Local ride-hailing service providers such
as inDriver, LOCA and DriveUp are nascent. LOCA, launched in 2018, is a start-up created
by local entrepreneurs. It is the largest ride-hailing network with more than 300 cars in
Vientiane. DriveUp, launched in 2019, was launched by a Cambodia-based food delivery
and logistics company called Meal Temple Group and has more than 100 drivers on its
platform.8

107. Online food delivery is most popular for restaurant-to-consumer delivery, while
platform-to-consumer delivery is still limited. Many local restaurants use Facebook and
WhatsApp as the main channels to receive food orders and communicate with consumers.
Foodpanda, a food delivery service platform owned by Delivery Hero (Singapore), started
to operate in Laos in 2019, offering deliveries from around 300 restaurants.®® In 2021 it
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became the first and, so far, only operator to offer food delivery services in all 18 provinces
and the number of restaurants on the platform has increased by more than 10,000.%¢
GoTeddy is another home-grown platform that provides food and parcel delivery service.
It was created in 2018, won the ASEAN ICT Award in 2019, and is growing fast in the
domestic market.?”

Future State and Goals by 2027

108. More digital consumers and more consumer participation in the platform
economy. COVID-19 was a factor in the growth of internet users by 468,000 (15 percent)
between 2020 and 2021 and digital revenue is forecast to grow at a rate of 6.5 percent,
reaching $183.23 million in 2025. The upward trend is supported by socio-demographic
factors.®®

109. More home-grown platforms in the next five years. The platform economy is
relatively untapped compared to neighboring countries. Local entrepreneurs have an
opportunity to be pioneers in offering products or services through platforms. Domestic
first-mover digital platforms with local knowledge will have little competition and low costs
to encourage customers to switch. Many local entrepreneurs are ideating and launching
competitive platform-enabled businesses (LOCA and GoTeddy, for example), signaling
promising growth for locally developed platforms.

110. Domestic platforms face competition from foreign platforms, in particular
superplatforms, by 2027. Many large platform companies such as Grab and Alibaba have
progressively established their business in Southeast Asia, focusing on more advanced
economies such as Thailand and Malaysia. The penetration of major players in Lao is still
low, but its growing market will be an attractive target for many digital giants.

Recommendations

e Government regulation should act as an enabler, creating a supportive
environment based on its circumstances and stage of development. The impacts
of digitalization are highly contextual, and so other countries have adopted a variety
of regulatory approaches. Platforms in the US have largely been left to develop
free of state regulation, while Chinese platforms, although being privately owned,
have been tightly controlled by the state and protected against foreign competition.
European countries have been less hands-off than the US, but less restrictive than
China. In the European Union, the Digital Markets and Digital Services Act (2020)
aims to create a safer digital space where the fundamental rights of users are
protected, and to establish a level playing field for businesses. Laos could conduct
a nationwide assessment of the challenges and opportunities for platforms—
especially given their cross-border nature—to help formulate policies aimed at
catalyzing new digital platforms, digital entrepreneurship, and the digitalization of
existing firms.

¢ Maintain the lack of restrictions on cross-border data flows, with changes that
should be developed in consultation with the private sector and implemented
cautiously. Laos does not impose significant restrictions on cross-border flows
of data, a positive given the importance of data moving freely for the growth of

86

87
88



e-commerce. The Lao Statistics Center of the Ministry of Industry and Commerce
should start to compile data and produce statistics on e-commerce activities in
the country for the formulation and implementation of evidence-based policies in
relevant areas.

Establish a regulatory framework for data privacy and protection of consumers
online. Closing existing regulatory loopholes will boost consumer trust in
e-commerce. The ASEAN Framework on Personal Data Protection is an approach
to managing data privacy that Laos has agreed to as an ASEAN member state.
Although it is non-binding, it provides an appropriate framework for developing
data privacy legislation and implementation. The Law on Consumer Protection
2010 should be revised and modernized to improve protection for online consumers.

More tailored and innovative assistance programs should be made available
to support digital entrepreneurs. The traditional channels for supporting
microenterprises (for example, those that are not growth-oriented) and traditional
SMEs (through loan programs, for instance) are unlikely to be effective. Digital
entrepreneurs might not have the required collateral or be too young to qualify for
traditional loans. Laos should consider adopting long-term-oriented approaches.
These would include a regulatory sandbox, business incubators or accelerators,
and mentorship programs. This may need policy experimentation and evaluation.



Digital
Government



111. An innovative, open, agile, and accessible digital government is an essential
foundation of digital development.?® Governments have been using information and
communication technology (ICT) to modernize the public sector for decades. For many
years an “e-Government approach” meant using ICT technologies to digitize delivery of
existing processes for greater efficiency. Pervasive consumer digital technology means that
citizens expect a higher standard of digital services from governments. Digital government
practices are the next step in government transformation. Technology becomes secondary
to meeting the needs of citizens by re-engineering and re-designing services and
processes. The digital government agenda continues to evolve as global trends and public
expectations change. GovTech® is seen as the next step in the evolution. GovTech is a
whole of government approach to public sector modernization which emphasizes three
aspects of modernization:

e Universally accessible, citizen-centric public services.
e A whole-of-government approach to digital transformation.
e Simple, efficient, and transparent government systems.

Figure 5.1 describes the main characteristics of each evolutionary step in the digital
transformation journey.

Figure 5.1. Digital Government Evolution.
Source: World Bank (2021)
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112. The government has expressed a growing commitment to the digital
transformation of its public sector but remains in the early stages of technology
adoption. In 2021, to lead the country’s digital transformation effort, the Ministry of
Technology and Communications (MTC) was created by merging offices previously under
MPT and MST. The development of a 10-year Digital Economy Strategy (2021-2030),
and the 5-year Digital Economy Development Plan (2021-2025) which includes a Digital
Government Development Plan, as well as the adoption of some key legislation, such as:
Law on Cyber-crime (2015), Law on ICT (2016), Law on Electronic Data Protection (2017),
and Law on Electronic Signature (2018). These are all steps in the right direction and clear
indicators of the government’s commitment. Key gaps remain:

e Key legislation on digital identification and data protection is still missing.

e The Digital Government Development Plan, although approved by government, is
not well understood or aligned with individual ministries’ digital strategies.

e Auvailability and use of shared technology infrastructure are limited due to budget
and funding constraints.

e Core government systems such as the Government Financial Information System
(GFIS) and the Personnel Information Management System (PIMS) were designed
to automate analog processes and are not interconnected.

e Government data is in silos and underutilized.

e« Government services to citizens, businesses, and employees (G2C, G2B, G2E) are
scarce and piecemeal.

e The civil service lacks skills to take advantage of digital technologies to improve
government operations and generate public value.

113. Consequently, Laos scores low in the rankings of digital government adoption.
On the GovTech®! Maturity Index (GTMI)®2, Laos is in the group of countries with minimal
focus on GovTech, together with countries like Somalia, South Sudan, Marshall Islands,
Mauritania, and the Federal States of Micronesia (Figure 5.2). Laos has low scores in all the
sub-indices as well: Core Government Systems Index (CGIS), Public Service Delivery Index
(PSDI), Citizen Engagement Index (CEl), and GovTech Enablers (GTEI). The UN also ranks
Laos 167 out of 193 countries in its 2020 E-Government Readiness Index.*?
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Figure 5.2. Level of GovTech Maturity.
Source: GTMI 2021
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Current State Assessment

114. This section presents an assessment of the current state of digital government
in Laos using the World Bank’s Digital Government Readiness Assessment (DGRA)%*
toolkit. The DGRA toolkit helps countries assess their status in digital government. While a
full DGRA assessment is not within the scope of this document, the nine-dimension of the
DGRA analytical framework was used to structure the information collected for this study
using questionnaires,®® desk research and interviews with government officials. Annex 1
provides a brief description of the main topics assessed in each analytical dimension.

Legislation and Regulation

115. A digital government needs a sound legal and regulatory environment that
encourages certainty and confidence in the adoption and promotion of ICT inside and
outside government. This includes laws for data privacy, consumer protection, digital
signatures, digital identification, cybersecurity, e-commerce, public-private partnerships,
among others.

116. The government has made progress in the last 15 years in defining this legal
and regulatory framework. Among the most important laws and regulations:®® National
IT Policy (2005), Law on Telecommunications (2011), Law on e-transactions (2012), Law
on Cybercrime (2015), ICT law (2016), Law on Electronic Data Protection (2017), and Law
on Digital Signature (2018). Key gaps remain:

e The lack of digital identification regulation.
e Thelackof data protection legislation, beyond the Law on Electronic Data Protection.

e The legal framework for promoting public-private sector partnerships needs to
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be strengthened, although a law on Public-Private Partnerships was adopted in
20217

e Aneedforstronger functions and processes to prevent and respond to cyberattacks.

Leadership and Governance

117. Political leadership, coordination between ministries, appropriate governance
structures, and a clear vision linking government digital transformation with public-
sector reform and innovation are essential. Timely and effective digital government
transformation requires legal, institutional, technological, and cultural changes. High-level
political commitment is critical. Digital government leaders such as Republic of Korea®,
have strong political leadership, clear vision and strategy, effective governance and
organizational structure, and commit funding to innovation.

118. MTC has set out policies to lead the digital transformation. MTC is responsible for
overseeing the development of connectivity, telecommunications, technologies, post, cyber-
security, and innovation. It has 18 departments, including LANIC, which operates data
center infrastructure and government cloud services. The Digital Government Center under
MTC implements the digital transformation for the public sector in Laos and is responsible
for the development and implementation of the Digital Government Development Plan. The
Digital Government Center encourages adoption of ICT across ministries, departments,
provinces, districts, and villages of Laos. In terms of policy, the government has adopted
the National Digital Economy Development Vision 2040 (2021-2040). It has recently
adopted the 10-year Digital Economy Strategy (2021-2030) and the 5-year Technology
and Communication Development Plan (2021-2025) of which The Digital Government
Master Plan (DGMP) is part. MTC is missing the instruments to coordinate the digital
transformation initiatives of the line ministries at government level. Currently, ministries still
develop their own ICT strategies, often not aligned to the DGMP. The limited technology
resources of MTC forces other ministries to look for alternative solutions to their ICT needs.
Often, they implement piecemeal and fragmented solutions.

Technology Infrastructure

119. Leaders in digital government increasingly use standardized technology
infrastructure instead of institution- or application-specific solutions®. Technology
infrastructure includes hardware and software, it covers standards, design, and their
implementation to advance digital government. Government is not a single entity, but a
collection of organizations and teams who work on designing, developing, and operating
different systems and user-facing services. Leaders increasingly rely on a whole-of-
government approach to technology and infrastructure. The use of cloud technologies is a
strategic tool to achieve flexible, scalable, cost effective, secured, and resilient deployments,
and shared government platforms provide common solutions to common problems.

120. The government offers shared technology infrastructure for its core operations
through data centers operated by MTC, but some line ministries invest in their own
solutions. MTC operates data centers and cloud infrastructure through LANIC. Demand
for these services exceeds MTC'’s capacity to deliver, as limited financial resources prevent
MTC from increasing supply. Line ministries such as MoF and others invest in their own data
centers and servers. Although this solves the immediate problem, it creates a fragmented
environment and is inefficient: capacity is not shared, wasting resources during low activity
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or idle time. Scarce technical skills also cannot be leveraged to serve a greater number
of systems and users. These practices undermine a whole-of-government approach.
The regulatory framework and the technical instruments that define responsibilities for
technology infrastructure development are missing, and so the government cannot benefit
from economies of scale generated by resource pooling and on-demand services.

121. The shared platform model in the government is in its early stages, offering
few government-to-government (G2G) services. Effective public digital platforms are
usually built through an iterative process, building value-added services to enhance
basic foundational services. MTC provides a portfolio of services to line ministries and
other government entities through the Digital Government Center. This includes e-office,
email, video conferencing, government chat system (G-Chat), government document
sharing system, among others. The uptake from line ministries is uneven and the use of
these services is not mandatory.’® A survey of seven ministries conducted by the World
Bank to understand remote working practices during the COVID-19 pandemic found that
the most-used communication methods were phone and messaging apps rather than
e-mail, which is still not widely used in government departments (Figure 5.3). There is an
electronic know-your-customer (eKYC!) service managed by MTC which functions as a
quasi-digital ID service to identify people through mobile SIM card registration. There is
no formal digital ID service, mainly because it lacks the necessary regulatory framework.
Other missing elements include digital signature infrastructure, interoperability standards,
enterprise service bus, open data platforms, or a centralized citizen portal. Shared services
would make it easier for technical teams from different entities to deliver digital solutions to
citizens and other parties by focusing primarily on meeting their users’ specific needs while
leveraging the shared platform services offered by the Digital Government Center.

122. The government lacks a government-wide enterprise architecture (GEA) that
clearly defines the roles and responsibilities between MTC and other government
entities. A GEA is meant to guide the process of planning and designing ICT capabilities
to meet organizational objectives. Its main purpose is greater alignment between IT and
business concerns. A GEA is founded on a governance structure that identifies planning,
decision-making, and oversight processes. In the absence of a government- wide GEA, line
ministries do not know whether a new requirement should be provided and managed by
MTC or by the ministry.
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Figure 5.3. Most frequently used tools to communicate with teams during the
COVID-19 pandemic.
Source: World Bank (2021).
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Cybersecurity, resilience, and privacy

123. Security and business continuity management are vital elements of the digital
transformation process. Governments need citizens to trust them with their data, and so
they must create a legal and regulatory framework on cybersecurity, resilience, and privacy.
A government must also invest in strong cybersecurity and prevent unauthorized access
to personal information. Its technology infrastructure must be resilient and guarantee a
minimum level of business continuity to internal and external users.

124. The government has made limited progress in cybersecurity, business continuity
and privacy. Some key regulations have been adopted, such as: Law on Cyber-crime (2015),
Law on Electronic Data Protection (2017), Law on Electronic Signature (2018), Decree on
Online Information Management (2014), and the Digital Security Plan.°?2 Key gaps remain:

e Alack of government-wide cybersecurity strategy.
e Data protection legislation (beyond the Law on Electronic Data Protection).

e Alignment of cybercrime laws with international best practice. Effectively
combating cybercrime requires ensuring that the legal framework includes rules on
the procedures for collecting, accessing, and preserving the integrity of data and
ensuring that it can be considered as evidence, despite being in electronic format.

e Mechanisms for protecting personal information. There is no program to protect
critical IT infrastructure, and staff in government agencies are unfamiliar with safe-
use practices.

102 byt of the National Digital Development Plan (2021-2025)



125. LaoCERT is responsible for handling cybersecurity incidents. It was established in
2012, and originally functioned under MPT as part of LANIC. Now under MTC but separated
from LANIC since 2016, LaoCERT is a member of the Asia Pacific CERT. Its main function
is to assess and respond to cybersecurity threats. Coordination between LaoCERT and
line ministry security policies and procedures are limited. Most line ministries do not have
cybersecurity policies and protocols; those that do have developed them without input
from MTC or LaoCERT.

Data infrastructure, strategies, and governance

126. A government’s ability to collect, store, analyze, and share data is fundamental
to improve service delivery. Data is a key strategic asset. Good data governance can
contribute to setting a common vision, defining access rights and responsibilities. The
data architecture should define the standards, interoperability requirements and semantic
relationships on which the data infrastructure should be deployed.

127. The government has no government-wide data strategy or data governance
framework (DGF) and has made little progress in building a government-wide data
infrastructure. A government-wide data strategy has not yet been developed, and data
resides mostly in silos in line ministries with limited interoperability and exchange. A DGF is
also necessary to provide the support system on which decision rights and accountability
for data resources is defined. The government-wide data infrastructure, which describes
the processes and technologies used to manage all digital information flowing through the
government, needs a data strategy and a DGF to function effectively, and to deliver the
data the government needs to improve operations and generate value for the public.

128. The government maintains few shared digitized data registers. Shared data
registers are key components of the shared government platform model of operation. A tax
register, civil register, and vehicle register exist, among others, but not all are digitized or
available across government entities. For example, the Ministry of Agriculture and Forestry
has set up the Land Resource Information Management System (LRIMS)!3, which allows
users to obtain land-related information for free. The LaoKYC!%*is an identification platform
forcitizensmanaged by MTC. It started as an enrolment service for personal mobile networks,
but during the COVID-19 pandemic it also allowed citizens to self-report symptoms and
register for tests and vaccinations. MoF has identified master data management as part of
the design of its future Integrated Financial Management Information System (IFMIS). Key
data registers in IFMIS master data include the chart of accounts, the responsibility center
that identifies all government entities, and the vendor catalogue that identifies government
suppliers and other payment beneficiaries. The Ministry of Home Affairs (MoHA) is also
working on the implementation of an electronic civil registration and vital statistics (ECRVS)
project which, in the future, will provide a digital register of everyone in the country.

Public Administration and Change Management

129. Digital government aims to transform public administration processes so that
they are optimized for digital service delivery. Digital government initiatives also re-
engineer back-office processes to digitize workflow and to automate routine processing.
Previous concepts of e-government often prioritized digitization of existing business
processes, but this has been rethought; current digital government initiatives aim to create
digital-by-design business processes, simplify procedures, and create new channels to
engage with stakeholders.
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130. There is no government-wide administrative reform or modernization strategy.
The National Digital Economy Development Plan (2021-2025) includes several sub-plans
that can underpin digital public administration reform, such as: the Digital Government Plan,
the Digital Payment System Plan, the Human Resource Digital Development Plan, and the
Digital Security plan. This omits a government-wide public administration modernization
strategy to digitize and optimize government business processes and services. Information
systems such as the GFIS or the PIMS have often only automated analog business processes
and have not managed to eliminate the paper-based workflows that still dominate public
administration. For example, a survey of seven ministries conducted by the World Bank
found that half of respondents say that most of their work is paper-based, and one-fifth
that more than 75 percent is paper-based. Projects such as IFMIS by MoF, or ECRVS by
MoHA, are steps in the right direction, because both conducted a business process review
(BPR) before system design and implementation to create digital-by-design business
processes that leverage ICT technologies throughout their workflow.

131. Thereis no overall change management strategy for the digital transformation of
government. A change management strategy describes how an organization will address
changes in its business processes, information systems and operating procedures. Line
ministries address their specific change management needs in a fragmented way, with
varying levels of completeness. MoF plans to implement a change management strategy
to implement IFMIS, and this can be replicated government-wide for new or upgraded
versions of core government systems.

132. Core government systems are currently in the early stages of development,
although there are plans to improve many in the immediate future. Core management
systems are defined as information systems used to support decision making at a
government-wide level. Information management systems such as IFMIS, e-procurement,
and Human Resource Management Information Systems (HRMIS) have played key
roles in the digital transformation journey of many countries, mainly because they are
major undertakings that require the participation of multiple entities. The government
is currently working on many core system projects. MoF is the owner of several of these
systems including the GFIS, being upgraded with the support from the World Bank; the
tax system (TAXRIS), planned to be upgraded with support from Republic of Koreaq; the
debt management system (DMFAS), recently upgraded. MoHA is also looking to roll-out its
Personnel Information Management System (PIMS) to the district level after a successful
roll-out at national and provincial levels. MoHA is also evaluating a future upgrade to a full
HRMIS to manage the employee lifecycle from entry to exit of civil servants. MoF is also
looking into its readiness for an e-procurement system and is planning to develop an asset
management system, as well as a learning management system. This could potentially be
expanded to other ministries and become a shared resource.

133. Digital platforms are increasingly used in the public sector. Platforms are highly
scalable technologies; therefore, a whole-of-government approach based on shared
infrastructure is best suited for theirimplementation as the scope and number of users tends
to grow exponentially. The government has experimented with some digital platforms, for
example, the Ministry of Education and Sports (MoES) has deployed the Khang Panya
Lao!% teaching and learning platform to promote digitalization of education for teachers
and students, and to support children’s learning during the COVID-19 pandemic. By
January 2022, more than 71,000 students have registered to Khang Panya Lao. MoF has
implemented the National Single Window (LNSW)1% dedicated to trade regulation. It offers
the trade community a single point of interaction with government entities, banks and
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other stakeholders involved in trade regulation. BoL also operates the electronic payment
platform for real time, gross settlement between the commercial banks and other financial
institutions.

134. Government services to citizens, business, and employees are at early stages
of development. Line ministries design and implement ad-hoc services with little to no
interoperability. The services are usually accessed through the web site of the ministry, and
there is no citizen’s portal where users can access all government services. For example:
the Lao Trade Portal provides traders with information for importing and exporting. It
is accessed through MolC. Meanwhile, foreigners who wish to apply for an entry visa
access the E-Visa service through the Ministry of Foreign Affairs. There is also no central
catalogue of government services that includes information such as a brief description
of each, fulfilment requirements, concerned government entities, associated forms to fill,
duration for completion, and associated fees. There are no technical standards that lay out
how government services should be built and operated.

User-centered design

135. Digital government should design its services using the principle of meeting user
needs. This is regardless of class, gender, race, geography, or any other classification. Many
governments fail to prioritize user-centricity in their digital transformation agenda. The
result: inefficiencies, complex and time-consuming procedures, and citizen dissatisfaction.
Governments should strive to enhance public service delivery through human-centric'®’,
universally accessible services.

136. In Laos, user services are designed in a piecemeal approach by the different line
ministries, with little consideration of human-centric design. There are no government-
wide standards to address the needs of the user community. Line ministries build and
deploy systems and services in an ad-hoc manner with varying degrees of consideration
for human-centric or inclusive design. Digital services rarely share information. Good design
embodies the principle of “ask information once and use it everywhere”. This is not followed.
There are some interesting initiatives designed to address the needs of citizens, such as the
One Door Service Centers (ODSC) which are currently physical one-stop shops to address
the interaction between citizens and government. There are currently 49 ODSC across
the country, and the government plans to expand them and make them more efficient
through the implementation of Smart ODSC!%. Smart ODSC will leverage information
and communication technology to improve service delivery. Another example of user-
centricity is the use of electronic money!® to pay salaries and benefits to civil servants.
This is particularly important in rural and remote areas where there are few banks. Ministry
of Health (MoH) is seeking to expand its successful COVID-19 service delivery to include
services for electronic consultation in remote areas for patients to communicate with
doctors through SMS, or for women to receive pre-natal care. These services are currently
in pilot stage.

Capabilities, culture, and skills

137. Successful digital governments hire skilled individuals into the civil service
with digital, technical, and leadership capabilities, and ensure continuous learning
and training opportunities. Strong technical skills mean civil servants can drive digital
transformation of and take full advantage of digital opportunities. This also requires high-




quality training in areas such as program management, infrastructure and application
operations to database management, and data analysis.

138. The Lao civil service needs to improve its skills, capabilities, and culture to take
full advantage of the opportunities that digital technologies present. A recent study
by the United Nations Development Programme (UNDP)!° categorized Laos as digitally
nascent. This is due in part to the lack of an ICT or digital educational masterplan, limited
training and change management programs, and absence of a digital recruitment and
retention strategy. A survey conducted by the World Bank!!! highlighted some of the
digital technology challenges and opportunities that civil servants and other public sector
employees face. More than three in five responded that working remotely had a negative
impact on the quality of work, primarily because of lack of access to documents, lack of
access to equipment, software or internet, and a lack of remote working skills (Figure 5.4).
All three issues could be addressed by the digital transformation strategy. The survey
results suggested that the government should consider targeted training on digital skills,
with an emphasis on institutions and staff groups with low skill levels.

Figure 5.4. Key challenges to working remotely.
Source: World Bank (2021)
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139. MTC is trying to address the lack of digital skills in the public sector. MTC
acknowledges that it is facing a significant problem in attracting skilled resources to
perform ICT-related tasks due to the limited pool of skilled candidates available, and the
government’s inability to match salaries in the private sector?'2. The UNDP Digital Maturity
Assessment 2022 described the situation “Although IT professionals in Laos have good
qualifications, the size of the talent pool is very limited”. To strengthen digital skills in
the public sector, MTC conducts regular ICT training, seminars and learning sessions for
government staff. In addition, MTC operates an ICT training institute and has recently
partnered with a private company to rebuild the Institute of Information and Communication
Technology (IICT). In 2022, MTC signed an agreement with China Railway Construction
Group Co., Ltd to construct a new building for the ICT training institute. The building will be
equipped with the necessary teaching and learning materials, laboratory equipment and
examination facilities. The new training facility is expected to be completed in late 2023
and aims to strengthen the digital capacities of the public sector employees.

Digital ecosystems

140. Open participation and discussion among citizens, the private sector, civil
society, and academia in the digital ecosystem boosts innovation, education, and
entrepreneurship. A digital ecosystem is a group of interconnected information technology
resources that can function as a unit.*® Digital ecosystems are made up of government,
business, citizens associations, and individuals that support the production of and access
to data, services, and content through interactions with the government!4. Governments
promote the development of a local ecosystem by supporting local entrepreneurs and
start-ups to develop new products and services for the government, and by providing
incentives to draw on private sector skills, innovation, and investments to address public-
sector challenges.

141. The government is in the initial stages of building local digital ecosystems that
can support its digital transformation effort. The UNDP Digital Maturity Assessment
2022 identified the lack of a strong policy and financial framework supporting the start-
up ecosystem. MTC hosts seminars and partnerships with private sector and international
organizations to jumpstart its creation. It has organized digital competitions, such as the
Lao ICT award, Lao ICT expo and ICT hackathon. Lack of budget means these activities are
sporadic. MTC has signed a MOU with a private company to conduct a feasibility study that
will assess the adoption of blockchain technology!?® in the areas of Digital ID, e-resident,
e-finance, e-health, and e-schooling. BoL is working on the digital payment ecosystem
with commercial banks, international partners, and other private sector entities. They have
established a multi-level payment system to promote the use of digital payments for both
banked and unbanked individuals. BoL is also active in promoting and regulating the use
of cryptocurrencies by issuing licenses to two private sector operators to become crypto
exchange platforms.'® While commendable, these initiatives lack continuity and are not
part of a coherent government ecosystem strategy.

Future State and Goals by 2027

142. Laos needs a whole-of-government approach to sharing technology
infrastructure, and for synchronizing digital strategies and policies. The piecemeal
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e-government initiatives detailed above mostly focus on ICT-enabled services that are
analog by design, one-way government-to-user communications and service delivery
to citizens and businesses. A paradigm that leverages shared technology infrastructure
can implement simple, efficient, and transparent government systems, and provide
user-centric, universally accessible government services to citizens, businesses, and
government employees. Digital government is not about implementing the biggest and
latest ICT technologies, but about enabling governments to do a better job in addressing
real problems and producing value for its citizens. The government can make considerable
gains by initially focusing on initiatives that do not require costly new investments to
address, but rather can be set up quickly to achieve progress in six areas that follow.

143. Strengthened governance and coordination is key. Effective and transparent
governance is critical to the implementation of digital government. Solid foundations have
been laid through the creation of MTC and the government-wide policy documents!?’.
Effective organizational and governance frameworks will be required for better government-
wide coordination, as well as an expanded and fine-tuned legal and regulatory framework.

144. Implementation of efficient, simple, and transparent government systems
is important. The government can benefit from the unique situation of upgrades or
replacements of core government systems going on at present, to develop an updated
conceptual and functional model that incorporates the use of digital technologies, reduces
manual interventions, leverages shared infrastructure, streamlines processes, and shares
data among the different government systems.

145. The government can embrace data-driven government. Data should be seen
as a strategic asset to generate public value. Governance processes should be designed
to collect, process, store and disseminate data. The government can remove barriers to
managing, sharing, and reusing data, and apply data to transform the design, delivery,
and monitoring of public policies and services. Open data principles can be defined and
followed, ensuring that citizens are aware of their data rights in terms of security and
transparency of use.

146. Policymakers have the opportunity to design a truly user-centric public service.
Services should be designed around the needs and convenience of users (citizens,
businesses, and government employees) and be made accessible through a common portal
so that users would not have to provide the same information twice. Citizen engagement
should be incentivized, and citizens should be able to provide feedback both on the use and
design of digital services.

147. Ministries can build strong digital skills among employees. The government
should conduct an in-depth assessment of the digital skills and learning needs of ministries
to build a continuous training program so that the civil servants acquire the digital skills
required to accelerate digital transformation.

148. Stakeholders cooperate to build a local digital ecosystem. A digital ecosystem
will promote the participation of the private sector, civil society, donors, and citizens in the
digital transformation of the government. External parties can help in building digital skills
and introducing the effective use of disruptive technologies such as artificial intelligence,
machine learning, blockchain and the internet of things that have the potential to transform
government services.
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Recommendations

The table below presents a list of recommendations to help reach the desired future
state for digital government. The recommendations are designed to address the key areas
described above. They are in three groups:

e Short-term priorities (1 or 2 years). These have no dependencies and are
inexpensive to implement.

e Medium-term priorities (within 3 years). These have dependencies, or are more
efficient to undertake after the first group is complete,

e Long-term priorities (within 5 years). These have dependencies on medium-term
initiatives or require the involvement and development of relationships with external

stakeholders. These measures require larger investments.

The recommendations are explained in detail in Annex 2.

Short term Strengthen Development of Digital Government Reform © MTC and Line
(1 to 2 years) : governance and : Implementation Roadmap : Ministries
¢ coordination : :
: . Creation of an Intersectoral Commission for : MTC and Line
. Digital Government (ICDG) : Ministries
Development of Government Enterprise © MTC
© Architecture (GEA)
Development of Government-wide Data  MTC
: Governance Framework
Development of Capacity Building and Change © MTC and Line
: Management Plan : Ministries
Medium term Implement Increase the use of shared technology MTC and Line
(within 3 years) : efficient, simple, : infrastructure . Ministries
* and transparent :
governmef:t Develop Cybersecurity Strategy MTC cr_1d Line
. systems : Ministries
. Strengthen and expand the shared platform : MTC
: model for Government to Government (G2G) :
: services :
Strive to become Develop Government Data Strategy and Data MTC and Line
: o data driven . Infrastructure Framework © Ministries
. government :
Develop user Development of user service design standards MTC
. centric public : and guidelines :
. services : :
Long term Strengthen Implement Capacity Building and Change MTC and Line
(within 5 years) : digital skills in : Management Plan . Ministries
. government :
Develop user Implementation of User Centric Design Policy MTC and Line
. centric public . Ministries
. service
Promote the Promote Public-Private Partnerships MTC
: expansion of a :
- local ecosystem Development of Strategy for Adoption of MTC

. Disruptive technologies




Legislation & Regulation. Assesses the state of digital government laws such as
data protection, e-commerce, digital ID, consumer protection, cyber-crime, open
access, among others.

Leadership & Governance. Assess the existence of a main ministry in charge, vision,
achievable goals, implementation roadmap, support from government official for
the vision, strategy well communicated, sustainable funding.

Technology & Infrastructure. Existence of Government Enterprise Architecture,
interoperability framework, secure networks and data centers, use of disruptive
technologies, core government services, government portal, ICT policies and contact
center

Cybersecurity, privacy & resilience. Assesses the existence of cybersecurity
strategy, cybersecurity unit, CERT, National Critical Infrastructure Plan, and data
privacy mechanisms.

Data infrastructure, strategies, and governance. Assesses the existence of data
management strategy, basic data registers, data exchange agreements and
protocols, use of big data and analytics, among others.

Public Administration & Change Management. Existence of administration reform
strategy, standard procedures, government-wide catalogues, core government
systems deployed, change management strategy.

User Centered Design. Assess the existence of user centered design strategy,
standards for e-Services, participation of users in design, integrated multi-channel
approach, inclusive services, process to accommodate user feedback

Capabilities, culture & skills. Existence of capability requirements, enough skilled
staff, training plans, career paths, access to university talent, open to outsourcing

Digital ecosystem. Assess the existence of university majors on digital business and
technology, innovation hubs, training institutes, private sector partners, national
financial institution support for digital agenda.



Short term (1 to 2 years)

1. The government should develop an implementation reform roadmap as part of
the Digital Government Plan. The Digital Government Reform Implementation Roadmap
should set specific timetables for execution, cost estimates and identify sources of
sustainable funding. It should assign responsibility for ICT projects and activities either to
MTC or the sectoral ministries. Thisis currently missing in the Digital Government Plan. A five-
year timespan for the roadmap could be appropriate to match the timespan of the Digital
Economy Development Plan. The implementation roadmap is not meant to replace—rather
complement—the Digital Government Master Plan by collating the different ICT strategies
and plans of the line ministries with those from MTC. It should clearly describe MTC'’s role
in providing shared infrastructure and services, a process should be established so that
any ICT investment (above a certain threshold) should be evaluated against general ICT
policies and plans. The implementation roadmap could also include a list of 10-15 priority
governments services that could be digitized within the next two years or so. This could
help establish the role of the committee as a coordination mechanism and focus scarce
resources where they are most needed.

2. An Intersectoral Commission for Digital Government (ICDG) should be created
with representatives from MTC, line ministries and other government entities (provinces,
districts, SOEs) to guide and oversee the implementation of the Digital Government
Reform Roadmap. Such oversight committees with limited mandates have been
successfully set up in other countries. For example, in Brazil the federal government set up
the Digital Governance Committee! responsible for digital advancement in the country.
In Colombia, the Intersectoral PFM Information Commission (CIIGFP)® was set up in 2021
to oversee a country-wide PFM reform package. The commission is composed of national
institutions, each one in charge of one or more PFM subsystems. These committees provide
a governance mechanism through which several institutions can coordinate efforts, pool
funding and other resources, and so implement reform programs. The commission can
be subdivided into sub commissions with responsibilities over key work streams such
as Adoption of Shared Infrastructure, G2G Services, Capacity building and Change
Management, among others. The commissions are not permanent: once they have served
their purpose their functions are devolved to the constituent members, or other entities
created throughout the process.

3. The government should consider the creation of government-wide instruments
to align the digital government initiatives of line ministries with those of MTC. There is
a need to create specific technical instruments that help plan, design, and deploy digital
technologies and set guardrails for the initiatives of line ministries, otherwise there is a high
risk of redundancies, and government services will continue to operate in a fragmented
and siloed manner. The instruments recommended include:

e A government-wide Enterprise Architecture (GEA).

e A Data Governance Framework (DGF).

e A Capacity Building and Change Management Plan.
e A cybersecurity strategy and plan.



4, This was the approach of the Republic of Korea, which is a global leader in
digital government. The instruments adopted by the Korean Government include: The
e-government 2020 Action Plan, The Intelligent Government Basic Plan, and The Digital
Government Innovation Promotion Plan. These plans have institutionalized a whole-of-
government approach, specifying the strategy for transitioning to intelligent information
technologies. Figure A3 shows the “To Be” environment for digital government governance,
including the main government agencies involved, the governance areas they oversee, the
policy documents, and the proposed governance instruments.

Figure A3. Digital Government Proposed Governance Structure

Digital Government — Strengthening Governance and Coordination

Governance Governance Existing Policy
Institutions Areas Documents

National Digital Economy

Dl (AT Development Vision 2040

e Digital Economy Strate
Connectivity g (2021_23'30) 2

Digital Economy
Development Plan

Digital Payments
(2021-2025)

Digital
E-Commerce and Government

Entrepreneurship Development
Plan

NEW - Intersectoral Commission for Digital
Government (ICDG)
A

Digital Skills

NEW - Governance Instruments
. Disruptive
oE Refom] Enterprise Data dizmee Cybersecurity Cur_)u_mty Technologies
Implementation A Management Building n
Architecture Governance Strategy Adoption
Roadmap Plan Plan Strategy

5. The government should develop a government-wide Enterprise Architecture
(GEA), with the main objective of achieving greater coherence between MTC and the
various line ministries ITC initiatives. It should lay out a whole-of-government approach
that supports the government ecosystem and transcends the boundaries of service
delivery in a coordinated, efficient, and equitable manner. The GEA should cover technology
infrastructure, data, integration, application, presentation, operations, and security
dimensions. It must clearly describe the pool of shared infrastructure and services, who
should provide it, who should use it, under which circumstances it should be used and what
are the service levels that should be expected. GEA have been used in different countries,
for example in the US, the Federal Enterprise Architecture®® was launched in 2012, also in
Canadal; in Costa Rica, Hacienda Digital® launched its Enterprise Architecture in 2021.
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6. The government should develop a Data Governance Framework (DGF) to
complement the GEA and delve deeper into the decision rights and accountabilities
defined to manage data as a strategic government asset. The DGF should specify the
roles, processes and information technologies required to create a consistent and proper
handling of data across the whole of government. Comprehensive data architecture and
governance framework have been implemented in several countries, including Argentinat®
and Mexico”.. Both the GEA and DGF are considered “live documents” that should be
reviewed and updated when required. MTC is probably best positioned to create and
maintain the GEA and DGF.

7. The government should develop a government-wide capacity building and
change management plan. The capacity building plan should be comprehensive, it should
consider a whole-of-government approach, including civil servants from different levels
of government (central, provincial and district). It should also consider the spectrum of
digital capabilities, from technical skills required to use and manage ICT technology to
more business skills required to manage and expand the digital transformation process.
The government should also focus on drafting a change management plan that address
key issues such as:

e Strategies to facilitate joint work between the different entities and MTC.
e Strategies for identifying and addressing resistance to change.

e Communications plan to inform the public about reforms and promote support from
officials at all levels, among others.

For example, the Government of Australia has established a project to build digital skills
across its public sector®. They do this through a comprehensive program that includes
online help and guidance, digital service standard training, entry-level digital programs,
agency partnerships, and digital communities of practice.

Medium term (within 3 years)

8. The government should increase the use of shared technology infrastructure.
The adoption of shared technology infrastructure, ideally using cloud technologies, would
reduce cost and improve performance, it would support cost efficient expansion and
improve interoperability between government systems and digital services. It would also
promote better coordination and communication between MTC as the operator of the
technology infrastructure, and the line ministries and other entities as the consumers. The
shared technology infrastructure should cover both hardware and software. Ideally, in a
cloud service model that covers infrastructure (laaS®) and platform (PaaSt®) models so
that platform software such as database management and other middlewarel*! software
can be leveraged for multiple uses. The US Federal government!? provides PaaS cloud
model to its entities. The Government of Panama, through the Autoridad Nacional de
Innovacion Gubernamental (AIG)*® provides cloud (currently in laaS model) and network
services to the Panamanian government sector.

9. The government should develop a government-wide cybersecurity strategy and
implementation plan. The current computer security development plan, which is part of
the Technology and Communication Plan (2021-2026), does not set specific guidelines
and standards for line ministries to adhere to. Some line ministries have developed their
own security policies, others operate without one. To confidently deploy services and for
citizens to trust their personal data to the government, it is necessary that a government-
wide cybersecurity policy is adopted and implemented. The policy must be complemented
with a cybersecurity plan that defines specific actions line ministries have to take, to make
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ICT infrastructure more secure and build internal capacity to prevent, detect and deal with
cyberattacks.

10. The government should strengthen and expand the shared platform model for
G2G services. Thefocus should bein creating an ecosystem of software, standards, services,
and data registers that support the creation of user facing services, allowing technical
teams to focus on user specific requirements and laying a common foundation. Emphasis
should be placed in key areas such as interoperability frameworks and data exchange
services, digital signature, digital ID, and shared registers for identification of land, vehicles,
asset inventories, among others. Plenty of countries have used the Government Platform
models, some examples are: Internal tools for civil servants in the United Kingdom;™*4 Digital
ID in Austria, Canada, Estonia, and Republic of Korea; interoperability data in Estonia, and
Slovenia; reusable design and patterns in Argentina, Brazil, Singapore; public registers in
Denmark, Italy, and Norway.

11. The government should develop a data architecture and infrastructure
framework. The framework should define policies that cover the full data cycle, starting
with collecting and generating the data, including both government and non-government
data sources, structured and unstructured data, including sensory data sources. It should
cover the policies for processing, storing, and securing the data and for sharing, curating,
using, and publishing. The data architecture that manages the data cycle should be the
basis for data infrastructure maintenance and expansion plans. Several countries have
implemented data management strategies. These strategies are often nested within public
sector digitalisation efforts. Notable examples include the US Federal Data Strategy*®,
Canada’s Data Strategy Roadmap for the Federal Public Servicel®®, and Ireland’s Public
Service Data Strategy!”l.

12. The government should design a policy so that the digital services developed
by line ministries and other government entities follow standard guidelines and are
accessible from a single portal. The policy would be a prelude to a holistic user-centric
design policy, and it would focus on having a central location where government digital
services are available. Services would have to follow certain technical standards, such as
single sign-on, data sharing, digital signature, user experience standards, security protocols.
Standard service design is common in many countries, for example in Singapore, Australia,
and Germany. In the UK, Service Communities!*® have been implemented to avoid silos of
service delivery.

Long term (within 5 years)

13. The government should implement a user-centric design policy. A government
becomes more user-driven by awarding a central role to people’s needs and convenience
in the shaping of processes, services, and policies; and by adopting inclusive mechanisms
for this to happen. The specific standards and policies framework should be decided after
further analysis, but it should satisfy the following principles:

e Start with user needs. The government conducts research, analyzes data, talks to
users.

¢ Use human-centric services that are universally accessible. These design services
consider device, internet-access, language, and other limitations.

e Enhance engagement. Improve participation and deepen the relationship between
citizens and government.

¢ Encourage individuals and business use open public data. This can be done by
building public data platforms.
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¢ Create interoperable government systems. Ask for data only once.
¢ Build digital services, not websites. Services help people achieve something.
¢ Follow an agile and iterative process. Start small and iterate multiple times.

User-centric design has been used implemented in Mexico through the Participa™® website
that makes available digital tools that encourage citizen participation throughout the public
policy cycle of the federal government. In Spain, Carpeta Ciudadana®® facilitates greater
connection between citizens and the public sector.

14. The government should elaborate a policy to incentivize the development of
local ecosystems. The policy should define innovative ways to draw upon private sector
skills, innovations, and investments to address public sector challenges, including the use
of PPPs, and a focus on improving the local ecosystem to support local entrepreneurs
and start-ups to develop new products and services for the government. This could be
achieved by providing financial incentives, reducing costs of doing business, promoting the
creation of innovation hubs and incubation centres. Many governments around the world
continue to face challenges in the implementation of their digital transformation related to
capacity and resource constraints, digital inclusion, and digital skills. Rwanda bridged the
basic ICT/digital skills gap through digital certifications and accreditations designed for its
government workforce.

15. The government should define and implement a strategy for the effective use
of disruptive technologies. Disruptive technologies such as artificial intelligence, machine
learning, blockchain, big data, among others can greatly improve core government
operations and online service delivery. Governments could use disruptive technologies to
increase transparency and reduce corruption such as in Brazil through the use of Rosie the
Robot?! or to improve efficiency in processing medical licences in Chile through the use
of a neural network algorithm? where the processing time was reduced in over 60%!?3.
Defining a national strategy for the use of disruptive technologies is a growing trend in
many countries. According to the World Bank,?¥ 53 countries have developed a national
strategy on the use of disruptive technologies—most of them in the last five years.
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