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Biometric system 
risks and mitigations



Why face biometrics?

Benefits

Risks



Why fingerprint 
biometrics?
Benefits

Risks



Why iris biometrics?

Benefits

Risks



Function Creep Cross Matching

Key Risks 
Biometric 
Recognition



Key Risks for 
Biometric 
Recognition

Liveness detection Potential discrimination 

Genetic distinctiveness 



Legal 
Considerations



Interface of laws and 
biometrics



Interface of laws and biometrics

Oversight



Technical 
Mitigations



Data Security and 
Storage 



Template Protection
Template Protection Techniques



Data Storage and 
Transmission
Standard IT Security Good Practice should 
be followed



Limiting 
Functional 
Use Cases

Limit to 1:1

Access 

Restrict matching

External matching 

Watchlist

Export 

Audit

Adjudication



Biometric Recognition 
Performance
Performance depends on multiple highly 
technical factors 



Biometric Quality



Character

Fidelity

Utility

Properties of the source (scarred fingers, 
droopy eyelid covers iris)

Faithfulness to the source (sensor quality, 
acquisition related “noise”)

Predicted contribution to performance (is 
there matchable material)

ISO/IEC WD 29794-1  Biometric  Sample Quality - Part 1: Framework 

Biometric Sample Quality
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Biometric Quality

Biometric Quality:

• Acquisition Device 

Characteristics

• Capture Environment

• User presentation

Quality techniques:

• User instruction

• User direction

• Operator training 

and guidance

• Automated quality 

assessment tools

• Quality analysis 

over time

Usage:

Forensic Investigation 

vs Machine Matching

Causes and Techniques



Quality Examples

• Sensor & Hardware

• Image resolutions, 
capture devices

• Application Factors

• Time of day, age of 
template

• User Physiology

• Unique 
characteristics, 
scars, injury

• User Behaviour

• Pose, expression, 
finger placement

• User Appearance

• Hats, makeup, 
glasses, jewellery

• Environmental Influences

• Backgrounds, 
lighting

• Compression

• Artefacts due to 
image compression

Example Causes

Acquiring "good" quality can be time-consuming

Good data quality is essential for overall system performance



Stages of Quality Analysis

Sensor Capture Server Post Analysis

On the device On the 

workstation

On backend 

enrolment

For Analytics



Assessing
Facial 
Quality
The challenges of ensuring 

biometric quality vary significantly 

between systems.

Consider:
• How is quality affected where the acquisition is unsupervised? (e.g. 

customer takes a selfie on their device)
• What variables can be controlled?
• What are the behaviours or characteristics of the user base?

Some of the factors of image quality as per ISO 29794-5

• Lighting symmetry (Shadows)
• Pose symmetry (Angle)
• Image resolution
• Noise
• Illumination intensity
• Image contrast
• Exposure

• Focus, blur, and sharpness
• Colour
• Subject-camera distance
• Other considerations include the 

presence of glasses, head coverings, 
hats, hair, and facial hair.

All of these aspects will have potential quality impacts that could reduce 
accuracy or introduce vulnerabilities



ISO Face Quality Standard

Facial image quality is not 

standardized yet. 

− ISO/IEC 29794-5 will give us a 

common understanding of 

measuring facial image quality in 

a specific application scenario.

Open Face Image Quality

Open Face Image Quality (0-

100) : generalised quality score 

• A                             

the OFIQ is being build by BSI / 

SecureNet it uses the output 

from the the ISO/IEC 29794-5 

standard

sFIQ – EU Lisa

• EES Regulation (2017/226) and 

ISO 19794-5

• Best efforts / Still propietary



BQAT (Biometric Quality Assessment Tool)
BQAT (Biometric Quality Assessment Tool) is an open-source framework to 

evaluate the quality of biometric samples. BQAT is designed to strengthen 

capabilities across all biometric systems by flexibly integrating biometric 

quality control across any modalities in an open-source package that is easy 

to deploy and use 

Universal Standard Open-Source

https://biometix.github.io/



BQAT Process
https://biometix.github.io/



Thank you
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