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Preamble 

This Protocol sets forth the World Bank's framework governing the access, use, handling, 
protection, storage, processing, and dissemination of confidential loan-level data reported 
under the Debtor Reporting System (DRS). The Protocol applies to all World Bank Staff, 
including consultants, who access, manage, process, or otherwise interact with DRS loan-
level data. 

 

Section I. Background 

1.1 The World Bank has established the Debtor Reporting System (the "DRS"), a 
comprehensive loan-level data collection mechanism that gathers public and publicly 
guaranteed external debt information for low- and middle-income countries. The DRS is 
managed and maintained by the Debt Statistics Program Team at Development Data Group. 

1.2 The DRS serves as the primary source of external debt data for over 120 low- and 
middle-income countries, capturing detailed information on loan commitments, 
disbursements, principal repayments, and interest payments. Data collected through the 
DRS underpins key World Bank publications, including the International Debt Report, and 
informs debt sustainability analyses, country diagnostics, and policy dialogue across the 
institution. 

 

Section II. Definitions 

For the purposes of this Protocol, the following terms shall have the meanings ascribed to 
them below: 

"Access to Information Policy" means the World Bank Policy on Access to Information 
(Catalogue No. EXC4.01-POL.01, effective July 1, 2010, as amended), available at the World 
Bank's Policies and Procedures Framework. 
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"Aggregated Data" means statistical outputs derived from DRS Creditor Data that have been 
processed, combined, or summarized in a manner that does not permit the identification of, 
or attribution to, any individual creditor, loan, or Reporting Country. Aggregated Data 
includes, without limitation, country-level or regional debt stock totals, portfolio averages, 
and composite statistical indicators published in World Bank statistical products, provided 
that no individual loan-level observation or creditor-specific data point can be directly or 
indirectly derived, reverse-engineered, or attributed therefrom. 

"Attributable Data" means any DRS Creditor Data, or any derivative or subset thereof, that 
directly or indirectly identifies, or could reasonably be used to identify, a specific creditor, a 
specific loan transaction, or the Reporting Country as the source of a particular data 
submission. Raw and loan-level data submitted under the DRS shall in all cases be treated as 
Attributable Data. 

"Data Security Incident" means any confirmed or reasonably suspected unauthorized access 
to, disclosure of, loss of, alteration of, or destruction of DRS Creditor Data, including 
Attributable Data, whether resulting from external breach, insider threat, system failure, or 
human error. 

"Debt Statistics Program Team" means the team within the Development Economics and 
Debt Statistics unit of the World Bank's Development Data Group responsible for managing 
and maintaining the DRS. 

"DECDG" means the World Bank institutional unit responsible for all DRS-related matters. 

"DRS" has the meaning ascribed thereto in the preamble to this Protocol. 

"DRS Creditor Data" means any and all loan-level data, including data pertaining to bilateral 
lending, submitted by the relevant creditor country to the Debt Data Team in connection 
with the DRS, whether submitted in raw, processed, or any other form. For the avoidance of 
doubt, DRS Creditor Data encompasses both Attributable Data and, prior to aggregation, 
data that may subsequently form the basis of Aggregated Data. 

"Need-to-know" means a legitimate business need for DRS Creditor Data demonstrated by 
World Bank Staff in connection with their authorized role or function. 

"Protocol" has the meaning ascribed thereto in the preamble to this Protocol. 

"Reporting Country" means the applicable country submitting DRS Creditor Data to the Debt 
Data Team in connection with the DRS. 

"World Bank Statistical Products" means officially published World Bank statistical 
databases, reports, and publications, including, without limitation, the International Debt 
Statistics publication, the World Development Indicators, and related publicly accessible 
data portals, in which debt data are presented exclusively in Aggregated Data form. 

 

Section III. Purpose 

DRS Creditor Data, owned and voluntarily shared by creditors, shall only be used for the 
debtor–creditor reconciliation process aimed at improving data quality, reducing 
asymmetries, strengthening comparability, and supporting the broader debt transparency 
agenda. 
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Section IV. World Bank Access to Information Policy 

4.1 All DRS Creditor Data submitted by the Reporting Country to the Debt Data Team shall 
be treated in accordance with the Access to Information Policy and all related instruments, 
directives, and procedures issued thereunder. 

4.2 The World Bank expressly confirms that all DRS Creditor Data submitted by the 
Reporting Country shall be treated in accordance with Section III, paragraph B.2(g) of the 
Access to Information Policy, which governs the treatment of information provided by 
member countries or third parties in confidence. Accordingly, all DRS Creditor Data shall be 
treated as information provided in confidence by the Reporting Country and shall not be 
disclosed publicly without express consent from the Reporting Country. 

 

Section V. Handling of DRS Creditor Data 

DRS Creditor Data shared by the Reporting Country shall: 

(a) Be used exclusively for carrying out activities necessary to achieve the Purpose set out in 
Section III; 

(b) Not be used for any broader operational, analytical, policy, lending, or statistical 
purposes beyond the defined Purpose, except as expressly permitted under Section V-A 
(Aggregated and Non-Attributable Use); 

(c) Not be shared with any World Bank Staff except those assigned to DECDG, and Staff with 
a need-to-know approved by the DECDG manager; 

(d) Not be published, or externally transferred or disclosed, in Attributable Data form 
without the prior written consent of the Reporting Country; 

(e) Be stored, processed, and transmitted only through secure World Bank-approved 
systems and environments, subject to applicable information security protocols, as further 
described in Annex 1 to this Protocol; and 

(f) Remain subject to confidentiality obligations during and after Staff assignments, including 
restrictions on retention, extraction, or external use following separation from the 
institution, and subject to the offboarding requirements set out in Section V-B. 

Section V-A. Aggregated and Non-Attributable Use 

V-A.1 Notwithstanding the restrictions set out in Section V, and for the avoidance of doubt 
with respect to the Purpose described in Section III, the World Bank is expressly authorized 
to use DRS Creditor Data as a source for the production and publication of Aggregated Data 
in World Bank Statistical Products, provided that: 

(a) The Aggregated Data does not constitute, contain, or enable the derivation of 
Attributable Data with respect to any specific creditor, loan transaction, or Reporting 
Country;  (b) The underlying DRS Creditor Data used in the production of such 
Aggregated Data remains subject to all handling, access, storage, and confidentiality 
requirements set forth in this Protocol;  (c) The methodology for aggregation is 
applied consistently and in accordance with established statistical standards that 
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prevent attribution or reverse-engineering of individual creditor or loan-level 
observations; and  (d) DECDG maintains internal documentation identifying which 
World Bank Statistical Products are authorized to draw on DRS Creditor Data as a 
source, subject to periodic review by the DECDG manager. 

V-A.2 For the purposes of this Section, data shall be considered non-attributable if a 
reasonably informed third party, applying standard analytical techniques, could not identify 
the Reporting Country as the source of a specific data point, or identify any individual 
creditor or loan-level transaction from the published output. 

V-A.3 The authorization set out in Section V-A does not extend to the publication of 
disaggregated, loan-level, or creditor-specific data, regardless of the format or medium in 
which it is presented, without the prior written consent of the Reporting Country. 

Section V-B. Offboarding and Data Return Obligations for Consultants and Contractors 

V-B.1 Given that this Protocol expressly extends to consultants and contractors, specific 
offboarding controls shall apply upon the conclusion, expiration, or termination of any 
engagement during which a consultant or contractor has been granted access to DRS 
Creditor Data. 

V-B.2 No later than five (5) business days following the end of a consultant's or contractor's 
assignment, the relevant individual shall: 

(a) Return to DECDG, or permanently delete and destroy, all copies of DRS Creditor 
Data — including Attributable Data — in their possession or control, whether stored 
on personal devices, removable media, cloud environments, or any other storage 
medium outside World Bank-approved systems; and  (b) Provide DECDG with a 
written certification confirming that all DRS Creditor Data has been returned, 
deleted, or destroyed in accordance with this Protocol, and that no copies have been 
retained in any form. 

V-B.3 DECDG shall, upon conclusion of each consultant or contractor engagement, revoke all 
system access to DRS-related platforms and environments no later than the last day of the 
engagement, and shall maintain a record of such revocation. 

V-B.4 The confidentiality obligations set out in this Protocol, including restrictions on 
retention, use, disclosure, and external transfer of DRS Creditor Data, shall survive the 
expiration or termination of a consultant's or contractor's engagement for a period of five 
(5) years, or for such longer period as may be required by applicable World Bank policy. 

 

Section VI. Accountability 

6.1 The Debt Statistics Program maintained by DECDG shall serve as the primary 
institutional custodian of DRS Creditor Data and shall be responsible for the overall 
administration, governance, protection, management, and operational oversight of such 
data within the World Bank. 

6.2 In this capacity, DECDG shall oversee and implement the institutional framework 
governing the collection, validation, processing, storage, use, protection, and dissemination 
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of DRS Creditor Data, including the operational implementation and enforcement of this 
Protocol. 

6.3 DECDG responsibilities shall include, but not be limited to, the following: 

(a) Data governance. Establishing and maintaining governance frameworks, 
operational procedures, reporting standards, internal controls, and data 
management protocols governing the handling and use of DRS Creditor Data; (b) 
Validation and quality assurance. Conducting data validation, consistency checks, 
reconciliation processes, methodological reviews, and quality assurance procedures 
to support the accuracy, completeness, comparability, and integrity of reported data; 
(c) Access management. Managing, reviewing, approving, modifying, and revoking 
access to DRS Creditor Data based on institutional roles, operational necessity, and 
the principle of least privilege; maintaining access records and ensuring that access 
remains limited to authorized personnel with legitimate institutional responsibilities; 
(d) Compliance monitoring. Monitoring adherence to this Protocol and related 
institutional policies, including compliance with confidentiality requirements, data 
handling procedures, approved uses of data, and information security obligations; (e) 
Confidentiality oversight. Ensuring that confidential loan-level data are protected 
against unauthorized access, disclosure, dissemination, or misuse through 
appropriate procedural, administrative, and technical safeguards; (f) Operational 
implementation of this Protocol. Developing and maintaining operational 
procedures, implementation guidance, internal workflows, training materials, and 
supporting mechanisms necessary for the effective application of this Protocol across 
relevant units and users; (g) Coordination with institutional stakeholders. 
Coordinating, where necessary, with relevant World Bank units — including 
information technology, legal, records management, information security, and 
operational teams — to support the secure and compliant management of DRS 
Creditor Data; and (h) Data stewardship and custodianship. Maintaining secure 
environments and controlled processes for the storage, processing, transfer, 
retention, archival, and disposal of DRS Creditor Data in accordance with institutional 
requirements and applicable retention policies. 

Section VI-A. Data Security Incident Notification 

VI-A.1 In the event DECDG becomes aware of a Data Security Incident affecting DRS Creditor 
Data submitted by a Reporting Country, DECDG shall: 

(a) Immediately activate the World Bank's established incident response procedures, 
as described in Annex 1, Section 9;  (b) Conduct, or cause to be conducted, a prompt 
internal assessment to determine the nature, scope, and likely impact of the Data 
Security Incident, including whether Attributable Data of a specific Reporting Country 
has been or may have been compromised; and  (c) Notify the affected Reporting 
Country of the Data Security Incident as soon as practicable, and in any case no later 
than thirty (30) calendar days following DECDG's determination that DRS Creditor 
Data attributable to that Reporting Country has been compromised or is reasonably 
suspected to have been compromised. 

VI-A.2 The notification referred to in paragraph VI-A.1(c) shall, to the extent known at the 
time of notification, include: 
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(a) A description of the nature of the Data Security Incident; (b) The categories and, 
where feasible, the approximate volume of DRS Creditor Data affected;(c) The likely 
consequences of the Data Security Incident; and  (d) The measures taken or proposed 
to be taken by the World Bank to address the Data Security Incident and mitigate its 
potential adverse effects. 

VI-A.3 Notification under this Section shall be made through diplomatic or official channels 
designated by the Reporting Country, or, in the absence of such designation, through the 
Reporting Country's official contact on record with the Debt Data Team. 

VI-A.4 The World Bank shall keep the affected Reporting Country reasonably informed of 
material developments in the investigation and remediation of any Data Security Incident 
involving that country's DRS Creditor Data. 

VI-A.5 Nothing in this Section shall limit or prejudice the World Bank's obligations under 
applicable institutional policies, including its information security and incident response 
framework, or require the disclosure of information that would compromise the security of 
the World Bank's systems or the integrity of an ongoing investigation. 

Section VI-B. Term, Amendment, and Participation Provisions 

Term 

VI-B.1 This Protocol shall enter into force on the date of its issuance and shall remain in 
effect until superseded, amended, or withdrawn in accordance with the provisions of this 
Section. 

Amendment 

VI-B.2 The World Bank reserves the right to amend this Protocol from time to time to reflect 
changes in institutional policy, applicable law, or operational requirements. Any material 
amendment to this Protocol shall be: 

(a) Approved by the Chief Statistician of the World Bank Group or such other 
authorized official as may be designated;  (b) Communicated to all Reporting 
Countries in advance of the amendment's effective date, with reasonable notice of no 
less than sixty (60) calendar days, except where the amendment is required by an 
emergency, legal obligation, or institutional policy directive; and  (c) Published and 
made available through appropriate institutional channels. 

 

Withdrawal and Termination of Participation 

VI-B.3 A Reporting Country may withdraw its participation in the DRS or withdraw consent 
to the World Bank's retention and use of previously submitted DRS Creditor Data by 
providing written notice to the Debt Data Team through official channels. Upon receipt of 
such notice: 

(a) The World Bank shall cease collecting new DRS Creditor Data from the Reporting 
Country;  (b) The World Bank shall, within sixty (60) calendar days of receipt of the 
notice, either return or permanently delete all Attributable Data submitted by the 
Reporting Country, unless retention is required by applicable World Bank policy, legal 
obligation, or to preserve the integrity of World Bank Statistical Products that have 
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already been published in Aggregated Data form; and  (c) The World Bank shall 
confirm in writing to the Reporting Country that the steps described in paragraph VI-
B.3(b) have been completed, specifying the disposition of the relevant data. 

Effect on Aggregated Data 

VI-B.4 For the avoidance of doubt, the withdrawal of a Reporting Country's participation 
does not require the World Bank to amend, retract, or recall World Bank Statistical Products 
that have already been published, to the extent that such publications contain only 
Aggregated Data that is non-attributable to the withdrawing Reporting Country. 

Continuity of Confidentiality Obligations 

VI-B.5 Withdrawal or termination of participation does not affect the confidentiality 
obligations applicable to DRS Creditor Data that was submitted prior to such withdrawal, all 
of which shall continue to be handled in accordance with the provisions of this Protocol for 
as long as such data remains in the World Bank's possession. 

 

Section VII. Governing Framework 

This Protocol is governed by, and shall be interpreted in accordance with, the World Bank's 
applicable policies, procedures, and directives, including the Access to Information Policy. 
The World Bank's obligations under this Protocol are subject to the World Bank's Articles of 
Agreement and its applicable internal governance framework. 

 

Section VIII. Privileges and Immunities 

Nothing in this Protocol shall constitute or be construed as a waiver, renunciation, or 
modification of any of the privileges, immunities, and exemptions of the World Bank under 
its Articles of Agreement, international law, or any applicable law, all of which are expressly 
reserved. 

 

Issued by: The Office of the Chief Statistician of the World Bank Group 

Approved by: Haishan Fu, Chief Statistician, World Bank Group 

Date: July 28, 2026 
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Annex 1. Security Controls for the Debtor Reporting System 

1. Access Controls 

System authentication leverages Microsoft Entra ID, with multi-factor authentication (MFA) 
required for external users and those accessing from unmanaged devices. Authorization is 
managed through role-based assignments applied at the database level, consistent with the 
principle of least privilege. 

2. Data Storage and Encryption 

Data is encrypted at rest within the Azure cloud environment, utilizing customer-managed 
keys for both the SQL Server database and cloud file storage. Transmission of data is 
encrypted through the implementation of HTTPS and the use of Azure ExpressRoute, 
ensuring secure connectivity and data protection during transfers. 

3. Audit Trails and Monitoring 

All key actions across the system are recorded for auditing purposes. Multiple security 
monitoring services are in place at every level to flag suspicious activity and alert application 
owners. System audits are conducted in compliance with WBG IT Audit practices and 
policies. 

4. Data Segregation 

All data loaded in the DRS is treated as confidential and is subject to strict access controls, 
ensuring that only authorized users may view or interact with it. Public data is managed 
through other designated systems, and any transfer of data follows established security and 
approval workflows to maintain compliance and protect sensitive information. 

5. Secure Data Transfer Protocols 

All communications and data exchanges with WBG systems are conducted via the internal 
network using Azure ExpressRoute, ensuring encrypted access and HTTPS implementation. 
For external systems outside the WBG environment, HTTPS connections are enforced by 
default, and authentication is managed through OpenID Connect (OIDC) protocols to 
maintain secure interaction and data protection. 

6. Data Loss Prevention 

Data loss prevention is enforced through rigorous data classification procedures and strict 
access controls. All data is categorized based on sensitivity, and access is granted only to 
users and applications that have been explicitly approved. Each access request is identity-
based and fully auditable, ensuring transparency and accountability throughout the system. 
Azure Advanced Threat Protection is configured to continuously monitor suspicious activity 
and provide real-time alerts to security teams. Data integrity and confidentiality are 
safeguarded by Transparent Data Encryption and geo-redundant backup strategies. Regular 
backups are performed to support recoverability and ensure business continuity. 
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7. Endpoint and Remote Access Controls 

The system is accessible only to authorized parties, with enforcement achieved through a 
combination of Cloudflare, Palo Alto Firewall, and Microsoft Entra for authorization. These 
integrated technologies provide layered security, ensuring that only verified users may 
interact with the DRS and protecting the environment from unauthorized access attempts. 

8. Data Retention and Disposal 

The WBG data retention framework is governed primarily by the Management of Records 
Policy (AMS 10.11), which covers the full lifecycle of records from creation to disposal. This 
is supported by formal Records Retention and Disposition Schedules that determine how 
long specific record types must be retained and which records hold permanent archival 
value. The DRS system adheres to the requirements of this policy framework. 

9. Incident Response Procedures 

Formal incident response procedures are in place to address security breaches and 
unauthorized access events. These procedures are governed through ServiceNow as the 
central platform for ticket management and SLA enforcement. Built-in communication 
protocols within the platform ensure that relevant stakeholders are notified at each stage of 
the incident response process, supporting both operational transparency and compliance 
with applicable requirements. 

10. System Integration Safeguards 

System integration safeguards are addressed under Section 7 (Endpoint and Remote Access 
Controls) of this Annex. 

 


